A”CMTEK é:)j:\li(’i:g-f‘ggigDManual



OrnasneHwue

NABA 1. BA3SOBBbIE OMNEPALNI
1.1 HacTpowka goctyna
1.2 JononHnTeNbHble HAaCTPOMKU
FNABA 2. KOHUEMUWWN KOHOUTYPNPOBAH A
2.1 NHTepdeinc KoMaHAHOMN CTPOKMU
2.2 Nonb3oBartenu 1 NpuBUNErin
2.3 KoHpUrypaLMoHHble KOHTEKCThI
2.4 KoMaHabl KonrpoBaHuS
[NABA 3. AYTEHTU®UNKAL WA
3.1 BBegeHue

3.2 HacTpolika ayTeHTUdUKaLMN Ha KOMMyTaTopax
ANICNTEK

3.3 TvnoBble BOMNPOChI N OLLNGKN
[NTABA 4. YMPABNEHUE MHTEP®ECAMM
4.1 HacTpowka
4.2 MOHNTOPUHT
[NABA 5. ATPEFALNVA KAHANOB (LAG)
5.1 BeBegeHve B LAG
5.2 Hactponka LAG Ha kommyTaTtopax A/TICMTEK
NABA 6. 3SEPKAJTMPOBAHINE
6.1 BBegeHne B 3epkanmpoBaHume
6.2 3epkannpoBaHne Ha kommyTaTopax AJICMTEK
6.3 TvnoBble BONPOChI N OLLNGKN
[NNABA 7. SNMP
7.1 BBegeHve B SNMP
7.2 SNMP Ha kommyTaTopax AJICMTEK
7.3 SNMP-trap Ha kommyTaTOopax AJICUTEK

18
26
26
29
30
32
44
44
45

58
62
62
66
71
71
71
75
75
75
76
78
78
78
84



TABA 8. JIOTUPOBAHWE
8.1 BBegeHve B norvpoBaHvie
8.2 JlornpoBaHune Ha kommyTaTopax AJICMTEK
8.3 PaboTta c nornpoBaHvem
8.4 Syslog
8.5 TvnoBble BONPOChI N OLLNGKN
[TABA 9. PORT SECURITY
9.1 Port Security Ha kommyTaTtopax AJICMTEK
9.2 Hactpoliika Port Security Ha nHTepdeicax
[NABA 10. LLDP
10.1 BBeaeHue B LLDP
10.2 LLDP Ha kommyTaTOpax AJ/ICUTEK
TABA 11. VLAN
11.1 BeBeaeHue
11.2 Hactpoiika VLAN
TABA 12. DOUBLE VLAN (Q-IN-Q)
12.1 BBeaeHue B Q-in-Q

12.2 Hactpoiika Q-in-Q Ha kommyTatopax AJICMTEK

[NABA 13. TTPOTOKO/JIbl SPANNING TREE
13.1 BBegeHve
13.2 Hactpowka Spanning Tree

FNABA 14. CMNCKW KOHTPOA AOCTYMA (ACL)
14.1 BBegeHVie B CMCKM KOHTPONA AOCTYrMa

14.2 Hactpowka ACL Ha kommyTaTopax AJTICUTEK

14.3 Tinosble BONPOCHI 1 OLLUNOKY
[TABA 15. MULTICAST
15.1 BBegeHuve B Multicast

15.2 Hactporika Multicast Ha kommyTaTopax AJICUTEK

15.3 NpriMepbl TUMNOBbLIX HAaCTPOeK

88
88
88
89
93
94
95
95
95
103
103
103
107
107
108
118
118
118
149
149
152
161
161
161
176
177
177
180
213



15.4 Tinosble BONPOCHI 1 OLLUNOKY
[JTABA 16. PPPOE INTERMEDIATE AGENT
16.1 BBegeHve B PPPOE

16.2 Hactpoika PPPOE Snooping Ha KomMyTaTopax
AJICTEK

16.3 HacTtpowka PPPOE IA Ha kommyTaTopax AJTCUTEK
[TABA 17. DHCP SNOOPING
17.1 BBegeHve B DHCP

17.2 Hactpovika DHCP Snooping Ha kKoMMyTaTopax
AJICMTEK

17.3 Hactpoiwka DHCP L2 Relay Ha kommyTaTopax
AJTCUTEK

17.4 Hactpoiika DHCP IP Source Guard Ha KOMMyTaTopax
AJICTEK

TABA 18. DYNAMIC ARP INSPECTION (DAI)
18.1 BeegeHrie B Dynamic ARP Inspection
18.2 Dynamic ARP Inspection Ha kommyTaTtopax AJICMTEK
MTABA 19. QOS (QUALITY OF SERVICE)
19.1 BeBegeHvie B QoS
19.2 QoS Ha kommyTaTtopax AJICMTEK
19.3 Quepesn 1 anropnTMbl NNaHNPOBLLIVIKA
19.4 Hactpoiika nonntnk QoS
19.5 floBepue metkam CoS
19.6 loBepune meTkam DSCP
19.7 OrpaHnyeHre CKOpoCT/ NOPTa Ha BbIXo4e
19.8 NprMepbl TUMNOBbLIX HAaCTPOeK
MTABA 20. PABOTA C AATHUKAMM
20.1 TemnepaTypHbIN AaTUYNK

216
217
217
219

222
229
229
233

236

243

247
247
248
258
258
260
261
265
270
274
277
278
280
280



'MABA 1. BASOBbIE ONMEPALN

1.1 HacTpouka pgocTtyna

Ynpasnsiemble KOMMYTaTOPbl MO3BONSAOT U3MEHATL CBOU HAacTponky rno COM,
Telnet, SSH nyTem BBOJa TEKCTOBbLIX KOMaHZ Yepes Tak Ha3blBaeMbl NHTepdeinc
KomaHAHoM cTpoku (Command Line Interface, CLI). TakxXe LUMPOKO pacnpocTpaHeH
NPOTOKOJ yrpaBneHnsa ceteBbiMu ycTporictBamu SNMP.

MoaknuyeHne K KommyTaTopy no COM-nopTy

War 1. MNoakntoueHne COM-nopTa

MOAKOUNTE KOHCOJIbHbIV Kabesb, BXOAALLMA B KOMMIEKT MOCTaBKK, K pazbemy
RJ-45 Ha nnate KOMMyTaTopa, NomeyeHHomy "control” nam "service" (3aBUCUT OT
MoJenn KoMMmyTaTopa).

PuncyHok 1. KoHCObHbIN Kabenb

LWar 2. HacTpoiika KIneHTa

3anycTuTb Nporpammy Putty co cnesyrolMm napaMmeTpamm:



* Connection type — Serial;

* Serial line — 3aBMCUT OT HaCTpPOEK KOMMbIOTEPA (B NpUMepe NCNOJIb30BaH
COM1);

* Speed — 115200.

Category:

=R Sgssion ’ Basic options for your PuTTY session
i Specify the destination you want to connect to

[=J- Terminal

Serial line Speed
- Keyboard
- Bell COM1 115200

- Features Connection type:
= Window ()Raw () Telnet () Rlogin ) SSH @ Seral

- Appearance
ggﬁaviour Load, save or delete a stored session

. Translation Saved Sessions
- Selection
-~ Colours Default Settings

[=)- Connection ¢ Lond
.-Data

- Proxy
- Telnet Delete

R!ogin
- SSH

Close window on exit:
() Aways ( Never @ Onlyon clean exit

(open J[ Cancel ]

PrcyHok 2. HacTpoiika KOHCONbHOro NoAkatoyeHns B Putty

Lar 3. Bk/lloueHne KOMMYTaTopa 1 NpoLLecc 3arpy3Kkm

BKNHOUNTL NUTaHWe KOMMyTaTopa. B koHconn Putty oTo6pa3unTcs npoLiecc
3arpysKku, nocse Yero NOABUTCA NpUrnaLleHne:

User:



o yMOon4aHMo Ha KOMMYyTaTope ecTb ABa Nob3oBaTena: admin (MoaHbIA AOCTYN)
1 guest (TONbKO UTeHKe), C NycTbiM napoJsiemM. na BxoAa v MepBUYHON HACTPOKM
NCMonb3yKTe nosib3oBatend admin ¢ NyCcTbIM Naponem:

User:admin
Password:

(als_sw) #

HacTpoiika ceTeBbiXx NapaMeTpoB KOMMYyTaTopa

Mommnmo COM-nopTa AN19 ynpaBAeHUs MOXHO WUCMO/Ib30BaTh NPoToKobl Telnet,
SSH 1 SNMP. Ana noAkntoYeHNA K KOMMYTaTopy Mo 3TUM NPOTOKO/IaM HEOBXOANMO
3HaTb CeTeBOW ajpec KoMmyTaTopa. [Npu noctaBke KOMMYTAaTOP UMEET YUCTYHO
KOHGUrypauuto 1 cnegyroLiie napaMmeTpsil:

* yHuKanbHbI MAC-agpec Bnga 00:13:AAXX:XX:XX, Ha3HauUeHHbI

nponssoauTenem;

VLAN ynpasneHus, paBHblin VLAN 1;

IPv4-agpec 172.17.1.1, macka noacetn 255.255.0.0;

IPv6-agpec, creHeprpoBaHHbIA Ha ocHoBaHUM MAC-agpeca;

* NBYyX Nonb30BaTenieil No ymonyaHumto: admin (NOHLIV J0CTyN) 1 guest
(TONbKO UTeHKe), C MyCTbIM Maposiem;

* fOCTyn No npoTokony Telnet BkAOUEH MO YMOYaHUIO;

® A0CTYN No nNpotokony SSH (v1/v2) BbIK1OYEH MO YMOYaHUIO;

e poctyn no npotokony SNMP (v1/v2c/v3) BKAKOYEH MO YMOYaHUIO N UMeeT
ABa SNMP-community: private (nonHbi goctyn) v public (Tonbko uTeHune).

War 1. HacTtpolika IPv4-appeca

Ana HacTpoikn IPv4-agpeca kKoMMyTaToOpa MCNoNb3yeTcd KOMaHAa:

(als_sw) #network parms <ip address> <subnet> [<gateway>]

MNapameTpbl:



* <ip address> — IP-agpec, Hanpumep 172.17.1.1;

* <subnet> — macka noacetun, Hanpumep 255.255.0.0;

* [<gateway>] — LUAKO3 MO YMONYAHUIO (HeObA3aTeNbHbI NapameTp),
Hanpumep 172.17.1.254.

MprMep NoAKAYEHNS HAaNPSMYH N306PaXeH Ha CXeMe HIUXKE:

KOMMYTATOP
172.17.1.1/255.255.0.0 172171 .4/255.255.0.0

PucyHok 3. NMpsamoe nogkntoveHme MK Kk KommyTaTtopy

Ha cxeme ykasaH agpec KOMMyTaTopa no yMoi4aHuto. Mpu TakoM CoefHEHUN U
HaCTpolike AOCTYNMHOCTb KOMMYyTaTopa € MK MOXHO NpoBepuTb KOMaHAOM ping:

$ ping 172.17.1.1

PING 172.17.1.1 (172.17.1.1) 56(84) bytes of data.

64 bytes from 172.17.1.1: icmp_seq=1 ttl=64 time=4.95 ms

64 bytes from 172.17.1.1: icmp_seq=2 ttl=64 time=2.06 ms

64 bytes from 172.17.1.1: icmp_seq=3 ttl=64 time=2.35 ms

NC

--- 172.17.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 2.067/3.124/4.954/1.299 ms

MNpumep nogkntodeHUa MK K KoMMyTaTopy yepes LUHo3:

== -l-guy [P

KOMMYTATOP LLITHO3
172.17.1.1/255.255.0.0 172.17.1.2/255.255.0.0

PucyHok 4. NoaknroyeHre MK K KoMMyTaToOpy Yepes LWito3



Ana nogxkntoveHns MK K KoOMMyTaTopy Yepes L3 He0H6XO0AMMO HAaCTPOUTL aspec
LLI/IF03a Ha KOMMYTaTOpPe, a TakxXe HaCTPOUTbL MapLUPYyTU3aLMIo B CETb KOMMYyTaTopa
CO CTOPOHbI MK (Ha wto3e nam Ha MK, B 3aBUCKMOCT OT HAaCTPOeK CeTU).

KoHburypauusi kKommyTaTopa Anst npyMepa BbiLUe:

(als_sw) #network parms 172.17.1.1 255.255.0.0 172.17.1.2

LWar 2. Hactpoiika VLAN ynpaBneHus

Mo ymonuyaHmto kKommytaTop ynpasnsetcs Bo VLAN 1. YTtobel 3agaTb agpyron VLAN
yrnpaB/iieHUs, NCMOIb3YeTCAa KOMaHAa:

(als_sw) #network mgmt_vlan <vlan>

MNapameTpbl:

* <vlan>— Homep VLAN ynpasneHus B gnanasoHe ot 1 o 4095.

LWar 3. HacTtpoiika IPv6-agpeca

KOMMyTaTOpy MOXHO Ha3HaunTb CTaTUyeckuii IPve agpec C NOMOLWbHO KOMaHAbl:

(als_sw) #network ipv6 address <ipv6>/<prefix>

MNapameTpbl:
* <ipv6>/<prefix> — IPv6 agpec n npedukc, Hanpumep 2001::100/64.

Kpome TOro, BO3MOXHa aBTOMaTmM4yeckas HacTpoka agpeca no npotokony SLAAC,
cornacHo REC 2462. [1o ymon4aHuto aBTomaTMyeckoe Ha3HayeHve agpeca
OTK/IH0UYEHO, AJIA ero BK/IIUYEHUS UCMOoJb3yeTcsd KOMaHAa:

(als_sw) #network ipv6 address autoconfig


http://www.ietf.org/rfc/rfc2462

LWar 4. HacTpoiika IPv6-wunto3sa

HacTtpoiika IPv6-unto3a He aBnseTca obs3aTenbHon. OHa OCyLLecTBIAeTCA
cnejyroLlein KOMaHAo:

(als_sw) #network ipv6 gateway <ipv6>

MNapameTpbl:

* <jpv6> — IPv6-agpec wnto3a.

LWWar 5. MpocMoTp ceTeBbIX NapaMeTpoB

MpOCMOTp CeTeBbIX MAaPaMETPOB OCYLLECTBASETCS C1eAyHoLLein KOMaHAOM:

(als_sw) #show network

IP AdAress. ...ttt ittt ittt iiiiiiinnnn 172.17.1.1

Subnet Mask. ...t 255.255.0.0

Default Gateway..........ooiuiiiiiiinnnnennnennn 0.0.0.0

PG /AUEECmTy Mee@s o ooooooooooooonccoooonooe Disabled

IPVG address. . ..ottt eeeennnn fe80::213:aaff:felb:96e/64
MAC AddresSsS. ittt itt ittt ettt iinnnnnnnns 00:13:aa:1b:09:6e

FemegEmamit WILARN 1106 oo oooooooooooooocoooooooooos 1

Nons:

* |P Address — IPv4-agpec koMMyTaTopa (3HayYeHme no yMOAYaHUIo
172.17.1.1);

* Subnet Mask — ceTeBas Macka KOMMyTaToOpa (3HaYeHve No yMON4YaHUIo
255.255.0.0);

* Default Gateway — wnto3 (3HaveHune no ymondanHuwo 0.0.0.0);

* |Pv6 AutoConfig Mode — pexumM aBToKoOHUrypmposaHus IPv6 (SLAAC, no
YMOJTYaHWVIIO OTKIHOYEHO);

* |Pv6 address — IPv6-aspec KoMMyTaTopa;

* MAC Address — MAC-agpec KOMMyTaTopa;

* Management VLAN ID — VLAN ynpaBneHuss KOMMYTaToOpOM, 3Ha4YeHue no
ymonyaHuo VLAN 1, no yMONYaHMIO JOCTYN K KOMMYTaTopy He TpebyeT
YCTaHOBKMW Tera Ha yrnpasnstoLiem Tpaduke.
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NoaxknroyeHme no npotokony Telnet

LWar 1. HacTpoiika ceTn

HeobxoA41MO HaCTPOUTL CeTb Ha KOMMYTaTOPE OMMCAHHbIM BbiLle CoCcoboM.

CeTeBOI agpec KOMMyTaTopa AOJ/IXeH 6bITb gocTyneH c MK,

LWar 2. Ucnonb3oBaHMe KJIMEHTA

3anycTuTb Nporpammy Putty co cnegyroLimmimn napameTpamu:

e Connection type — Telnet;
* Host name (or IP address) — IP-agpec kommyTaTopa;

e Port — 23.

Category:
- Session ’ Basic options for your PuTTY session
" Logging Specify the destination you want to connect to
[=)- Terminal
Host Name (or IP address) Port
- Keyboard
B 172.17.1.1 23
- Features Connection type:
&- Window ©)Raw @ Telnet ) Riogin ©)SSH () Seril
/B%p;aea@nce Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
.~ Colours Default Settin
[=- Connection -Load
R]ogin
- SSH
""" Seral Close window on exit:
(JAways (  Never @ Onlyon clean exit
Com 0 om

PucyHok 5. HacTtpoiika Telnet-coegnHeHuns B Putty
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MoaknrouyeHue no npoTtokKony SSH

LWar 1. HacTpoiika ceTn

HeobxoAMMO HacTPOUTL CeTb Ha KOMMYTaTOpe OMMUCAHHbBIM BbliLLe COCOBOM.
CeTeBOI agpec KOMMyTaTopa AOJ/IXeH 6bITb gocTyneH c MK,

LWar 2. FeHepauus knto4veir SSH (npy nepBomM UCNO/b30BaHNN)

Mepes noakntoueHneM nNo NpoTokony SSH HeobxoAMMO HAaCTPOUTL KOMMYTATOP,
paspeLumB nogkatodeHne. Kpome Toro, HEO6X0AMMO CO34aTh KOUM LWNGPOBaHUSA
Ha kKoMMmyTaTope. Co3zaHue Ko4Yeln TpebyeTcs TONbKO OAVH Pa3, BMOCNEACTBAN
KNtoum coxpaHstoTcs Ha flash-namat kommyTaTopa 1 He MeHsrTCs. EcTb
BO3MOXHOCTb 3aMEHUTb KJT0UM, MOBTOPHO BbI3BaB KOMaHAy reHepauuun.

KomaHza reHepauun knroda RSA:

(als_sw) #configure

(als_sw) (configure) #crypto key generate rsa
Do you want to overwrite existing RSA keys? (y/n): vy

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command

RSA keys generation. It may take several minutes to complete, please wait..
INFO: Single-
user command was completed in current or another control session, management access 1is

restored

RSA keys have been generated successfully

KomaHza reHepaumnn knroda DSA:

(als_sw) (configure) #crypto key generate dsa
Do you want to overwrite existing DSA keys? (y/n): vy

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command

DSA keys generation. It may take several minutes to complete, please wait..
INFO: Single-
user command was completed in current or another control session, management access is

restored

DSA keys have been generated successfully

12



Ana HopManbHOW paboTbl 4OCTyNa No SSH HyXXHO creHepmpoBaTb 06a karoya. Koy
RSA (RSA-1) ncnonesyetca Ans yCTaHOBEHUSA WPPOBAHHOIO COeAVIHEHUS B
Bepcun SSHv1, kntou DSA ncnonb3yeTcs B Bepcum SSHv2. Ecanm knroum yxe 6binm
CreHepmMpoBaHbl paHee, KOMMYTaTop NOTpebyeT NoATBEPXAEHME Ha 3aMeHy
K/IF0Uel, Kak yka3aHo B npumepe. [py nepBori reHepaunm NoATBEPXAEHNS He
noTpebyeTtcs. leHepauus KtoUel 3aHMaeT HECKOIbKO MUHYT.

LWar 3. BknoueHwue agoctyna no SSH

KomaHza BkIroYeHUs gocTyna no SSH:

(als_sw) #ip ssh server enable

Mocne 3Toro AoCTyn K KOMMYTaToOpy MOXHO MPON3BOAUTL NO NPOTOKONY SSH 06enx
BepCcun.

Lar 4. cnonb3oBaHUe KJIMEHTA

Ans goctyna K KOMMyTaTopy Mo NPOoToKoay SSH MOXHO 1CM0/1b30BaTh /060
K/INEHT, B KayecTBe nprmMepa nog cncremsl Windows MoXHO npusecTtu Putty, B
KayecTBe npumMepa Ansa Linux — OpenSSH vnu noboin apyroi. NoasepXxmBatoTcs
Bepcuy npoTtokosa SSHv1 n SSHv2.

MoaknioyeHune no npotokony HTTP

LWar 1. HacTtpoiika ceTun

HeobxoAMMO HacTPOUTL CeTb Ha KOMMYTaTOpPe OMMUCAHHbBIM BblILLe COCOBOM.
CeTeBOI agpec KOMMyTaTopa AOJIXeH 6bITb gocTyneH c MK,

War 2. BkntoueHue aoctyna no HTTP

o ymon4yaHuo focTyn no npotokony HTTP Ha KomMyTaTop OTKAtOUeH. [lnqa ero
BK/IFOYEHMSA MCMNONb3YeTCA KOMaHAa:

(als_sw) #ip web server enable

13



Mocne BbIMONHEHWS 3TON KOMaHAbI MOXHO BOCMO/Ib30BaThCS NH06LIM 6pay3epom 1
3aliTV Ha KOMMYyTaTOp MO ero agpecy, Habpas aZpec B afpecHol CTpoke 6pay3epa.

BHeLLHWI B OKHa 6pay3epa Nnpuv BXOAe Ha KOMMYTaToOp M306paxeH Ha pUCyHke
HUKe:

ABTOpUzaUMA

Monb3oBarens:

MNapone:

Boiitn

PucyHok 6. ®opma BXoja

War 3. Bxoa no HTTP

B none "Monb3oBaTenb" HEOO6XOAMMO BBECTU MMS NONb30BaTeNsd Ha KOMMYTATope,
a B none "lMaponb" — Naposib 3TOro nosib3oBaTens. BHewHMn Bug 6paysepa moxeT
6bITb CNefyoLWM:

ABTOpM3aLUA

Monb3oearens:
admin

MNapone:

ssscssscessssssn

Boiiti

PucyHok 7. Bxoa nonb3oBartens
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Mocne ycnewHoro BxoAa byaet nokasaHa Bknagka "O63op". Cogep>kaHne BKIAAKN
CWUNBbHO 3aBUCUT OT MOZENN KOMMYTaTopa U ero KoHpurypauum. BHewwHuin Buz
BKIaAKW NpeAcTaBAeH Ha PUCYHKE HUXeE:

alsitec.ru

AJICVITEK

OB30P KOHOWUIYPALMA OBHOBNAEHWME NOAAEPXKA BblX0A
CuctemHas uHpopmauma L
System Description ALS24110LVT MIPS - 8/16/24 FE, 2 GE fiber
Bootloader Version U-Boot 2011.12.46351 (Jan 29 2016 - 10:17:44)
0S Version Linux 2.6.19 #200 PREEMPT Tue Nov 10 14:40:19 MSK 2015
Software version 1.0.0.24
Software type f5
System Up Time 0 days O hours 2 minutes 53 seconds
CeTeBble NnapameTpbl [
IPv4 address 172.16.88.99
IPvd subnet 255.255.0.0
Additional IPv4 address 0.0.0.0
Additional IPv4 subnet 0.0.0.0
Default IPv4 gateway 0.0.0.0
IPv6 auto config mode disabled

IPv6 link-local address
MAC address
Management VLAN ID

Additional management VLAN ID

fe80::213:aaff: felb:11/64
00:13:aa:1b:00:11

1

4095

PuncyHok 8. Bknagka "O630p"
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Ncnonb3ysa NyHKTbl BEPXHEro MEHI0, MOXHO nepekntoyaTbcsa Mexay BKkaagkamu.
Bknagka "KoHourypaums" coaepXxuT ABe CCbIIKU A5 CKaYMBaHUS B BUAE
TeKCTOBOro paiina ctapToBo KOHPUrypaumm "startup-config.txt" n tekyLei
KoHbUrypauum "running-config.txt". BHelWwHWn BUA BKNaAKW NpeAcTaBaeH Ha
PUCYHKE HIXe:

lsitec.ru

AJICTEK

OB30P KOHOUIYPAUMA OBHOBNEHWME TNOAAEPXKA BbIXOA
KoHdurypauus
Tekywan koHpurypaums (running-config) ckauarb
CraproBas koHpurypauws (startup-config) ckauatb

PncyHok 9. Bknagka "KoHurypaumsa”

Bknazka "O6HoBneHme" nossosiser 06HoBUTL MO KoMMyTaTopa. BHelwwHWI B
BKNaAKN NMpeACcTaB/ieH Ha PUCYHKe HUXKe:

16




alsitec.ru

AJICNTEK

OB30P KOHOUIYPALMA OBHOBAEHWE TOAAEPXKA BbIXOA
Bepcuu o6pasos NoO B
image1 0.0.00
image2 0.0.00
Current active image image2
Next active image image2

Bbi6op akTuBHOro o6pasa no

Buibepute akTneHbIin 06pas MO image1 b

Bbibpate

O6HoBneHue obpasos NO

Buibepute o6pas MO ana o6HoBneHnA image1 v

BeiGepute dairn gna sarpyskm (*.stk) | Ob3op... | ®aiin He BLIGpPaH. O6HOBUTE

MonHoe o6HoBNEHME

BeiGepute dairn gna sarpyskn (update-package.tar.gz) | Obzop... | ®aiin He BLIGPaH. O6HoBUTE

Mepesarpyska

IDIDIIDIID

BeinonHWTL nepesarpysky yctpoiicTea MNepesarpy3nts

PncyHok 10. Bknagka "O6bHoBneHme"

MyHKT MeHto "lMoaaep>xka" OTKpOeT B HOBOM OKHe bpay3epa CaiT TeEXHNYeCKOMN
NoAAEPXKKN, KOTOPbIA MOMOXKET PeLUnTb BOMPOCh], BO3HMKAKOLLE B XO4e
HaCTPOViKM 1 3KcnyaTaummn obopyaosanusa u MO.

[MyHKT MeHI0 "BbIXo4" 3aKpOoeT TeKyLLy Ceccuto rnoabL3oBaTens, nocie Yyero
nosb30BaTeNlb byAeT nepeHarnpas/ieH Ha CTPaHKLYy BXoAa.
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LWar 4. HacTtpoiika TarimayTta ceccum HTTP (onyuoHanbHO)

Mo ymonuaHuto TarmayTt ceccum HTTP coctaBnsieT 5 MuHyT. ECiv nonb3oBaTtenb
BOLLIe/1 Ha KOMMYTATOP, 1 C MOMEHTa ero rnocjiegHer akTMBHOCTM npoLuno bonee 5
MUHYT, TO CECCNA CYNTAETCH 3aBepPLLUEHHOW MO TaMayTy, 1 Npu MonbITKe cAenaTb
YTO-IM6O0 3TOT NO/Ib30BaTe b ByAeT NepeHarnpas/ieH Ha CTpaHuLy BXxoja. B
HEeKOTOPbIX C/Iy4asix 3TOro 3HaYeHNA MOXEeT bbITb HeJO0CTAaTOUHO.

Ana nameHeHna Tanmayta ceccunt HTTP ncnonb3yeTcs KOMaHAa:

(als_sw) #ip web server session timeout <minutes>

MNapameTpbl:

* <minutes> — 3HayeHMe TanmMayTta ceccun HTTP B MuHyTax. lonyctmble
3HayveHua ot 1 go 160.

1.2 lonoJsIHNTE/IbHbIE HACTPOUKU
HacTtpowka aononHuntenbHoro IPv4-nHtepdeiica

Ans ynpaBneHnUss KOMMYTaTOPOM eCTb BO3MOXHOCTb HAaCTPOUTL BTOPOU
(aononHuTenbHbln) IPv4-agpec B otaensHoM VLAN, otanyHoM oT VLAN OCHOBHOIMO
nHTepderica. dTa HacTpolika byaeT rnosie3Ha B C/lyyae 4OCTyna K KOMMYyTaTopy U3
ABYX IPv4-nogaceTein.

Ans HacTpomMKn A0NONHUTENbHOTO IPv4-agpeca Ncnonb3yeTcs KOMaHAa:

(als_sw) #network addparms <ip address> <subnet> [<gateway>]

NapameTpbl:

* <ip address> — IP-agpec, Hanpumep 192.168.1.1;

* <subnet> — macka nogcetu, Hanpumep 255.255.255.0;

* [<gateway>] — LUIO3 MO YMONUYaAHUIO (He0bsA3aTeIbHbI NapameTp),
Hanpumep 192.168.1.254.

18



Ana HacTpoikn VLAN ynpasneHus ans JONONHUTeNbHOro UHTepdeica
NCNoNb3yeTcsa KoMaHja:

(als_sw) #network addmgmt_vlan <vlan>

MNapameTpbl:
* <vlan>— Homep VLAN ynpasneHus B gnanasoHe ot 1 go 4095.

Mo yMONYaHMIO AONONHUTENbHbIV NHTepdelic BbIKIHOUEH U He nMmeeT agpeca. Mpu
ero HacCTpolike, a Takxe NpU HACcTPoOliKe aZpeca OCHOBHOro UHTepodelica,
CYLLeCTBYIOT C/iefytoLLe orpaHUYeHns:

* |Pv4-agpeca 0CHOBHOIMO U AOMOIHNTEIbHOTO MHTePdencoB AOXKHbI ObITh B
pa3HbIX MoACETAX;

* VLAN ynpaBneHus 4151 OCHOBHOIO U AOMOJIHUTENBHOIO MHTepderica He
JOIKHbI coBNajaTh;

* Afpec LWr03a MOXET bbITb Ha3HayYeH TO/IbKO OAVNH — JINBO A/151 OCHOBHOTO,
Nn6o ANA JONONHNTENbHOro MHTepderica. HasHaunTb BTOPOWA LUJIKO3 MO
YMONYaHWIO HeNlb34.

[oNoNHNTEeNbHbIN NHTepdenc HauMHaeT paboTaTb Cpasy Xe Noc/ie HasHaYeHUs
agpeca. loctyn K KOMMyTaTopy no AOMNOJHUTENbHOMY UHTePdency HUYem He
OT/INYaeTCA OT AOCTyna Mo oCHoBHOMY NHTepdericy. Cnyxbbl Telnet, SSH, SNMP n
npoune paboTaroT MO HeEMY TOYHO Tak Xe.
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MpuMep HaCcTPOWKKM JOCTYyNa K KOMMYTaTopy Mo ABYM MHTepdencam n3obpaxeH
HUKe:

MK 1
172.17.1.4/255.255.0.0

KOMMYTATOP
172.17.1.1/255.255.0.0
192.168.1.1/255.255.255.0

nK2

192.168.1.2/255.255.255.0

PucyHok 11. MprMep HaCTPOIKM JOCTyrna K KOMMYTaTopy Mo ABYM MHTepdelicam

KoHdburypauus ans npumepa BhbiLLe:

(als_sw) #network parms 172.17.1.1 255.255.0.0
(als_sw) #network mgmt_vlan 999
(als_sw) #network addparms 192.168.1.1 255.255.255.0

(als_sw) #network addmgmt_vlan 600

Ansa Toro, UTo6LI KOMMYTATOP B NpUMepe bbin goctyneH ¢ MK 1 v MK 2, HeobxoanMo
Takxke HacTpouTb VLAN Ha nHTepdericax nogkntoyeHns (HanprMmep HasHavnTb Port-
based VLAN 999 n 600 Ha COOTBETCTBYHOLLVX NHTepdecax KOMMyTaTopa).

HacTpowka mapLipyTusaumm gna nHtepgeincos ynpaBreHUN

Mpwn HacTpolike IPv4-agpeca MoXeT BO3HUKHYTb HEOOXOAMMOCTb B 3aJaHUN
cneuyanbHbIX MPaBUI MapLUpyTu3auum Ana onpeseneHHbIX XOCTOB UIN NOACETe.
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B 3TOM cnyyae ncnonb3yeTcs KoMaHAa Co34aHus NpaBuaa CTaTUYeckom
MapLIpyTH3aLMK:

(als_sw) #network route <ip> <netmask> gw <gateway> [primary|additional]

MNapameTpbl:

* <ip — aapec NoAceT! NN XOCTa Ha3HaYeHWs;

* <netmask> — ceTeBas Macka NoOACeTN Ha3HayeHus. B ciyyae xocTa ykaxuTe
Macky 255.255.255.255;

* <gateway> — ajpec LU/03a, Yepe3 KOTOPbI HeE06XOAMMO HanpaBnAThb IP-
Tpaduk;

* [primary|additional] — Heobs3aTeNbHbIY NapameTp, C MOMOLLbHO KOTOPOro
MOXHO SIBHO yKa3aTb Lie/IeBON nHTepderc g npasuia MapLUpyTr3aLnmn.

Mpwn co3gaHnm NpasBua MapLUPyTU3aLMM BaXXHO MOMHWTL, YTO ajpec <gateway>
A0/KEH bblTb B O4HOW NOACETU XOTS Hbl C OAHUM U3 aJpecoB KOMMYTaTopa, nHaye
KOMMYTaTOpP He CMOXET MOJlyYnUTb K HeMy JOCTYM, U, COOTBETCTBEHHO, HE CMOXeT
nepecnatb IP-Tpaduk.

Ypanntb npaBuva0 MapLpyTmsaunint MOXXHO KOM&HAOI7IZ

(als_sw) #no network route <network> <netmask>

MpY yAaneHnn 4oCTaToOUHO YKas3aTb TO/IbKO aApec NMoACETN UM XOCTa Ha3HAYeHNs
N Macky.
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MpriMep HaCTPONKM MapLUPYTU3aLMKX C KOMMYTATopa B AiBe pa3/inyHble CeTu (ceTb
A 1 ceTb B Ha pucyHke) yepes ABa pasNnNyHbIX LWIO3a:

CETb A

10.10.0.0/255.255.0.0
LLJTHO3 1

172.17.1.112

KOMMYTATOP

172.17.1.1/255.255.0.0 CETb B

10.11.0.0/255.255.0.0

LJ/THO3 2
172.17.1.254

PncyHok 12. MNpriMep HaCTPONKM MapLUpyTU3aLmy C KOMMYyTaTopa B ABe
pasnnyHble cetTn

KoHdburypauus ans npumepa BhbiLLe:

(als_sw) #network parms 172.17.1.1 255.255.0.0
(als_sw) #network route 10.10.0.0 255.255.0.0 gw 172.17.1.112
(als_sw) #network route 10.11.0.0 255.255.0.0 gw 172.17.1.254

HaCTpOﬁKa AaTbl N BpeEMEHU

SNTP (aHrn. Simple Network Time Protocol) — ynpoLieHHbI NpOTOKO/
CUHXPOHM3aLMN BpeMeHW. SBNSETCS YNpoLLeHHOW peanm3aumein npotokona NTP.
Mcnonb3yeTcs BO BCTpanBaeMblX CUCTEMAX U YCTPOMCTBAX, He TPebyroLLMX BbICOKOW
TOYHOCTW YCTAaHOBKW BPEMEH.

B npotokone SNTP ncnonb3yeTcd 0AnNHaKoBbIv ¢ npoTokosnom NTP ¢opmart
npeacTaB/leHVss BpeMeHW.
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LWar 1. HacTpolika cepBepoB

[o6aBnTb HeobxoanMble SNTP-cepBepbl KOMaHZAOW:

(als_sw) #configure
(als_sw) (configure) #sntp server <ip> [<prio> [<version> [<port>]]]
(als_sw) #exit

MNapameTpbi:

* <ijp> — IP-agpec SNTP-cepsepa;

[<prio>] — npropuUTeT CMHXPOHM3aLMN C CepBEPOM B AranasoHe o1 1 —
BbICLLUNI J0 3 — HU3LWUIA (Heobs3aTeNbHbIN NapamMeTp);

* [<version>] — Bepcus SNTP-cepBepa (Heobs3aTeNnbHbIV NapameTp,
3HayeHMe Nno ymonyaHuio 4);

[<port>] — nopT cepBepa B gnanasoHe oT 1 fo 65535 (HeobA3aTeNbHbIN
napameTp, 3Ha4YeHune No ymondaHuio 123).

MakcnmanbHoe KONMYeCcTBO NoaaepXKrBaemMbix cepeepoB — 3. Ecnv cepBepoB
HeCKObKO, OHU BYAYT NCMO/b30BaThLCS COMIAacHO MPUOPUTETY, TO eCTb CHadana
NaeT obpallleHne K cepBepy C HaMBONbLUVM NPYOPUTETOM, EC/IN OH HE OTBEYaEeT B
TeyeHMe 2 CeKyH — TO K C/ieytoLLeMy Mo NpUopuTeTy 1 Tak Aanee.

ANs yaaneHusa cepeepa NprMeHsieTcs KoMaHzaa:

(als_sw) #configure
(als_sw) (configure) #no sntp server <ip>
(als_sw) #exit

MNapameTpbl:

* <ip>— IP-agpec SNTP-cepBepa, yKazaHHbIN NPy CO34aHNN.

LWar 2. BknwyeHme SNTP-knneHTa

BkatounTtb SNTP-k1veHT KOMaHAoW:

(als_sw) #configure
(als_sw) (configure) #sntp client mode unicast
(als_sw) #exit
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Mocne BbINONHEHWS AaHHOW KOMaHAbl SNTP-KAMeHT BKAKOYAeTCa U HaUMHaeT
CUHXPOHU3MPOBAaTb BPeMSA C HAaCcTpoeHHbIMY SNTP-cepBepamu.

Lar 3. HacTpoiika BpeMeHHOW 30Hbl

HacTpouTb BpemMeHHy0 30HY OTHOCUTEeNbHO UTC MOXHO KOMaHZOWM:

(als_sw) #configure
(als_sw) (configure) #clock timezone <hours> [minutes <minutes> [zone <string>]]
(als_sw) #exit

MNapameTpbl:

* <hours> — yacbl B Anana3oHe oT-12 a0 12;
* <minutes> — MUHYTHI B Anana3oHe ot 0 40 59, Ana NpOMeXyTOUHbIX 30H;
* <string> — abbpeBraTypa BpeMeHHOI 30HbI, Hanpumep "MSK".

Ans npocMoTpa BpeMeHu Ha KOMMYTaTope UCMoNb3yeTcs cieaytoLlas KoMaHAaa:

(als_sw) #show clock

16:45:40 MSK(UTC+3:00) May 1 2015

LWar 4. HaCTPOVIKa aBToMaTun4yeckoro nepeBsoga Ha sieTHee BpemMs

MepeBog Ha leTHee BpeMs 1 06paTHO He NpesyCcMOTPEeH B CTaHAAPTHOM
npeacrtasneHun spemeHn UTC. lng aBTOMaTMYeCKOro nepexoja Ha n1eTHee Bpems
B ONpejeneHHyto AaTty 1 BpeMs HeObXoANMO BKIOUNTL NepeBo Ha KOMMyTaTope.
o ymonuyaHumio nepexos Ha sieTHee BpeMs BbIK/IFOUEH.

AﬂﬂBKﬂquHMHﬂepeBOAaHaﬂeTHEEBpeMﬂl4Ha3HaQEHMﬂMHTepBaﬂaAaTHETHEN)
BPEMEHWN NCMNOJIb3yeTCA KOMaHAa:

(als_sw) #configure

(als_sw) (configure) #clock summer -
time recurring <first|last> <day> <month> <hh>:<mm> <first|last>

<day> <month> <hh>:<mm>
(als_sw) #exit

MNapameTpbl:
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o <first|last> — nepBas nnn nocnegHsa Hejens B yKazaHHOM MecaLe;

* <day> — feHb HeJenun B BUAe COKPALLEHHOro Ha3BaHWs, a MMeHHOo: Mon,
Tue, Wed, Thu, Fri, Sat, Sun. Pernctp 6ykB He MeeT 3HaYeHU s, Ha3BaHUS
SUN v sun paBHO3HaYHbI;

* <month> — mecsL, B popmaTte COKpaLLEeHHOro Ha3BaHWs, a UMeHHO: Jan,
Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec. Pernctp 6ykB He nmeet
3HayeHus, Ha3BaHMs MAR 1 mar paBHO3HauYHbI;

* <hh>:<mm> — yac 1 MUHYTbI Nepexosa Ha neTHee BpeMs 1 obpaTHO, <hh>
AO/MKEH 6bITb Yncnom ot 0 4o 23, <mm> AoKeH 6bITb Ynciom ot 0 go 59.

3Ta KOMaHAa NPUHUMAET JBe OTMETKM BPEMEHU B rofy, KOrAa HY>HO rnepenTn Ha
neTHee BpeMsi (NepBbli 610K NapaMeTpPOoB) M KOra HY>XHO BEPHYTLCS K
HOpMasbHOMY BpeMeHU (BTOpPOIA 610K NapaMeTpoB).

MpviMep BKJIHOUYEHUS NepeBoAa Ha JieTHee BpeMs CO CTaHAAPTHLIMU AN
Poccuinckoin ®esepaumm napameTpamu:
(als_sw) #configure

(als_sw) (configure) #clock summer-time recurring last Sun Mar 2:00 last Sun Oct 2:00
(als_sw) #exit

BBeseHHas KOMaHAa BKIKOYaeT nepexos Ha NeTHee BpeMs B nNocsiesHee
BOCKpeceHbe MapTa B 2 Yaca Houwu (last Sun Mar 2:00),  3aj,aeT OKOHYaHMe NeTHero
BpeMeHV B noc/iefHee BOCKpeceHbe oKTAbpsA B 2 yaca Houu (last Sun Oct 2:00).

MNepeBoy Ha feTHee BpeMs paboTaeT COBMECTHO C CUHXPOHM3auMe BpeMeH 1
BPeMEHHOI 30HOW, MeXAy HUMU HeT KOHGANKTA, Tak KakK CUHXPOHW3aLNA BpeMeHNn
nonyyaet Bpemsa B UTC, HacTpolika BpeMeHHOM 30HbI casuraet spems UTC Ha
onpezeneHHY BeIMUYMHY B Yacax N MUHYTAxX, a eTHee BpeMs gobasnseT 1 yac B
onpeseneHHbI Nepuroa.

OTKNtOYEeHMe HAaCTPOEHHOro paHee NepexoAa Ha eTHee BpeMsi MPOU3BOANTCS
KOMaH/0M:

(als_sw) #configure
(als_sw) (configure) #no clock summer-time
(als_sw) #exit
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N'MABA 2. KOHLUENUMN KOH®PUTYPNPOBAHWNA

2.1 UuTepdeiic KOMaHAHOW CTPOKN

NHTepdelic komaHaHoM cTpoku (aHrn. Command Line Interface, CLI) —
Pa3HOBUAHOCTb TEKCTOBOro MHTepderica Mexay YenoBekoM 1 060pyaoBaHMEM, B
KOTOPOM MHCTPYKLMI 060pYyAOBaHUIO AatOTCA NyTeM BBOZA C KaBuaTypbl
TEKCTOBbIX KOMaHA.

CMHTaKCUC KOMaHpA,

KomaHza — 3TO 0AHO UM HECKONbKO C/I0B C NapameTpamMu. MNapameTpbl MOTyT
6bITb ONLUNOHANBHbLIMU, MPY 3TOM HEKOTOPble KOMaHAbl MOTYT He UMeTb
napamMmeTpoB.

[Nprimep KOMaHAbI:
(als_sw) #network parms <ip> <subnet> [<gateway>]

* network parms — KoMaHzaa;
* <ip> 1 <subnet> — obsa3aTeNbHbIe NapamMeTpbl;
* [<gateway>] — HeobsA3aTeIbHbIV (ONLUMNOHANbHbI) NapaMeTp.

B AOKyMEHTaLMM UCMONb3YTCS cnegytoLme 0603HaueHus:

command — TekcToBas KOMaHAa;
e <param> — napameTp, KOTOPbI A0/KEH BBECTU MO/b30BaTe b;
e [command] — Heobsa3aTeNlbHas TEKCTOBAsA KOMaHAa, KOTOPYH MOXHO

OnyCTUT;
* [<param>] — Heobsi3aTe/IbHbIN NapaMeTp, KOTOPbLIA MOXET BBECTU
nosib3oBaTesb;

* <command1|command2> — aBa (M1 605ee) BApnUaHTOB, KOTOPbIe HY>XXHO
Bbl6paTb 1 BBECTM MO/b30BATENIO.
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ABTOZl0MN0ONIHEeHMe AenaeT paboTty ¢ CLI 6onee yaobHOM 1 6bicTpoit. JaHHas
dyHKLMA NO3BONSET 4OMONHUTE HabnpaeMyr KOMaHAy HaXaTuem Ha KnaBuLly
[Tab], ecnn oHa MoXeT 6bITb O4HO3HAYHO OnpejenieHa no yxe BBeAeHHOMY
PparmeHTy. ECin BBeZleHHbI pparMeHT COOTBETCTBYET HECKO/IbKMM KOMaHZaM,
BBOJ, HYXXHO 6yZeT NPoAO/IKUTE BPYUHYHO.

Hanpunmep:

(als_sw) #sh[Tab]
(als_sw) #show
(als_sw) #show n[Tab]

(als_sw) #show network

CokpalleHHble popMbl KOMaHA MOTYT MPUMEHSITLCA BO BpeMsi Habopa NpocToii
KOMaHAbl. laHHas GyHKLMS MO3BOASIET BbINMONHUTL KOMaHZY, BBEAS HECKONBbKMX
nepBbIX CIMBOJIOB, OHO3HAUYHO OMpeAensoLLMX JaHHYH KOMaHAy. B npoTnBHOM
cnyyae BBOZ KOMaHAbl UM NapameTpa HYy>KHO ByAeT NpoAOIKNTb.

Hanprnmep:

(als_sw) #con
(als_sw) (configure) #ex
(als_sw) #

HekoTopble KOMaHAblI MOTYT UCMONb30BaTbCS COBMECTHO CO C/TyXKebHbIM C/IOBOM
no. Takol CUHTAKCUC NPUMEHSIeTCS ANA AOCTUXEHUSt obpaTHOro adpdekTa no
OTHOLLEHWIO K C/leAytoLeit 3a HUM KOMaHze.

Hanpumep, cnegytoLlas KOMaHAa BbIK/HOUAET NepBbIi MHTepdeic:

(als_sw) #con
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #shutdown

OTMmeHss ee geincTBme, koMaHaa no shutdown skntouaeT nepsbIt MHTepdenC:

(als_sw) (configure) (interface 0/1) #no shutdown

27



NMomoLlyb

oMol MO AOCTYMHbLIM KOMaHZAaM, X CUHTAKCUCY U MapameTpam BbIBOAUTCA Npwn
BBeZleH1M 3HaKa Bonpoca (7). 3Hak BOMNpoca B KOMaHAHOW CTpoke He
oTobpakaeTcs.

anMepHOﬂyquMﬂHOﬂHOFOCHMCKaKOMaHAZ

(als_sw) >[?]

enable Enter into user privilege mode / Set the password for
the enable privilege level

logout Terminate current user session

ping Send ICMP echo packets

quit Terminate current user session without saving
configuration

show Show device settings

traceroute Trace network route using UDP protocol and ICMP
response

MNpuMep cnpaBky Mo KOMaHAaM, HAUMHAKLWMMCA C NaTUHCKON ByKBbI "S":

(als_sw) #s[?]

set Set device parameters
show Show device settings
sshcon Configure SSH connection parameters

MprMep cnpaBky No NapameTpamM KOMaHAbl:

(als_sw) #network parms [?]
<ipaddress> Enter IP address
CouyeTaHua KnaBul

Ansa ynpolieHnsa paboTbl B KOMaHAHOM CTpoke Ha koMmyTaTtopax AJ/ICMTEK ecTb
HECKOJ/IbKO ropsAYMX KiaBunLL:

* KnaBuLLW cTpenok <Left>, <Right> — nepeBoAAT Kypcop BNeBO 1 BMpaBo
OTHOCUTE/NIbHO TeKyLLLero noaoxeHusi. ECnv kypcop CABMHYTb HeNb3s, He
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nmeroT 3pdekTa;

* KnaBuWy cTpenok <Up>, <Down> — 3aMeHs0T TeKyLLYy BBEAEHHYH CTPOKY
(ecnn oHa ecCTb) Ha NpeablAyLLYy0 BBeAeHHY0 KoMaHay (nctopusd). [Npu aTom
HaXxaTue Knasuwy <Up> NpPUBOANT K ABVXEHUIO Ha3aj Nno UCTOPUN KOMaHJ,
a HaxxaTue knasuy <Down> — Bnepe. Bcero B NCTopmmn coxpaHseTcs
nocnegHme 10 ycrewwHO BBeAEHHbIX KOMaHZ NtOC TekyLLan BBejeHHas
CTPOKa;

* KnaBnwuy <Home>, <End> — nepexoz B Ha4ano 1 KOHeL, BBOAMMON B
AAHHbIA MOMEHT CTPOKU;

* KnaBuwu <Delete>, <Backspace> — yzganeHve cuMBO/a 13 BBOAMMOM
CTPOKM Ha TekyLen no3numm kypcopa (Delete) n Ha npeabliayLein
(Backspace);

* coyeTaHwue <Ctr|>-<Z> — nepexos B KOPHEBOW KOHTEKCT HAaCTPOMKN 13
Nntoboro KoOHTeKcTa. [TOBTOpHOE HaxaTne He rmeeT a3dpdekTa;

* coyeTaHue <Ctr|>-<C> — moxeT npepbIBaTh BbINOIHEHNE HEKOTOPbIX
KoMaHZ (ping, traceroute 1 NogobHbIe).

2.2 Nonb3oBaTenn v npuBuiernn

Ha KoMMyTaTOpe CyLlecTByeT /iBa YPOBHSA AOCTyNa A9 nosb3osarteneii: Read Only v
Read/Write. NMogpobHee nNpo ypoBHU J0CTyMa Nosib3oBaTenen n nx HacTporiky
MOXHO MpoYnTaTh B rnaee "AyTeHTudumkaums 1 aBtopmsayms”.

AocTtyn Read Only

Pexxum HenpuBMAerMpoBaHHOro Nosb3oBatens. [Nonb3oBaTe b C ypOBHEM A0CTYNa
Read Only nmeeT npaBa TO/IbKO Ha MPOCMOTP TeKYLLEero COCTOSAHNA KOMMYTaTopa,
MEHSTb HaCTPOWMKM OH He MoXeT. lpuraalleHne noab3oBaTesns C ypoBHEM A0CTyna
Read Only Bbirnagut cnegyrowim o6pasom:

User:guest
Password:

(als_sw) >

B nprMepe ncnosib30BaH rocteBol BXOZ Mo yMONYaHNI0. HenpuBmnaermpoBaHHbI
no/ib30BaTe/lb MOXEeT NOBbICUTb CBOM NMpaga. [NogpobHee 06 3TOM CKa3aHo B rnase
"AyTeHTUdUKaLNA 1 aBTopu3aums".
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AocTtyn Read/Write

Pexxnm nprBuiervpoBaHHoOro nosib3osatesis. [onb30BaTesb C YpoOBHEM A0CTyna
Read/Write nmeeT npaBa Ha MPOCMOTP COCTOAHUSA KOMMYTATOPa, a TaK Xe Ha
N3MeHeHVe KOHGUrypauum KOMMYTaTopa 1 BbINMOJHEHWE N0ObIX KOMaHA,
MpurnaweHne nonb3osaTtens Read/Write BbIrnaanT cnegyroLimm o6pa3om:

User:admin
Password:

(als_sw) #

B npnMepe ncnonb3oBaH BXo nosib3oBatensd Read/Write no ymonyaHuto.
MpuBMNernpoBaHHbIN NONb30BaTelb MOXeT MOHN3UTbL CBOW Npaga. [ogpobHee 06
3TOM CKa3aHo B rnase "AyTeHTUdUKaUMs 1 aBTopmayms”.

2.3 KoHpUrypaumoHHbIe KOHTEKCTblI

Ansa yaobcTBa HaCTPOMKYM rpynmbl KOMaHA 06befUHATCSA B KOHTEKCTbI. 10
npurnaeHno KOMaHAHOW CTPOKW BCerga MOXHO onpejennTb, B KAKOM KOHTeKCTe
OHa HaxoauTca. [pynnmMpoBKa NAET Mo n1ormyeckomy npuHUmny. Hanprmep,
KOMaHAbl HACTPOMKN NHTepPerncoB — B KOHTEKCTe MHTepdeNcoB, KOMaHAbl 0bLLew
HaCTPONKN — B KOHTEKCTe r106anbHOro KoHGUrypmposaHus. YnpaeneHue VLAN
ocyLlectendaeTca B KOHTekcTe VLAN.

HekoTopble CnyX6bl MerT CO6CTBEHHbIE KOHTEKCTLI. B KauecTBe NpmepoBs
MOXHO NPMBECTM HACTPOIKY CrnckoB goctyna ACL 1 HacTpoliky napaMeTpoB
Aoctyna K kommyTtatopy (Console, Telnet, SSH).

Bbixoz 13 nto60ro KOHTEKCTa NPOM3BOAUTCA KOMaHAoM "exit". Mocne BBoAa 3TOMN
KOMaHAbl KOMaHAHAas CTPOKa nepeneT B NpeAblAyLLnIA KOHTEKCT, eC/IN OH eCTb,

Br/0Tb 40 KOPHEBOIo KOHTEKCTA.

KopHeBOW KOHTEKCT

Buna KOHTeKCTa (MpUBUAErMpoOBaHHbLIN NOb30BaTeNb):

(als_sw) #
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Bua KoHTeKkcTa (HenpuBmMaerMpoBaHHbLIV MNoNb30BaTesib):

(als_sw) >

B 3TOM KOHTeKCTe BbINMOMHAKTCSA 6a30Bble HACTPONKM KOMMYTaTOPa:

* HaCTpoOliKa ceTeBbIX NapamMeTpPoB KOMMYTaToOPa;

® 0UNCTKA KOHGUrypaumwy;

* onepaunn konmposaHus (06pasos. N0, KoHbUrypaunu, pesepeHoe
KonmpoBaHue),

®* NPOCMOTP TeKYyLLEero CoCToAHMA KOMaHAaMu, Ha4yHarLWKMNCA CO C/10Ba
"show".

A3 3TOro KOHTEKCTa OCYLLEeCTBSAETCA Mepexos B Apyrne KOHTeKCThbl.
KoHTeKkcT HacTpouku VLAN

KOHTEeKCT coaep>XXnUT KOMaHAbl MO HAcTpoke obpabaTbiBaeMbIX KOMMYTAaTOPOM
VLAN. BxoZ B KOHTEKCT:

(als_sw) #vlan database
(als_sw) (Vlan) #

KoHTeKCcT rnobasbHOI HAaCTPOIKN

KOHTEKCT coaep>XUT KOMaHAbI MO HAaCTPOMKe OCHOBHbIX MapaMeTpoB KOMMYTaTopa.
Mepexos B KOHTEKCT OCYLLeCTBASETCH KOMaHZAOM:

(als_sw) #configure
(als_sw) (configure) #

13 3TOro KoHTeKkcTa ocyLLecTBNAeTCd nepexod B KOHTEKCTbI MHTep(I)eVICOB "
CUCTeMbI XKM3HeobecneyveHus.
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KOHTeKCT HacTpouikun nHTepdeiicos

KoHTeKCT cofepXXnT KOMaHAbl Mo HacTpolike nHTepdeincos. Nepexos B KOHTEKCT
OCyLLeCTBNAAETCHA U3 KOHTEKCTa rMobanbHOM HAaCTPOMKL:

(als_sw) (configure) #interface <slot>/<port>
(als_sw) (configure) (interface <slot>/<port>) #

KoHTeKCT HacTponkn nHTepdelicoB MoxeT 06beANHATL HECKONIbKO MHTepdencoB
U/ NN Nx aManasoHsbl:

(als_sw) (configure) #interface 0/1,0/4-0/8,0/11
(als_sw) (configure) (interface 0/1,0/4-0/8,0/11) #

BapvaHTbl BBOAA:

* HeCKo/IbKO MHTepdercoB, naywmx noapss (nHrepsan): "interface 0/1-0/10";

* HeCcKo/IbKO MHTepdericoB, NepevnciieHHbIX Yepes 3ansTyro (NnepeynciieHme):
"interface 0/1,0/2,0/8,0/16,0/24";

* KOMBUHMPOBaHHbIM BapuaHT: "interface 0/1,0/2-0/5,0/8,0/24-0/28".

Ecnv B TekyLLeM KOHTEKCTe HaCTPOMKN NHTepdericoB Npu BXxoze bbl0 yKa3zaHo
HeCKO/IbKO MHTepdelncoB, Kak B NpMMepax Bbille, TO BbIMNOJHSAEMble B 3TOM
KOHTeKCTe KOMaHZAbl 6yAyT NnpriMeHeHbl Ha BCce nHTepdelicel U3 Habopa B nopsijke
X cnefjoBaHMs. DTO KacaeTcs IKObIX KOMaH/, BbIMOMHAEMbIX B KOHTEKCTE
HacTponkn nHTepdecor. KomaHaa, BbINONHEHHAA Ha Habope MHTepdencos, No
AEeVCTBMIO MAEHTUYHA KOMaHZAe, BbINMOJIHEHHOM Ha KaXAoM nHtepdeince
nooyepesHo.

2.4 KomaHAabl KoNnpoBaHUA
O6pasbl nporpamMMHoOro o6becneyeHus

Ha sHeproHesasucumoii flash-namatn kommyTtatopoB AJ/ICMTEK pa3melyaeTtca 4Ba
obpasza nporpaMmHoro obecneveHus (image1 v image2). MNpw 3arpy3ske
Bbl6VIpaeTCa OAVH U3 3TUX 06Pa30B, KOTOPbIN CHNTAETCA aKTUBHbIM. [1pu
obHoBneHUN MO xenaTtesbHO NCNONB30BaTb HEAKTUBHbI 06pas, UTobbl B C/lyvae
cb0s I NoTepy NUTAHUS BO BPeMS MPOLUVBKM KOMMYTATOP 3arpy3unscs c
NCNpaBHOro obpasa 1 6bI1 LOCTYMEeH.
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TekylLiee COCTOsIHME 06PA30B U VX BEPCUMN MOXHO NMOCMOTPETb KOMaHZ0I:

(als_sw) #show bootvar

Active image : image2
Next active image : image2

Images versions:
imagel version
image2 version

—_
NN
NN

[SENS]
[SENS]

Ha nnctuHre BUAHO, YTO TeKyLLMIA 3arpy>KeHHbI 06pa3 image2 (Active image), npwu
cneytoLLenn 3arpyske byzeT Takxe BblopaH obpas image2 (Next active image). Takxe
nokasaHbl Bepcum 0601x 06pa3os., B AaHHOM cnydae 310 1.0.0.22.

Ana n3meHeHMs 06pasa, C KOTOPOro byeT MPOM3BOANTCSA 3arpy3ka, MCNosb3yeTcs
KOMaHAa:

(als_sw) #boot system <imagel|image2>

Mpoaomkasa npeablayLLmnii nprmep, Bolbepem ob6pas image1 1 NpocMoOTPUM
BHECeHHble N3MEHEeHNS:

(als_sw) #boot system image1
Activating imageil...
(als_sw) #show bootvar

Active image : image2
Next active image : imagel

Images versions:
image1 version
image2 version

—_
S
(SIS

NN
NN

Tenepb nocne rnepesarpyskn KOMMyTaTopa A9 3arpy3ku byzeT BbibpaH 06pas
image1.

Pa6oTa c KoHpuUrypaumei

KommyTtaTopbl A/ICMTEK paboTatoT co ciefyowmMm KOHGUrypauusmu:

e startup-config — KoHGUrypaums, pacnonoxXeHHas Ha S3HeproHe3aBKCIMON
flash-namsTn kKomMyTaTopa. 3Ta KOHPUrypaLms NPUMeEHSeTCs Npu ero
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3anycke;

* running-config — KOHPUrypaums KOMMyTaTopa Ha TekyLii MOMeHT. Npn
cTapTe yCTPOMCTBa OHa 3arpyxaeTtcsa 13 startup-config, Ho B npouecce
paboTbl KOHPUrypaLms MOXeT 6bITb U3MEeHeHa.

Mpy N3MEHeHNU KOHPUTYpaLM KOMMYTaTopa M3MEHeHMs 3aHOCSATCSA B running-
config n cpasy npuMeHsitoTcs. Vi3MeHeHMs B running-config He 3aTparnBeatoT startup-
config n paboTatoT Jo Nepesarpysky KOMMyTaTopa.

Ana npocmoTpa KOHGUIrypaLmii NCNoNb3yrHTCS COOTBETCTBYHOLLIME KOMAHAbI:

(als_sw) #show running-config

(als_sw) #show startup-config

Ana coxpaHeHna TekyLein KOHGUrypaumm (running-config) Ha flash B startup-config
MCNoJsb3yeTcd KoMaHaa:

(als_sw) #write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.

Are you sure you want to save? (y/n): vy

Config file 'startup-config' created successfully
Configuration Saved!

Mocne BbINOAHEHUS 3TOM KOMaHAbI TekyLasa KoHGurypaumsa byaeT 3anmcaHa Ha
flash B startup-config n OHW CTaHYT OA4MHAKOBbLIMW.

ANA OUNCTKM TekyLern KOHUrypaumm Ncnonib3yeTcs KOMaHAa:

(als_sw) #clear config
Are you sure you want to clear the configuration? (y/n): y
Clearing configuration. Please wait for login prompt.

User:
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OTa KOMaH/a NOJ/IHOCTbIO OYMLLAET TEKYLLYH KOHPUIypaLmo, Nocsie Yero Bce
Nnonb30BaTeNu, NOAKAYEHHbIe K kKoMmyTaTopy no COM, Telnet nnn SSH, éyayt
NPUHYANTENIbHO OTK/IHOYEHbI. DTO KacaeTcs BCeX CecCUii yrpaBieHs, B TOM Yncie
N TOW, C KOTOPOW BblNa BbIMO/IHEHA KOMaHAA OYNCTKK KOHGUrypaumn. ObpatuTe
BHMMaHWe — agpec kommyTaTopa 1 VLAN ynpasneHus 6yayT copoLLeHbl B
3HaYeHNA MO YMONYAHUIO, YTO MOXKET rpo3nTb NnoTepein ynpasneHnsa. OumncTka
TekyLler KOHOUrypaumm He 3aTparmBaeT COXpaHeHHY KoHpurypaumto Ha flash
(startup-config).

Mepe3arpy3ka KOMMyTaTopa

Mepe3arpy3ska KOMMyTaTopa NPOU3BOAUTCS KOMAHZAOMN:

(als_sw) #reload

The system has unsaved changes.

Would you like to save them now? (y/n): y

Config file 'startup-config' created successfully.
Configuration Saved!

System will now restart!

Mocne BBOAA 3TOM KOMaHZbl KOMMYTaTOpP NPOBEPUT COCTOAAHME running-config n
startup-config. Echv oHW oTnyatoTcs, 06 3ToM byzeT coobLLeHO NONbL30BaTeNto, U
byAeT BbIBeZeHO NpeA/ioxKeHne COXPaHUTb TeKYLLYH KOHPUrypaumio Ha flash. Ecam
OTBETUTb YTBEPAUTENbHO, TeKyLLaa KoHbUrypauus byaeT coxpaHeHa Ha flash B
startup-config, nocse yero KOMMyTaTOp Nepesarpy3nTcs.

B Cnydae oTpUUaTe/IbHOro OTBETAa KOMMYTATOP YTOYUHUT, HY>KHA /1 repe3arpy3ka
6e3 coxpaHeHusa KoHPUrypauumn:

(als_sw) #reload

The system has unsaved changes.

Would you like to save them now? (y/n): n

Configuration Not Saved!
Are you sure you would like to reset the system? (y/n): n

B npriMepe BblilLe 6bI1 faH OTpULIATENbHbIA OTBET U Nepe3arpyska bblia OTMeHeHa.

35



OTno>xeHHas nepesarpyska

B HekoTOpbIX cy4asx Npu HacTPOKe KOMMYTaTopa MOXeT BO3HUKHYTb
HeobXoANMOCTb MNOACTPaxoBaTbcs. K npumMepy, yaaneHHo nprMeHseTcs
3KCNepuMeHTanbHbIN Gann KoHPUrypauumm, npy NpriMeHeHnm KOTOPoro MoxeT
6bITb NOTEPSAHO yNpaB/ieHe KOMMYTaTOPOM. YTo6bI n3b6exaTb NoTepu ynpasaeHus
N OTMEHUTb BCE BHECEHHbIE N3MEHEHWS, MOXHO UCMO0JIb30BaTb OTIOXEHHYHO
nepesarpysky.

ANna BKNOYEHNS OTI0XKEHHON nepesarpysku UCnosib3yeTcs KoMaHaa:

(als_sw) #reload withdelay <seconds>

MNapameTpbl:

* <seconds> — yepes CKOJIbKO CeKYHJ AO/IKHa ObITb Npomn3BejeHa
nepesarpyska, umcno ot 1 go 86400.

OTcueT BpeMeHM HaunHaeTcs C MOMeHTa BBOAAa KOMaHZAbl. OT10XeHHas
nepesarpyska sBnseTcs 6e3yc1oBHOM, OHa He COXPaHUT TekyLLYyH KOHGUrypauuto.
Mpw 3TOM eCTb BO3MOXHOCTb OTMEHUTb OT/IOXKEHHYHO nepesarpy3ky KOMaHZoM:

(als_sw) #no reload withdelay

KomMaHZy oTMeHbI nepe3arpy3ky MOXHO UCMO/b30BaTh B C/ly4ae yCrneLwHoro
NPUMeHeHNss KOHOUTypaLmn 13 NpUMepa BhlLLe, KOra yrpasieHue
KOMMYTaTOPOM He Mpornano.

KomaHabl KonupoBaHUA

KoMaHAbl KOMMPOBaHWA OCYLLLECTBAAT 06HOBIEHME N COXPaHeHWe KOHGUrypaunm
1N NPOrpaMMHOro obecrneyeHnss KOMMyTaTopa. Bo Bpems paboTbl 110601 13 KOMaH/,
KOMVPOBAHWSA BbIMOHEHME BCeX OCTa/IbHbIX KOMaHZ 6/10KMpyeTcs 40 3aBepLUeHNs
KonupoBaHus. Bce nonb3oBaTeny onoBeLLaroTcs 06 3ToM cneumaibHbIM
coobLleHrem:

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command
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Mocne 3aBepLUEHVA KOMaHAbBI KOMMPOBaHMS BCe NMO/b30BATeNN ONOBeLLatoTCs 06
3TOM COObLLEeHMEM:

INFO: Single-
user command was completed in current or another control session, management access is
restored

obas KOMaHZJa KOornmpoBaHWA TpE6y€T noaTBep>XAeHWA A/14 BbINMO/IHEHWA!

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n):

yCHGMHOGKOHMpOBaHMeCOHpOBOXAaEKHCOO6HEHM€MI

File transfer operation completed successfully.

HeyAaBmeeCﬂKOﬂMpOBaHMeCOHpOBOXAaGKﬂCOO6&EHM€MI

ERROR: File transfer failed!

KonupoBaHue ocyLectBaseTca no npotokonam TFTP n FTP. CMHTakc1c KoMaHA
KONMpoBaHUs A 060MX NPOTOKOOB MPakTUYeCcky 04MHAKOBBIN.

EANHCTBEHHBIM OT/IUKMEM ABASETCA Mojjep>xka npoTokosioMm FTP ncnonb3oBaHmA
VIMEHU nonb3oBaTensa 1 napons. B atom cnyyae nepey IP-agpecom FTP-cepBepa
fobaBnseTcs NOornH (MM NoJib30BaTeNsd), Nocsie Yero KOMMyTaTop 3anpallveaeT
naposb:

(als_sw) #copy ftp://user@192.168.1.1/config.cfg nvram:startup-config

Mode. .ttt e e e FTP

SEE SEFVEF P60 0000000000000000000000000000000 172.16.67.39
USername. . ...ttt ittt ittt user

Path. . e e ./

Filename. . ...ttt config.cfg

Data TYP . ettt ittt et e e Text Configuration

Enter password:

Echv pnsa paboTel ¢ cepBepoM FTP 1Ms nonb3oBaTesns He UCNOob3yeTCs, CUHTAKCUC
KOMaHZ, NOJIHOCTbHO COBMajaeT C CMHTAKCMCOM aHaNOMMYHbIX KOMaHZA Ans paboThbl C
cepsepom TFTP:

(als_sw) #copy ftp://192.168.1.1/config.cfg nvram:startup-config

Bo Bcex ganbHenLwnx npymMepax ncnoab3yeTtcs npotokon TFTP.,
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KonupoBaHue Ha cepBep

Ha cepBep ¢ KOMMyTaTOpa MOXHO CKOMMPOBaTb KOHPUIypaLMIo 1 MporpaMMHoe
obecneyeHue.

KonupoBaHune KoHuUrypaumm

(als_sw) #copy nvram:startup-config tftp://192.168.1.1/config.cfg

Mode. et e e e TFTP

SEE SEFVEF MPsooccocoooccocoooccocoooacocoonass 192.168.1.1

PEXENo 60000000000000000006006006006600000006000600C ol

Filename. .. ..ttt eii e config.cfg

Data TYPe. .ttt e e Text Configuration

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command

TFTP Text Configuration transfer starting...
File transfer operation completed successfully.

INFO: Single-

user command was completed in current or another control session, management access is
restored

Konmposaume nporpamMmMmHoOro obecneuyeHusn

(als_sw) #copy imagel tftp://192.168.1.1/imagel.img

o = TFTP

SEE SAFVETF JPoooococ0o00000000000000000000000000¢ 192.168.1.1
PENEN0 000 00000000006000000060000006660000066600000C ol
Filename. .. ..ottt ittt image1

Data TYPE. ettt ettt ettt ettt e e Code
Destination Filename............coiuiiiinnnn.n. imagel.img

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n): y

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command

TFTP Code transfer starting...
File transfer operation completed successfully.

INFO: Single-

user command was completed in current or another control session, management access is
restored
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KonunpoBaHme Ha cepBep C UCNOJIb30OBAaHMEM JIEKCEM

Mpw nepesadve GpalinoB c KOMMyTaTOpPa Ha cepBep 1 06PaTHO MOXHO UCMONb30BaTb
nekcembl B cTpoke URL, HanpumMep BpemMsi KONMPOBaHUS 1 UMSt KOMMyTaTopa. 9T0
MOXeT 6bITb YA0OHO MpY UCMONb30BaHUN GYHKLMM aBTOMATUYECKOro
KOMMPOBaHWA KOHPUTypaLumy Npu ee COXpaHeHUU.

AOGyHHHGHEMEMbK

* $a — IP-agpec kommyTaTOopa, Hanpumep "172.17.1.1";

* $h — M5 xocTa KoMMyTaTOopa, Hanpumep "als_sw";

* $t — Tekywlan gata v BpemMa kommyTtatopa B popmate YYYYMMDDhhmmss,
Hanpumep "20150604101537" (4 nroHa 2015 roga, 10:15:37).

Huxe npeactaBneH npnuMep KONMpoBaHUSA CTapTOBON KoHUrypauum Ha TFTP-
cepsep B gupekTopuio "/backup/" ¢ ncnosb3oBaHMeEM JiekceM B UMeHW paiina:

(als_sw) #copy nvram:startup-config tftp://172.17.1.7/backup/config_$a_$h_$t.txt

1°Xe[2660000006000000060000000600006000600000006000000C TFTP

SEE SEFVEF P60 0000000000000000000000000000000 172.17.1.7

Path. .. e backup/

Filename. .. ...ttt ittt config_172.17.1.1_als_sw_20150604101537.txt
Data TYPe. it ittt ittt et e e Text Configuration

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n): y

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command

TFTP Text Configuration transfer starting...
File transfer operation completed successfully.
INFO: Single-

user command was completed in current or another control session, management access is
restored

MpumMmedaHue: ecnn dain He cylecTByeT Ha TFTP-cepBepe, TO ANS ero Co34aHus
HeobxoMMa COOTBEeTCTBYHOLLAA HacTpoinka TFTP-cepBepa (co3gaHune darinos
AOMKHO BbITh pa3peLueHo).
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HacTpoiika aBTOMaTUUYECKOro KONMMpPOBaHUSA Ha cepBep

BKﬂmqubaBTOMaTquCKOGCOXpaHeHMeKOH¢MpraMMMNMDKHOKOMaHAOMZ

(als_sw) #copy nvram:startup-config tftp://172.17.1.7/backup/config_$a_$t.bkp on-save

O6paTtnTe BHMMaHWNE, YTO B MOMEHT BbI30Ba 3TO KOMaHZbl CAMO KOMMPOBAHME He
NPOMCXoAnT. KoMaHZa CoxpaHsieTcst B KOHPUrypaumm. rNocae BkAOYEHUS
aBTOMAaTM4€eCcKOro KonMpoBaHUs NpU COXPAaHEHUN N3MEeHEHUIA B KOHGUIypaumum
HoBas Bepcusi byeT ckonnpoBaHa no ykaszaHHomy URL:

(als_sw) #write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.

Are you sure you want to save? (y/n): vy

Config file 'startup-config' created successfully

Configuration Saved!

Configuration successfully saved to tftp://172.17.1.7/backup/config_172.17.1.1_20150604111207.bkp

Ecnv npm coxpaHeHUn KOHPUrypaLmm npomsoLuna owmnbka, Hanpumep TFTP-
cepBep HeAOCTyNneH B TedeHne 10 CEKYHA, 6yp,eT BblBeZeHa owwmnbKa caegyrouiero
B/Aa:

(als_sw) #write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.

Are you sure you want to save? (y/n): y

Config file 'startup-config' created successfully

Configuration Saved!

ERROR: Failed to copy nvram:startup-config to
tftp://172.17.1.7/backup/config_172.17.1.1_20150604111234.bkp

KonupoBaHue c cepBepa

KonupoBaHue TekcToBOoro npurnaweHus (CLI Banner)

KommyTaTop no3BosisieT yCTaHOBUTb TEKCTOBOE NpuUriaLleHmne, KoTopoe byseT
BbIBOANTLCHA NPU KaXKA0M NOAK/THOYEHNN K YCTPOUCTBY No nHTepdercy COM, Telnet
v SSH. B 3TOM COOBLLIEHNN MOXET COAep>KaTbCA MPOU3BONbHbIV TEKCT, 3aaHHbI
nonb30BaTesnieM. 3arpy3ka TekCToBOro gaina Ha yCTPOMUCTBO OCYyLLEeCTBAAETCS U3
NPUBUIErMPOBaHHOIO pexrma no npotokony TFTP vaum FTP.

TpeboBaHsA K TekcToBOMY danny:
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* JOMYCTMMO WCMOJIb30BaHMe TONbKO neyaTHbIX cumBonioB ASCII;
* pa3mep ucxogHoro danna: He bonee 2048 6anT;
* NCXOAHOE KONMYeCTBO CTPOK B daline: He 6onee 20.

B cnyyae HeBbINONHEHUS XOTS 6bl O4HOMO U3 3TUX YCI0BUIA TEKCTOBbLIN dann He
OyAeT NPUHAT, @ ero 3arpy3ska OKOHYUNTCH HeyAauen.
3arpy3uTb ¢arin TeKCTOBOro NpurialleHns Ha yCTpPorCTBO MOXHO KOMaHAO:

(als_sw) #copy tftp://172.17.1.2/banner.txt nvram:clibanner

MNocne ycnewHow nepegayn CLI Banner cpa3sy Xe ycTaHaBAMBaeTCs, 1 NPy BXOAe Ha
YCTPOWCTBO Bbl YBUANTE €ro COAEPXMMOE B KOHCON:

$ telnet 172.17.1.1
Trying 172.17.1.1...
Connected to 172.17.1.1.
Escape character is 'A]'.

Yaanutb Cli Banner MOXHO KOMaHZAO0W:

(als_sw) #clear clibanner

OTa KOMaHZa 6e3B03BpaTHO yAansaeT 3arpyxeHHbii ¢arin Cli Banner.
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KonupoBaHmne KoH$urypauum

KoHdurypaumto KoMMyTaTopa MOXHO 3arpy3uTb Lenmkom ¢ TFTP vnan FTP cepeepa
C MOMOLLbIO KOMaHAbI:

(als_sw) #copy tftp://192.168.1.1/config.cfg nvram:startup-config

96)26 600000006000000600000060000006000000600000¢C TFTP

SEE SAFYEF {Po00000000000000000000000000000000C 192.168.1.1

PENd 6060 00600060006000000600000006006000060080000¢ ol

Filename. ... ..ottt iiiiiieieinineennnnas config.cfg

Data TYP .t ittt ittt ettt e e Text Configuration

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command

TFTP Text Configuration transfer starting...
File transfer operation completed successfully.

INFO: Single-

user command was completed in current or another control session, management access is
restored

Mocne BbINONHEHWSA 3TOM KOMaHZAbI TekyLLas KOHGUrypaLms byaeT 3arpy>eHa Ha
KOMMYTaTOp C cepBepa, Noc/1e Yero nprvMeHeHa. Mpu npumMeHeHn KOHPUrypaumm
ceccusi ynpaBneHust byseT 3aBepLueHa.
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KonupoBaHme nporpamMmMHOro o6ecneyeHuss KommMmyTaTopa

O6pasbl MO image1 1 image2 MOXHO 3arpy3nTb Ha KOMMYyTaTop ¢ cepBepa TFTP
nnn FTP ¢ NOMOLLbLIO KOMaHAbI:

(als_sw) #copy tftp://192.168.1.1/phoenix-rtk-mips-1.0.0.21-f.stk imagel

96)26 600000006000000600000060000006000000600000¢C TFTP

Set Server IP. ... .ttt 192.168.1.1

PENd 6060 00600060006000000600000006006000060080000¢ ol

Filename. ... ..ottt iiiiiieieinineennnnas phoenix-rtk-mips-1.0.0.21-f.stk
Data TYP .t ittt ittt ettt e e Code

Destination Filename...........c.oiiuieiinnnn.n. image1

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n): vy

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user command

TFTP Code transfer starting...
File transfer operation completed successfully.

INFO: Single-

user command was completed in current or another control session, management access is
restored

KonmnpoBaHue Ha KOMMYyTaTope

HenocpeAcTBEHHO HAa KOMMYTATOPE MOXHO NMPOU3BECTY KOMMPOBaHME O4HOIO
obpasza NporpaMMHOro obecneyeHus B 4pyro:

(als_sw) #copy imagel image2

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n): y

INFO: Single-user command was called in current or another control session, management access is
blocked for the duration of the single-user co
mmand

Copying image1 to image2...

File transfer operation completed successfully.
INFO: Single-

user command was completed in current or another control session, management access is
restored
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'MABA 3. AYTEHTUD®UNKAL A

3.1 BBegeHue

ANs 3aWLnMTbl KOMMYTaTOPa OT HECAHKLIMOHVPOBAHHOIO JOCTYNa U U3MEHeHNS
HaCTpOeK NCNOo/b3yeTCs NpoBepKa Noib30BaTeselt Mo NOrMHY 1 Naponto. MNpwu
NOAK/IOYEHN MONb30BaTeNsA eMy NpeanaraeTcs BBECTU JIOTMH 1 Naponb, nocse
NpoBepKN BBeAEHHbIX A4aHHbIX M0/b30BaTeNto byeT Mb0o paspeLleH BXOA U
Ha3Ha4eH onpejeneHHbI YpoBeHb NMpuBUaervin, NMbo Bxos byaeT 3anpeLeH.
MpoBepKa BBeAEeHHbIX MOb30BaTeNeM AaHHbIX MOXET OCYLLEeCTBAATbCA KakK Ha
CaMOM KOMMYTaTOpe, N0Ka/IbHO, Tak 1 Ha yAa/leHHOM cepBepe. HacTporika
ayTeHTUdUMKaLMM Ha yaaneHHOM cepBepe Mo3BoSeT YNpoCTUTb YNpaBieHmne
NoNb30BaTeNAMN N NOAAEPXKMBATE LIeHTPaNN30BaHHY 6a3y JaHHbIX
nosb30BaTesieli BMeCTo pacrnpeefieHHbIX Mo KOMMYyTaTopaM CeTh HaCTPOeK.

JNlokanbHas ayTeHTUdMKaums

JlokanbHas ayTeHTUdUKaLNA MPON3BOAUTCA HA KOMMYTaTOpe B COOTBETCTBUM C
ero/1bl HacTpokamu. onb3oBaTenn 1 Napoan 3aNNCbIBAOTCA B KOHPUIypaLmio
KOMMYTaTOpa 1 NCMOJIb3YHTCA NPU NpoBepKe BBOANMbIX NOJb30BaTeNAMU
AaHHbIX. [Maponu xpaHATCA B 3an$poBaHHOM BUe. VISMEeHUTb CrNCKN
nonb3oBaTenieil 1 UX Naposiert BO3MOXHO TOJIbKO BOWAA Ha KOMMYTaTop C
aAMUHNCTPATNBHbLIM YPOBHEM A0CTyMa.

AyTteHTUdUKaLuunsa c nomolybio cepsepoB RADIUS nnm TACACS+
Ans npoBepky BBEAEHHbIX MO/Ib30BaTeNIeM AaHHbIX MOTYT ObITb MCMO/Ib30BaHbI
npoTtokoabl RADIUS 1 TACACS+. Takxe eCTb BO3MOXHOCTb HaCTPOUTbL
nocnefoBaTe/lbHYH NPOBepPKY HECKOJIbKMMW MeTOAaMu, Ha C/lydaid, ecin cepeep

ayTeHTUGMKaLMM BbILLEN U3 CTPOS UK HEAOCTYMNEeH C KOMMyTaTopa.

O6wmii npuHUMn paboTtel cepeepoB RADIUS n TACACS+ ans ayTeHTUGUKaLmMn
nosb3oBaTens:
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1. MNonb3oBaTenb Npy BXoAe Ha KOMMYTaTOpP BBOAMUT JIOTUH N Mapob.

2. KommyTaTop coeamnHsaeTcsa ¢ cepBepom ayTeHTudurkaumm (RADIUS nnu
TACACS+).

3. KommyTtaTop nepesaeT Ha cepBep Mo 3all/LLeHHOMY KaHany JaHHble,
BBe/ZleHHble No/ib30BaTeieM (IOrMH U Naposb), 1 3anpalunBaeT
paspeLleHmne Ha BXOA,

4. CepBep nposepseT NoayyeHHble 0T KOMMYTaTopa AaHHble NoJib30BaTeNs, 1
Ha OCHOBAHWY CBOMX HaCTPOeK BblAaeT MO0 pa3peLleHne Ha BXOZ, IN6o
3anper.

3.2 HacTpoiika ayTeHTU$MKaLMmM Ha KOMMyTaTopax
ANCunTEK

OCHOBHBbIM 3/1eMEHTOM, YMPaBAAOLLMM NOPSAKOM NPOBEPKM TOTMHOB 1 Naponei
nonb3oBaTenemn, ABnAeTca cnncok goctyna. CAncok 4ocTtyna 3agaeT nopsagok
NpOBepKM BBEAEHHOr0 N0b30BaTeIeM NOrMHA 1 NApPOoNsA PasNYHbIMU MeTOLAMMU.
Mo yMONYaHMIO Ha KOMMYTATOpPe HAaCTPOEHO ABa CMucka AOCTyMNa C UMeHaMU
defaultList n networkList.

Crncok JocTyna NpUMeHsieTca K onpegeneHHomy Tuny nogkatoyeHuns (Console,
Telnet, SSH) n cogepXxmnT B cebe cNnMCOK MeTOA0B A/ MPOBEPKM NOJib30BaTeNei
(none, local, radius, tacacs). B ogHOM crincke AocTyna MoxeT 6bITb HECKONbKO
MeTO/0B MPOBEPKM, NPV TaKO HACTPOKe OHW ByAyT NMPOBEPSATLCS MO NOPSALKY,
noka He byzieT Nosly4yeHO paspeLleHie UAK 3anpeT Ha BXOZ No/b30BaTens.

HacTpoiika nokanbHbIX Nosib3oBaTesnen

LWar 1. MpocMoTp TeKyLLero cnucka nonb3osaTtenei

Mo yMON4aHMIO Ha KOMMYyTaTope ecTb BCero ABa nosb3osartens: admin v guest.
Maponn o6ounx Nnonb3oBaTenein Nycrble 418 obneryeHs NepBUYHOM HaCTPOKK
KOMMyTaTopa. YpoBeHb A40CTyrna rnoJsib3oBartend admin — Read/Write, uto
COOTBETCTBYET aAMUHNCTPATUBHOMY YPOBHIO JOCTYNa, YPOBEHb NO/Ib30BaTENS
guest — Read Only, To eCTb 3TOT N0/Ib30BaTe/Ib MOXET BbINOJHATb TOJIbKO
KOMaHZApbl MPOCMOTpPa TeKyLLero COCTOAHNA KOMMYTaTopa 1 He MOXeT MeHSTb
HaCTPOMKMN.
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Ansa MPOCMOTpPa TeKyLLero crimcka nonb3oBaTenen NCNob3yeTcd KOMaHaa:

(als_sw) #show users

User Name User Access Mode
admin Read/Write
guest Read Only

LWar 2. Jlo6aBneHne HOBOro Nosib3oBaTens

B obuiem BuAe KOMaHAa 406aBNEHNS HOBOTO MOJb30BaTeNs BbIMAANT Tak:

(als_sw) #configure
(als_sw) (configure) #username <login> password <password> [level <level>] [encrypted]

MNapameTpbl:

* <login> — 1Msa nonb3oBaTens. JomKHO BbITb YHUKaNbHbLIM B Npeenax

KOHdUrypaumm KOMMyTaTopa;

* <password> — napob nonb3oBaTtensd. MoxeT 6bITb 3a4aH OTKPbITbIM
TeKCToM, 160 B 3andpoBaHHOM BUAe. 3alGpoBaHHbIA BUA TakxKe
MCNONb3yeTcs Npu BbiBoAe KOHGUrypaumun. MNpu BBoAe Napons B OTKPbITOM
BUAE AJIHA Naponst MOXeT 6bITb OT 8 0 64 CMMBO/OB (NP 3TOM
MWUHUMaNbHasa AIMHa Napois MOXeT 6bITb HaCTpPOeHa B KOHPUrypauum ¢
NOMOLLbIO KOMaHZAbl passwords min-length <0-64> B KoHTekcTe configure),

paspeLueHbl cMMBObI OT "a" go "z", oT "A" go "Z", ot "0" o "9" n cumeon "_".
MNpwv BBOAE Napons B 3alLMPPOBaHHOM BUAE OH AO/KEH UMeTb A/INHY 128
CMBOJIOB, pa3peLueHbl cMmBosibl oT "a" go "f" 1 ot "0" go "9";

<level> — HeobA3aTeNbHbLIN NapamMeTp, KOTOPbIA MOXeT NPUHUMATb
3HauveHnsa 1 nnm 15, KoTopble COOTBETCTBYHOT YPOBHIO AocTyna Read Only n
Read/Write. Ecnvn napameTp onyLueH, 3HayeHne NprUH1UMaeTcs paBHbIM 1
(Read Only nonb3oBaTtensb);

[encrypted] — ¢nar, KOTOpbIV yKasbiBaeTcs B C/lydae, eCnv naposb 3ajaH B

3aWwndpoBaHHOM BUZe.

[lo6aB1M HOBOrO NONb30BaTENS C YPOBHEM AocTyrna Read Only:

(als_sw) #configure
(als_sw) (configure) #username user1 password 12345678 level 1
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34ecb Mbl 406aBUAN NONb30BaTeNs ¢ IorHom "user1”, naponem "12345678" n
ypoBHeMm gocTtyna Read Only.

JlobaBuM eLLe 04HOro Noab30BaTenNs, ykasas naposb "12345678" B
3aWnppoBaHHOM BUAE:

(als_sw) #configure

(als_sw) (configure) #username "user2" password
928336800ccca32a4c218d5e93108e70239a6a11664300a29598ec3b4771b69fd1711bcccd59d465b2309c18879c50347d
786118e6d332a4b21b337c62@0dcc5c
level 1 encrypted

Co34a4MM elle 04HOro NMonb3oBaTens ¢ agMUHUCTPATUBHbLIM A0CTYMNOM:

(als_sw) #configure
(als_sw) (configure) #username "admin2" password "VeryStrongPassword123_x8" level 15

LWar 3. U3MeHeHne ypoBHSA AOCTyNa UAu napons nosb3oBaTtenei

Ana Toro UTObObI NU3MEHUTL YpoBeHb A0CTYyMa UM Nnapo/ib NoJib30BaTeNnd, Hy>KHO
MOBTOPHO BBECTWN Ty XX& KOMaHAy, 4YTO 1 Npn Co34aHNI. I'Iaponb NI ypoBeHb
A40CTynMa 6y/_'l,yT 0b6HOBNEHbI Y yXKe CyLecTBYHLLEero nosb3oBaTte/id.

N3meHMM naponb y nonb3oBaTens "admin2" 13 npeabigyLiero nprMmepa:

(als_sw) #configure
(als_sw) (configure) #username "admin2" password "VeryStrongPassword123_x16" level 15

3mMeHVM ypoBeHb A0oCTyna y nosb3oBaTensa "userl":

(als_sw) #configure
(als_sw) (configure) #username user1 password 12345678 level 15

Tenepb nonb3oBaTesnb "user1" nMeeT ypoBeHb AocTyrna Read/Write, B UeM MOXHO
ybeanTbCs, MPOCMOTPEB CMMCOK MOJib30BaTe Nen:

(als_sw) #show users

User Name User Access Mode

user1 Read/Write
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Wlar 4. YaganeHue nonb3oBaTena

Ans yAaneHnA nonb30BaTesid NCMNOo/b3yeTCd KOMaH4a:

(als_sw) #configure
(als_sw) (configure) #no username <login>

Yaanvm nonb3oBaTens c IorMHoM "user1" ns npeablayLumnx npnMmepos:

(als_sw) #configure
(als_sw) (configure) #no username user1

HacTpoiika meToa0B ayTeHTUPUKaLUun

[0 yMONYaHMIO Ha KOMMYyTaTope NPUCYTCTBYET JBa CN1cKa AOCTyna A5 NPOBepPKMy
norvHoB 1 naposnen nonb3osaTteneli: defaultList n networkList. Kpome Toro, no
YMONYAHUIO CyLLeCcTBYeT CreLmabHbl CNUCoK JocTyrna enableList, koTopblii
yrnpasnsieT MeTOAOM NPOBEPKN Napons 4151 KOMaH/bl MOBbILLEHWSA NPUBUIEr AT
enable. Tekylliee cocTosaHME CNNUCKOB JOCTYNa Y METOZAOB NPOBEPKM MOXHO
NPOCMOTPETbL KOMaHAOWN:

(als_sw) #show authentication methods

Login Authentication Method Lists

defaultList : local
networkList : local

enablelist . enable

Line Login Method List Enable Method List
Console defaultlList enablelist

Telnet networkList enablelist

Ssh networkList enablelist

B nepBoi Tabanue nokasaHo, YTo CyLLecTByeT ABa Cnucka 4ocTyna (no
yMOn4aHuto). MeToz NpoBepKM 0rMHa 1 Mapois MpU BXOAE Y 3TUX CMINCKOB
Aoctyna ycraHosneH B local. MeTog npoBepky MOXeT NpUHMMaTh cnejyroLume
3HaYeHus:

* none — He NPOBEPSTbL JIOTVIH 1 Napob. B 3ToM cnyyae noboii Bxoa byaeT
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pa3peLueH 6e3 NpoBepok, Napo/ib He NpoBepseTCcs;

* |local — norvH 1 Naposib Npy BXxoAe NPoBepstoTCA Mo TeKyLeMy Crncky
nosb3oBaTenielt, 3alaHHbIX B KOHOUIypaLmMy KOMMyTaTopa. 3HaueHume rno
yMOYaHWIo;

* radius — ans NpoBepky BXoAa KOMMyTaTop byaeT o6paLlaTbcs K
HacTpoeHHbIM RADIUS-cepBepam B nopsake nx npuoputeta. Echm cepeep
He OTBeYaeT B TeUeHue onpejesieHHOro BpeMeHu, 3anpoc byaeTt HanpasieH
cnejytoLlemy cepsepy (ecav OH ecTb);

* tacacs — A/15 NpoBepKM BXoAa KOMMyTaTop byeT obpallatbCs K
HacTpoeHHbIM TACACS+-cepBepam B nopsagke nx npuopurteta. Ecnm cepeep
He OTBeYaeT B TeUeHue onpejesieHHOro BpeMeHu, 3anpoc byaeTt HanpasieH
cnejytoLlemy cepsepy (ecav OH ecTb);

I3MeHUTbL MeToz npoBepKn nNormHa n napoaa MoxHo KOMaH,D,OI7II

(als_sw) #configure
(als_sw) (configure) #aaa authentication login <default|<list name>> <method> [<method>]
* default — cnncok goctyna no ymonyanHuo (ans coegnHeHni telnet n SSH
370 networkList, 113 COM 310 defaultList);
¢ <list name> — nms paHee CoO34aHHOro Cnmcka AocCTyna,
* <method> — O4AVIH N3 METOA0B NPOBEPKN NOTMHa 1 napond,
nepe4vyncsieHHbIX BblLLE. MeToA0B MOXHO yKa3aTb HECKOJIbKO.

Ans npymepa oTKAKUMIM NPOBEPKY NOTVHA 1 NAapoa AN Cncka AOCTyna
defaultList:

(als_sw) #configure
(als_sw) (configure) #aaa authentication login defaultlList none

Ans 04HOro Cnrcka AoCTyrna MOXHO Ha3HaYNTb HECKObKO METOA0B NPOBEPKMU.

Hanpumep, HazHauymMMm nocnegoBaTeNlbHYH MPOBEPKY MO BCEM MeToAaMm AN Cnuncka
networkList:

(als_sw) #configure
(als_sw) (configure) #aaa authentication login networkList tacacs radius local
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Takasa HacTpoVika NpuBeseT K ciesyroLeMy 3¢pdekTy: CHavasia BBeAEHHbIN IOTVH U
naposb byzeT NnpoBepeH Ha HacTpoeHHbIX TACACS+-cepBepax. Ecav HY ognH 13
TACACS+-cepBepoB He OTBETU (U1 HX O HOIO CepBepa He HaCTPOeHO), MpoBepkKa
NPOAO/IKUTCA Ha BCex HacTpoeHHbIX RADIUS-cepeepax. Ecnv H oanH 13 RADIUS-
cepBepoB He OTBETUJT (UM OHU He HAaCcTPOeHbl), MpoBepkKa byaeT Nnpov3seseHa no
nokanbHow 6a3e nosib3oBatesniell. B cnyyae nonyyeHvs oteeta Ha 1t060M 3Tarne
(OTpUUATENbLHOrO NV MOMOXUTENIbHOr0) MPOBepKa NpekpaLlaeTcs.

BTopast Tabnmua nokasbiBaeT, Kako MeToZ NpoBepkM YCTaHOB/EH AN Napos
KoMaHAbl enable. 3Ta KOMaHAa ncnonb3lyeTcs ANA NOBbILLEHNA NPUBUIETNI
nonb3oBaTensiMu c yposHem goctyna Read Only. To ecTb nonb3oBaTenb MOXeT
BOWTU KaK roCTb, a 3aTeM BBeCTU CreunanbHyto KomaHay enable, nocne yero
BBECTW BEPHbIA Napo/ib NOBbILLIEHNSA NPUBUAETN U NONYUYNTb NPaBa
aAMVIHUCTpaTopa.

MeToz npoBepku nNaponsi B komaHie enable moxeT npuHMMaTh cnegyroLyme
3HaYeHus:

* none — He NPOoBepATb Naposib. B 3ToM ciyyae BBeAeHHbIN Naposib He byaeT
NpoBepsATLCA, N060M NONb30BaTe/lb CMOXET MONYUYUTb NPUBUNETNN
aAMVHUCTPATOPa;

* enable — naponb NpoBepsieTcst N0KaNbHO U 3a4aeTcs B KOHOUrypaLmm
KoMMyTaTopa. Mo yMon4aHuMIo naposib nMyCcTom, TO eCTb 060N roCTb MOXEeT
NONYyYnTb NPUBUAETNN aAMUHNCTPATOPA;

* radius — Ans NpoBepKK Napons KOMMyTaTop byaeT obpalLaTbes K
HacTpoeHHbIM RADIUS-cepBepam co cneumnanbHbIM 3anpoCcoM MpoBepKu
paspeLleHns NoBbILeHNA NpUBUIErni;

* tacacs — A/19 NPOBepPKM Napoist KOMMyTaTop byZeT obpallaTbCs K
HacTpoeHHbIM TACACS+-cepBepam Co creLmanbHbiM 3aNpoCcoOM NPOBEPKN
paspeLleHnNs NoBbILeHNA NpUBUIETrni.

Cnocob npoBepku napons enable MOXHO CMeHUTb KOMaHAOM:

(als_sw) #configure
(als_sw) (configure) #aaa authentication enable <default|<list name>> <method> [<method>]
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* default — cnmncok gocTyna no yMonvaHuio (419 Bcex coefHeHN 3TO
cnuncok enablelList);

* <list name> — nmsa paHHee CO34aHHOro CNMcka AoCTyna;

* <method> — oAnNH 13 METOA0B NPOBEPKM NOTMHA 1 MAPONS,
nepeyncieHHbIX Bbille. MeTo40B MOXHO YKa3aTb HECKO/bKO.

CocTosiHVe MO YMOIYaHWIo YCTaHOBNeHO B MeTo/ enable, To ecTb BBeeHHbIV
naposib byzeT CpaBHMBATLCA C COXPAaHEHHbBIM B KOHUIypaLm KOMMyTaTopa
naposiem.

CaM nokasibHbI Napo/b MOXHO 3a4aTb B KOHPUrypauum KOMMyTaTtopa KOMaHZAo:

(als_sw) #enable password <password> [encrypted]

®nar encrypted ykasbiBaeT Ha TO, UTO NMaposib bbls1 BBeAeH B 3alLUMPPOBAHHOM
BUZE, TaK Xe KaK 1 Mpu co3aaHnu nonb3osatenein. lMpnmep ycTaHOBKN:

(als_sw) #enable password "SuperEnablePassword_saved"

TpeTbs Tabnnua 3asaeT COOTBETCTBME NMPoToKOoN0B Bxoga (COM, Telnet, SSH) n
CMKYCKOB AocTyna. na pasHbIX MPOTOKO/I0OB MOXHO YCTaHOBUTbL PasfiiyHble CrCKU
A0CTyNa, B TOM YUC/Ie U CO3JaTb COBCTBEHHbIE.

Pa6oTa co cnnckamu goctyna
CrncoK JoCTyna COAEePXUT CNUCOK MEeTOZLOB NPOBEPKN ayTeHTUGMKaLMK (none,
local, radius, tacacs) n MmoxeT 6bITb MPUMEHEH K onpeseneHHOMY TUMy

nogknoyeHunsa (COM, telnet, SSH). Crnincok focTyna HasHayaeTcs KaxaoMy U3 ABHO,
B COOTBETCTBYHOLLLEM KOHTEKCTe.
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LWar 1. MpocmoTp TeKyLiero COCTOAHUA CNUCKOB A0CTyNna U MeToA0B
npoBepKun

TekyLLee COCTOSIHME MOXHO y3HaTb KOMaHAO:

(als_sw) #show authentication methods

Login Authentication Method Lists

defaultlList . local
networkList : local

enablelist :  enable

Line Login Method List Enable Method List
Console defaultList enablelist

Telnet networkList enablelist

Ssh networkList enablelist

N3 3Tnx Tabauy BUAHO, 4YTO Ans Bxoga no COM-nopTy (Console) ncrnonb3syetcs
cnucok goctyna defaultList, meTos nposepku koToporo "local". Ans yaaneHHbIX
coeanHeHunin no Telnet n Ssh ncnonbayetca cnncok goctyna networkList, metoz
npoBepkun KoToporo Takxe "local". Ans Bcex Tpex npotokonos (COM, Telnet, SSH)
ANS MPOBEPKM Mapoas KOMaHAbl MOBbILLEHWS MPUBUAEMIA MCNONb3YEeTCA CANCOK
Afoctyna enableList, meToz npoBepky KOTOPOro yctaHoB/eH B enable, To ecTb
NoKanbHasa NpoBepKa Naposs, 3ajaHHOro KOHpUrypaume.

Mo ymonyaHwuio cepsepa RADIUS n TACACS+ He nCnonb3yroTcs.

LWar 2. Co3aaHmMe No/1b30BaTe/IbCKOro cnmcka AoCTyna

Ans co3zaHMst HOBOMO C1CKa A0CTYyMNa NCMoNb3yeTcst KoMaHAa:

(als_sw) #configure
(als_sw) (configure) #aaa authentication login ulLoginlList local
(als_sw) (configure) #aaa authentication enable uEnablelList enable

B faHHOM Ciyyae Mbl CO34anM HOBbI CANCOK AOCTyNa ¢ MMeHem uLoginList v
Ha3Ha4YWNM MeTo/ NPOBEPKN JIOTVHA U Maposia Npu BXoze nonb3osartenein B local.
Takke 6bl1 CO34aH CNUCOK AOCTyrNa AN MPOBepKM Napoast KOMaHAbl MOBbILLEHNS
npmswunerni ¢ umeHem uEnableList n yctaHoBneH MeTo/ NpoBepKkn Napons
enable, To ecTb NpoBepka byaeT VATY MO HACTPOEHHOMY B KOHGUIypaL v Naposto.
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LWar 3. HasHaueHue cnucKa AocTyna

AN Toro 4To6bI CNNCOK AOCTYNa 3apaboTas, ero HyXXHO Ha3HauNUTb AN
MPOTOKO/IOB BXOAa KOMaHAAMU:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

(als_sw)
(als_sw)
(als_sw)
(als_sw)

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)

(configure)
(configure)
(configure)
(configure)

(configure)
(configure)
(configure)
(configure)
(configure)

#line console

(line) #login authentication ulLoginList
(line) #enable authentication uEnablelList
(line) #exit

#line telnet

(telnet) #login authentication ulLoginlList
(telnet) #enable authentication uEnablelist
(telnet) #exit

#line ssh

(ssh) #login authentication ulLoginList
(ssh) #enable authentication uEnablelist
(ssh) #exit

#exit

B 311X Tpex 6n0Kkax Mbl A5 BCeEX MPOTOKONOB BXOA4a Ha3HaunAM CNUCOK AOCTyna
uLoginList (115 npoBepkn Bxoga) n cnncok uEnableList (415 nposepky napons
KOMaHZbl NOBbILLEHWA NPpUBUIETNIA).

[Mocne aTX KOMaH/ COCTOAHME CNNCKOB A40CTyna 6yp,eT canepyrouiee:

(als_sw) #show authentication methods

Login Authentication Method Lists

defaultlList local
networkList local
uLoginList local

Enable Authentication Method Lists

enablelist enable

uEnablelist enable

Line Login Method List Enable Method List
Console ulLoginlList uEnablelist

Telnet uloginList uEnablelist

Ssh uLoginList uEnablelist
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HacTponka kommyTaTopa Ansa ncnonb3osaHusa RADIUS-cepBepa

RADIUS (aHrn. Remote Authentication in Dial-In User Service) — ceTeBO# NPOTOKO/,
KOTOpPbIA obecrneymBaeT LLeHTPann30BaHHYO ayTeHTUOVKALMIO, aBTOPU3aLMIO U
y4YeT 1CNO0/b30BaHNA CeTEBbIX CEPBMCOB. DTOT NPOTOKOJ TaKXe UCMOJIb3yeTca ANs
cncTemM Tapudurkaumn.

LWar 1. YkasaHue IP-agpeca cepBepa

KomaHga co3gaHuna RADIUS-cepBepa B 06LLeM BUAe BbIrSANT CnelyroLwm
obpasom:

(als_sw) #configure
(als_sw) (configure) #radius server host auth <server address> [name <name> [port <port>]]

Ana kaxgoro RADIUS-cepsepa noMmumo IP-agpeca MOXHO yKa3aTb ero MMs n
HecTaHZapTHbIV NopT. ECin napaMeTpbl ONyLLEeHbl, UMS MPUHNMAETCA PaBHbIM
"Default-RADIUS-Server", a Homep nopta — 1812.

Cosgapmm Hoebli RADIUS-cepBep:

(als_sw) #configure
(als_sw) (configure) #radius server host auth 172.17.1.100 name "Main"

CepepoB RADIUS MoxeT 6biTb YKa3aHO HeCKObKO (40 3), B 3TOM c/iyyae
KOMMYTaTOp Mpw NpoBepKe /IorHa 1 Napons byaet obpallaTbca B Nopsake
npropuTteTa K Kaxgomy cepsepy RADIUS, noka He nony4yuT oTeeT. B cayyvae
noslydeHns paspeLLeHns Uam 3anpeTa ayTeHTndurKaumm ot cepeepa, ocTalibHble
cepBepbl ONMpaLnBaTbCs He byayT.

[lo6aBunM elLie OAMH CepBep C yKazaHWeM HecTaHAapTHOro nopra:

(als_sw) #configure
(als_sw) (configure) #radius server host auth 172.17.1.111 port 18337

Takxe eCTb BO3MOXHOCTb Ha3Ha4nTb 0CHOBHOM RADIUS-cepBep KOMaHAO:

(als_sw) #configure
(als_sw) (configure) #radius server primary 172.17.1.111
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OcHoBHoWM RADIUS-cepBep byaeT onpallumnBaThbCA NepBbiM, @ 3aTeM BCe OCTaJibHble,
eC/I OHU eCTb, B NopsjKe Nx AobaBneHns B KOHPUTypaLmio.

Lar 2. Yka3aHue kno4va wudpoBaHus ans ob6MeHa AaHHBIMU MeXAY
KOMMYTaTOPOM U CEPBEPOM

3a,u,a,u,|/||v| KJTHOY, KOTOprI7I 6y,£|,eT MCroJib30BaTbCA B rnpouecce obmeHa AaHHbIMW
Mexay kommytatopom 1 RADIUS-cepBepoMm:

(als_sw) #configure

(als_sw) (configure) #radius server key auth 172.16.67.39

Enter secret (16 characters max):******%
Re-enter secret;****%%

BBeseHHbIN KoY B NoJe secret 4O/ KeH CoBMNajaThb C KJIKOUOM, KOTOPbIN
yKa3sblBaeTca B KOHOUrypaumm Ha cepsepe RADIUS. 3TOT KtoY rapaHTUpyeT, UTo
nepejaHHble JaHHble 6yAyT 3aLUMLLEHbI.

LWar 3. BkatoyeHne NpoBepKU JIOrMHa U Naposif nosib3oBaTesiel C NOMOLLbIO
cepsepa RADIUS

AN BKIHOUYEHUS NPOBEPKW IOTVHA U Naposisa Ha cepeepe RADIUS Heobxoanmo
A,06aBNTb MeTOZ MPOBEPKY B OrnpeseneHHbIN CNnMcoK AocTyna:

(als_sw) #configure
(als_sw) (configure) #aaa authentication login networkList radius

B AaHHOM Cnyyae Mbl 415 CriMcka AocTyna ¢ umeHem networkList (no ymonyaHmto
OH 1CNoNb3yeTca A9 A4OoCTyna no npoTtokonam Telnet n SSH) npumeHnnn metoz
npoBepku "radius". 3TO 3HAUNT, YTO NPU NOAKIKOUEHN NOSIb30BaTeNen Nno
npoTokony Telnet nnn SSH nposepka NorvHa 1 Naponsa byzaeT NpoBOANTCS
KOMMYTaTOPOM Ha HacTpoeHHbIX RADIUS-cepBepax.
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Lar 4. Bkao4yeHMe npoBepKn Naposis KoMaHAbl NOBbILLEHWSA NPUBUIETUA C
nomolybio cepsepa RADIUS

ANna BKAKOUEHUS NPOBepKK Mapoist KOMaHAbl NoBbIWeHUs npusuiervin enable Ha
RADIUS-cepBepe He0bXx04MMO f06aBUTb MeTOA NPOBEPKM B OnpesesieHHbI CAnCoK
Aocrtyna:

(als_sw) #configure
(als_sw) (configure) #aaa authentication enable enablelist radius

B faHHOM cnyyae Mbl A5 crincka goctyna enableList npumeHnnn meToz NnpoBepku
"radius". Mpw NonbITKe NOBLILIEHWA NPUBUIErIA NPOBepKa Napons byaet
NPOBOANTLCA KOMMYTAaTOPOM Ha HacTpoeHHbIX RADIUS-cepBepax. BaxxHo
OTMEeTUTb, UTO AN KOPPEeKTHOW npoBepky Ha RADUIS-cepBepe fo/iXeH bbITb
HacTpoeH nosib3oBaTesib $enab15$ c atpnbyTOoM Service-Type, paBHbIM
Administrative-User. [1aposib 3TOoro nosib3osatens n bygeTt napoaem KOMaHZbl
NOBbILLIEHWA NPUBUIETAA.

HacTponka kommyTaTopa ansa ncnonb3sosaHusa TACACS+-cepBepa

TACACS+ (aHrn. Terminal Access Controller Access Control System plus) —
NPOTOKON yNpaBAeHUs A0CTYNOM, pe3ynbTaT yCoBepLIEeHCTBOBAHMS MPOTOKONA
TACACS.

LWar 1. HacTtpoiika cepBepa TACACS+

[na cospanuna cepsepa TACACS+ 1cnosib3yeTca KoMaHaa:

(als_sw) #configure

(als_sw) (configure) #tacacs-server host 172.16.67.39
(als_sw) (configure) (Tacacs) #key qwerty

(als_sw) (configure) (Tacacs) #priority 32
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B saHHOM npumepe 6b1n co3gaH TACACS+-cepsep ¢ agpecom 172.16.67.39,
CeKpeTHbI KoY A/151 3TOro cepBepa bbin ycTaHOBEH B "gwerty", a npuopuTeT
yctaHossieH B 32. [NpnoputeT TACACS+-cepBepa MOXET NPUHMMaTb 3HadeHns oT 0
A0 65535, npy 3TOM cepBep C HaMEHbLLUNM 3HaYeHMEeM NPUopUTEeTa CUUTAETCA
Hanbonee npuoputeTHbIM. CepBepoB TACACS+ MOXeT bbITb YKa3aHO HECKONbKO
(80 5), B 3TOM C/ly4ae KOMMYTATOp Npv NpoBepKe N0ornMHa 1 napons byaet
obpalaTbCsa B MopsAke npuoputeTa K kaxzgomy cepeepy TACACS+, noka He
NoNyyYunT OTBET. B c/lydae nonyyeHns paspeLleHns nav 3anpeta ayTeHTupurkaymm
OT cepBepa, OCTaJibHble cepBepbl ONPaLLUNBATLCA He ByAyT.

War 2. BknoueHue nornposaHua CLI-komaHp, (Spy Log) Ha cepBep TACACS+
(onuMoHanbHO)

Ha koMmmyTaTope ecTb JOoNonHUTeNbHAasa GYyHKLNSA, KOTOPas 3ak/1o4aeTcs B
oTnpaBke BBeAeHHbIX Ha KomMyTaTope CLI-komaHa Ha cepBep TACACS+.
BBegeHHble KOMaHAbl OTNpasBnstoTcs B coobuieHnsax TACACS+ Accounting. Kpome
TOro, KOMMYTaTOp OTMpPaB/sieT CO0bLLEeHNA O BXOAE 1 BbIXOAe NOJib30BaTeNnei.

[na BKIoYeHNs OTrpaBKW TakKnX COO6LLl,eHI/IFI MCroJib3yeTcd KOMaHAa:

(als_sw) (configure) (Tacacs) #accounting

KomaHza BBOAUTCA B KOHTEKCTE HAaCTPOMKM KOHKpeTHoro cepeepa TACACS+. MNocne
BbIMOJIHEHVS KOMaHZbl COO6LLEHNA HaUYMHAKOT nepesaBaTtbcs Ha TACACS+-cepsep.

LWar 3. BkatoyeHne NpoBepKU JIOrMHa U Naposs nosib3oBaTesiel C NOMOLLbIO
cepBepa TACACS+

Ana npoBepku IOrVHa 1 Napossa rnosib3oBartene Ha cepsepe TACACS+
HeobxoANMO A06aBUTb METOJ NMPOBEPKN B ONpeseneHHbI CNMCOK AOoCTyna:

(als_sw) #configure
(als_sw) (configure) #aaa authentication login networkList tacacs
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B AaHHOM cnyyae Mbl 415 cnmncka goctyna ¢ uMeHem networkList (mo ymonyanuio
OH NCNoJib3yeTcsa Ana gocTyna rno Telnet v SSH) nprMmeHnnn MeTos NpoBepKn
"tacacs". 3T0 3HaUNT, UTO NMpPU MNOAKNHOHEHUW MOb30BaTener no npotokony Telnet
nnn SSH nposepka fiorvHa 1 Nnapons byaet NPpoBOANTCA KOMMYTaTOPOM Ha
TACACS+-cepBepe.

LWar 4. BksitoueHWe NnpoBepKU Naposiss KOMaHAbl MOBbILLEHUA NPUBUJIETUA C
nomolLybto cepBepa TACACS+

Ana NpoBepku Naposia KOMaHZAbl MOBbILLEeHUS NpuBUaer1in Ha cepsepe TACACS+
HeobXxoAMMO 406aBUTb METO/ NPOBEPKN B OnpeseneHHbI CNCoK A0CTyna:

(als_sw) #configure
(als_sw) (configure) #aaa authentication enable enablelist tacacs

B faHHOM cnyyae Mbl 415 CrXCKa AoCTyna ¢ MeHeM enableList npyMmeHnnn metog,
npoBepkun "tacacs". 3T0 3HAYUT, YTO NPW MOMbITKE MOBbILLEHUS MPUBUNETUIA
npoBepkKa Napos byaet NpoBoANTCca KOMMyTaTopoM Ha TACACS+-cepsepe. BaxHo
OTMEeTUTb, UTO AN KOPPEKTHOW NPOBEPKN Napois KoMaHAbl enable Ha
TACACS+-cepBepe f0/1KeH bbITb HaCTPOeH npuBuaernpoBaHHbli (priv-lvl = 15)
nonb3osatesib $enab15$, ero naponb 1 byAeT Nnaponem KOMaHZAbl MOBbILLEeHUS
npuBUaernn.

3.3 TuinoBble BOMNMPOCHI N OLLINGKUN
PaccmoTpumM 06LLyto cxeMy paboTbl MPOBEPKM NOTMHA U Napos NoAb30BaTeNs.

KoHburypaumsi kKommyTaTopa Anst JaHHOro NpruMepa:

network parms 172.17.1.1 255.255.0.0 0.0.0.0
network mgmt_vlan 1
configure

aaa authentication login "networkList" tacacs radius
tacacs-server host 172.17.40.52

key encrypted 9245...b7f5

exit

radius server host auth 172.17.35.87 name server]

radius server key auth 172.17.35.87 encrypted 20b1...f50e
radius server primary 172.17.35.87

radius server host auth 172.17.14.48 name server2

radius server key auth 172.17.14.48 encrypted 0944...a0f4
exit
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ANVIHHBIE CTPOKW WPOBaHHbIX KoYen onyLleHbl B npumepe. Obpatute
BHMMaHMe, YTo AN KOHCONbHOro Bxoza (COM) cnmncok AocTyna ocTaB/ieH no

ymonuyanuo defaultList, B Hem ykasaH ognH meTog: "local". 3Ta HacTpoika He
oTobpaxaeTcs B KOHGUIypaLuu.
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MoakntoueHwe:

Console (COM)

!

Cnucok goctyna

e

CxeMa NpoBepKu ANt JAHHOMO NprMepa:

J1ornH n

MapoJsib NoNb30BaTeNA

|

N

[MoakntoueHwve:
Telnet

MoakntoueHwe:

SSH

L

Cnucok goctyna

defaultList networkList
MeTog 1: MeTog 1: MeToz 2:
local tacacs radius
HactpoeHHble TACACS + RADIUS RADIUS
Ha KOMMyTaTope Cepsep 1 Cepsep 1 CepBen 2
rnoJsib3oBaTenu (HepocTyneH) (HegocTyneH) pBep

I e

PesyneTat nposepku
PaspelueH | 3anpeLuéH

PrcyHok 13. Obuiasa cxema NPOXOXAEHUS MPOBEPKW N0TMHA U Napons
nosiL3oBaTens

Ha saHHoOI cxeMe 1306paxkeH 06LLMIA Xo4 NpoBepku. Mpociesm NpoBepKy N0rMHa
M Naponsi Ha Npumepe:
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* M0/1b30BaTe/ib BXOAUT NO npoTokony Telnet Ha KOMMyTaTop;

e ans npotokona Telnet HazHaueH cnmncok goctyna networkList, B koTopom
yKa3aHo ABa MeToza npoBepku: "tacacs" n "radius";

* nepsbIM byzeT onpolleH cepep TACACS+ ("TACACS+ CepBep 1" Ha cxeme,
aapec 172.17.40.52 B KoHdurypaumm). B npumepe 3ToT cepBep HEAOCTYMEH,
N NpoBepka byzeT NPoAo/KeHa (04HO3HAUHbIV pe3yNbTaT He NoJlyyeH);

* BTOpbIM byaeT onpolleH cepaep RADIUS ("RADIUS Cepsep 1" Ha cxeme,
agpec 172.17.35.87 B KoHurypaumm). B npnmepe 3T0T cepBep Takxe
HeZOCTyrNneH, 1 MpoBepKa byaeT NPOAOIKEHa;

* TpeTbuM ByzeT onpolleH cneaytownin cepsep RADIUS ("RADIUS Cepsep 2"
Ha cxeme, agpec 172.17.14.48 B koHPUrypauumm). Cepsep AOCTYMeH, 1 OTBET,
KOTOPbIV OH AacT, byaeT onpeenaTb YCNewHOCTb BXOa NoNb30BaTens.

PaccmMoTpuM eLLe oAMH NpuMep:

* No/sib3oBaTesb NoAkNYaeTcsa K kommytatopy no COM-nopry;

* QNS 3TOrO TWMNa BXoAa HasHaueH cnuncok goctyna defaultList, B koTopom
BCEro oAvH metoj nposepkn — "local";

* BBe/EHHbI NONb30BaTENIEM JIOTVIH 1 NapO/ib NPOBEPSIETCS MO 0KANbHOM
6a3e nonb3oBaTesiel Ha KOMMYTaToPE;

* eC/In N0Nb30BaTeNb HAMAEH B KOHPUIypaLmm KOMMyTaTopa, U
No/sb30BaTeNlb BBE/ BEPHbIV Mapob — A0CTyn byaeT pa3pelueH. B
NPOTMBHOM C/lydae A0CTyn ByzeT 3anpeLLeH.
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rNIABA 4. YIIPAB/IEHVE UHTEP®ENCAMU

4.1 HacTtpoiika

Hactpolika nHtepdeincoB ocyLLeCTBNAETCA B OTAE/IbHOM KOHTeKCTe (nogpobHee o
KOHTeKCTax YntanTe B rnase "KoHuenumn KoHurypmposaHunsa"). Jltobble
HaCTPOMKN NHTepPerncoB MOXHO BbIMOJIHUTL KakK AN O4HOIrO, TaK 1 ANA
HeCKOJIbKUX NHTepdeincoB.

Ana HacTpoMKM o4HOro MHTepdenca NCNOJb3YeTCsa CIeyoLWNM BXO B KOHTEKCT:

(als_sw) #configure
(als_sw) (configure) #interface <slot>/<port>
(als_sw) (configure) (interface <slot>/<port>) #

* <slot> — ¢um3myeckoe ycTporictso (0) nam nornyeckoe B Habope LAG (1);
* <port> — HoMep nHTepderica.

ANna HaCTPOMKN HECKONbKUX NHTepdelricoB NCNOob3yeTcsa 3andaTas (,) 4ns

nepeyncneHns nHTepdencos 1 geduc (-) 4Na ykasaHus gmanasoHa nHTepdencos.
BO3MOXHO MCNO/Ib30BaTb KOMOBUHNPOBAHHBIN BapUaHT, Kak MOKa3aHOo HUXe:
(als_sw) #configure

(als_sw) (configure) #interface 0/1,0/4,0/6-0/8,0/10
(als_sw) (configure) (interface 0/1,0/4,0/6-0/8,0/10) #

Bo Bcex nocnegyowmx npumMepax KOMaHz UCrnob3yeTcs NepBblil HTepdelcC.
BbinoNHeHVe KOMaHZA Ha NpoV3BO/JIbHOM Habope HTepdericoB NAeHTUYHA Mo
AEeNCTBUIO BbINONHEHWIO KOMAHA Ha KaxAoM nHTepdeiice 13 Habopa no
OTAENBbHOCTU U CNYXUT AN YA06CTBa HACTPOMKMU.

BbiknoyeHve n BKIKOYeHue

NHTepdelic nmeer 2 cTaTyca:

* AAMUHNCTPATUBHBIN — HAaCTPOeHHbI B KOHPUrypauum (Enabled/Disabled);
* ornepaTuBHbIN — paKTUYeckoe cocTossHMe nnHKa (Up/Down).

Ecan nHTepdeinc oTkatoUeH agMUHNCTPATUBHO, IMHK BCerga byaeT B COCTOSAHUM
Down.
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BbikntoueHue HTepdeica

(als_sw) (configure) (interface @/1) #shutdown

BiknitoueHue nHtepdeiica

(als_sw) (configure) (interface @/1) #no shutdown

YnpaBneHuve napameTpamMu nepeaauu

Auto Negotiation — 3To npoLecc aBTOMaTUYECKOro onpejeneHns napaMmeTpos
nepejauu, TakMx Kak CKOpoCTb U pexunm aynnekca. lNo ymondaHuto Auto
Negotiation BktoUeH Ha Bcex MHTepdelicax kommyTaTopa.

LWar 1. BeikntoueHune Auto Negotiation

(als_sw) (configure) (interface 0/1) #no auto-negotiate

LWar 2. HacTpoiika CKOpOCTU M peXXmma gynsekca

(als_sw) (configure) (interface @/1) #speed <speed> (half-duplex|full-duplex)

3HaveHUsMY napameTpsbl <speed> moryT 6bITb 10, 100, 1000 (M6UT/C). Ecnn
busnyecknin nHTepdernc He NoaaepXMBaeT yKazaHHY CKOPOCTb, NPy BBOAE
KOMaHZabl byAeT BbiBeJeHa OLnbKa. AHaNOrMYHas CUTyaums MOXeT BO3HUKHYTb
npuv nonbITke yctaHoBUTb pexxum 1000 half-duplex, nockonbky nonyaynnexkc He
nojaepxveaeTrcs ana ckopoct 1000 MéuT/c.

BikitoueHue Auto Negotiation

(als_sw) (configure) (interface ©0/1) #auto-negotiate

Mpwn BkAtoveHUK Auto Negotiation HAaCTPOVKK CKOPOCTU N pexnMa gynaekca Ha
nHTepderice cbpacbiBatoTCS.
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HacTpownka MTU Ha nHTepdeiice

MapameTp Maximum Transmission Unit (MTU) onpeaenset MakcManbHbIA pasmep
Kagpa Ethernet B 6ainTax, KOTOPbI MOXeT ObITb NepeAaH NHTepdericoM. 3HaueHne
MTU no ymonyaHuo (OHO Xe MUHMManbHoe) — 1518 6aiiT. MakcnmanbHoe
3HaveHne MTU — 9216 6ainT. YBennueHmne MTU MoxeT 6bITb HE0H6X0AMMO ANS
nepezayun 601bLUMX KaZPOB MO TexHonorum jJumbo Frame.

Hactpovika MTU

[na HasHadeHrsa MTU ncnonb3yeTtcsa KoMaHja:

(als_sw) (configure) (interface 0/1) #mtu 2000

YctaHoBka MTU no ymonuyaHuio

Ansa Bo3BpaweHna MTU Ha nHTepdelce B 3HaYeHe No YMONYAHWIO NCMOb3yeTcs
KOMaHAa:

(als_sw) (configure) (interface @/1) #no mtu

Hactpoiika onncaHus nuitepodeiicos

KaxgoMy nHTepdericy MOXHO Ha3HauuTb ONnCaHne, KOTOpoe MOXET coZepXaTb
AOMOIHUTENBbHYO MHGOPpMaLMio 06 nHTepdelice.

Anst fo06aBNEHNSI ONWUCAHUS UCMONb3YEeTCs CnegyroLas KoMaHaa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #description "Customer 068834"
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #interface 0/10

(als_sw) (configure) (interface ©0/10) #description "000 Buka"
(als_sw) (configure) (interface 0/10) #exit

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #description "Uplink to aggregation
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit
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OnuvcaHne nHTepdenca MoxXeT bbITb A/IMHON A0 64 CUMBONOB, pPa3peLleHo
MCNONb30BaTh Nt06bIe CUMBOJIbI, KpOMeE KaBblveK. ECin B CTpoke onuvcaHus
NMEeITCS CUMBOJIbI, OT/INYHbIE OT NAaTUHCKUX BYKB U Lndp, HEOH6XOANMO BBOAUTL
CTPOKY OMMUCaHNS B KaBblYKax.

MpocMoTp onucaHus UHTepdelicoB

Ans npocMoTpa onncaHns No BceM MHTepdelicam Ncnonb3yeTcs KoMaHAaa:

(als_sw) #show port description all

Interface Status Link Description
0/1 Enable Up Customer 068834
Q/2 Disable Down

0/3 Disable Down

0/4 Disable Down

/5 Disable Down

0/6 Disable Down

Q/7 Disable Down

0/8 Disable Down

0/9 Enable Down

0/10 Enable Up 000 Buka
0/11 Enable Down

0/12 Enable Up

0/13 Disable Down

0/14 Disable Down

0/15 Disable Down

0/16 Disable Down

0/17 Disable Down

0/18 Disable Down

0/19 Disable Down

0/20 Disable Down

0/21 Disable Down

0/22 Enable Down

0/23 Enable Down

0/24 Enable Down

0/25 Disable Down

0/26 Disable Down

0/27 Enable Down

0/28 Enable Up Uplink to aggregation

Ans NpocMoTpa ONMCcaHns Mo KOHKPETHOMY UHTepdency HE06X0AMMO BbINMONHUTL
KOMaHzy:

(als_sw) #show port description 0/10
Interface Status Link Description

0/10 Enable Up 000 Buka
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Yaanutb onncaHvie nHTepdenca MoXxXHO KOMaHAOoM:

(als_sw) #configure

(als_sw) (configure) #interface 0/18

(als_sw) (configure) (interface ©/18) #no description

4.2 MOHUTOPWVIHT

MOHUTOPUHT MHTepdECcoB OCyLLLECTBASETCA N3 KOPHEBOIO KOHTEKCTA.

UHdopmaumsa no Bcem nHtepdpericam

B 3aBUCMMOCTY OT MOANPUKALIM KOMMYTATOPa KOIMYECTBO 0TO6paxaeMbiX
NHTepdericoB MOXeT 6bITb Pa3NNUHbBIM. 15 NpYMepa HUXe UCMOob30Bancs
KOMMYTaTOp C BOCEMHaALAaTbo MHTepdencamu:

(als_sw) #show port all

Interface Status

0/1 Enable
0/2 Enable
0/3 Enable
0/4 Enable
/5 Enable
0/6 Enable
Q/7 Enable
0/8 Enable
0/9 Enable
0/10 Enable
0/11 Enable
0/12 Enable
0/13 Enable
0/14 Enable
0/15 Enable
0/16 Enable
0/17 Enable
0/18 Enable

Autoneg
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Link
Up

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

100FD 0d, 00:06:05
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None

MNocnegHnMn B cnncke HTepdencos nayT uplink-nHTepdencel kKommyTaTopa.

Monsa Tabnuupbl:

* Interface — Homep VHTepdelica;
* Status — rokasblBaeT, BKJIKOYEH WV BblK/IHOUeH HTepdeiic B
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KoH$Urypauuu;

Autoneg — mokasblBaeT, BK/IOUEH U BbIKIroUeH pexinm Auto Negotiation.
Bo3moxHble 3HaveHUs: Enable — BkntoueH, Disable — BbikntoueH;

Link — nokasblBaeT Hanu4re Uam oTCyTCTBME CoefHEeHNs. BO3MOXHbIe
3HayveHus: Up — coegmHeHe ycTaHoBneHo, Down — coeaniHeHne He
YyCTaHOB/EHO;

Speed — CKOpPOCTb 1 pexXnM Ayrnaekca yCTaHOBMEHHOIO COeANHEeHUS.
Bo3moxHble 3HaveHnsa: T0HD, 10FD, 100HD, 100FD, 1000FD;

* Uptime — Bpems paboTbl nHTepdelica.

B HekoTOpbIX cny4vasx MHTepdeinc MmoxeT bbITb 3a6N10KNPOBaAH Pas3INYHbIMA
cny>k6amu. B Takom cnyyae B none "Status" 6ygeTt otobpaxaTbCa NpUYMHa
610KV POBKMU:

* LBD Disabled — cnyx6a LBD ob6Hapyxwnna neTato 3a JaHHbIM nHTepdencom;

* UDL Disabled — cnyx6a LBDUD obHapyxwuna ogHOHanpaBaeHHoe
coeAViHeHMe Ha JaHHOM nHTepdelice;

* DAI Disabled — cnyxx6a DAI (Dynamic ARP Inspection) o6Hapyxwna
npeBbllleHe pa3peLleHHOoro konnyectsa ARP-nakeToB Ha AaHHOM
nHTepodeice;

* LAG Disabled — nHTtepdelic apnsetca uneHom LAG, KOTOPbIA ObI
aAMNHUCTPATMBHO OTK/IHOUEH.

NHdopmaumsa 06 uHtepdeiice

MocMoTpeTb 3HaUeHMs CYETHMKOB NakeToB, Bpemsi paboTbl MHTepdeiica 1 Bpems
nocneAHero c6poca CYeTUNKOB MOXHO KOMaHZO:

(als_sw) #show interface 0/1

Interface @/1

Packets Received Without Errors......... 55354

Packets Received With Error............. 0

Broadcast Packets Received.............. 0

Packets Transmitted Without Errors...... 21015564

Transmit Packet Errors.................. 0

Collision Frames.........ouveiiinnnennnn 0

Time Since Counters Last Cleared........ 1 days 19 hours 21 minutes 35 seconds
Uptime. vttt ettt e e @ days @ hours @ minutes @ seconds
Last Link Status Change................. 07:11:41 ((UTC+0:00)) May 14 2015
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CyeTuMKnM NnakeToB

MoApPO6HYH CTAaTUCTUKY MO NHTepdEericy MOXHO NMOCMOTPETb KOMaHAO0M:

(als_sw) #show interface ethernet 0/1

Interface 0/1

Total Packets Received (Octets).........
Total Packets Transmitted (Octets)......
Max Frame Size.........cuouuuiunnnnnnnnn

Packets RX and TX 64 Octets.............
Packets RX and TX 65-127 Octets.........
Packets RX and TX 128-255 Octets........
Packets RX and TX 256-511 Octets........
Packets RX and TX 512-1023 Octets.......
Packets RX and TX 1024-1518 Octets......

Total Packets Received Without Errors...
Unicast Packets Received................
Multicast Packets Received..............
Broadcast Packets Received..............

Total Packets Received with MAC Errors..
Jabbers Received..........cciiiiiinn..
Fragments Received......................
Undersize Received........coiiiuunnnnn.
Alignment Errors.........cceeiiuuennnnnns
FCS ErrOrS. ettt ineeneenennnns
OVBIUNS . ettt ettt et i it etnnenennnnnn

Total Packets Transmitted Successfully..
Unicast Packets Transmitted.............
Multicast Packets Transmitted...........
Broadcast Packets Transmitted...........

Total Transmit Errors...................
FCS ErrOrS. ettt ineeneenennnns
Underrun ErrorS. ... e nnnnnnns

Rx Oversized........ccuiiiiiiiinnnnnnnnn
Tx Oversized......ooiiiiiiiiiinnnnnnnnn.

Total Transmit Packets Discarded........
Single Collision Frames.................
Multiple Collision Frames...............
Excessive Collision Frames..............
Port Membership Discards................

Time Since Counters Last Cleared........

5572979
1347026250
1518

20963662
107254

21015564
55351
20960212
1

1 days 19 hours 21 minutes 53 seconds
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TecT Kabens

Ha kommyTtaTopax AJICMTEK npesycmoTpeHa AnarHocTvika kabens. B npumepe
HVXe NprBeZeH BbliBOJ KOMaH/Abl TeCcTa kKabens, MoAKIrUYEeHHOro K HTepdeincy 0/1,
ANnHoM 20 MeTpoB, C APYrol CTOPOHbI KOTOPOro HeT akTUBHOIO 060pyA0BaHUS:

(als_sw) #cablestatus 0/1
Cable StatusS......viiiiiiiiiiiiiiiiennnnnen, Open

Failure Location.........uuiiiiiiiiinnnnnnnnnn. 20m

B npriMepe HuXe npuBeseH BbIBOA KOMaHAbl Tecta kabens npm nposepke
noAKItYeHHOro K HTepdency 0/1 paboTtocnocobHoro kabens gavHom 20 MeTpos,
C APYrovi CTOPOHbI KOTOPOro MOAK/IKOYEHO akTUBHOE 060pyJ0BaHMeE:

(als_sw) #cablestatus 0/1
Cable StatusS. ...ttt iiiiiiinennnnn Normal
Cable Length......oiuuiiiiiiiiiiiiiiiiiiinen, 20m

B npmnmMmepe HXxe npreedeH BblBO4 KOMaH/Abl TECTA Kabens c KOPOTKM
3dMblKaHUEM XWN:

(als_sw) #cablestatus 0/1
Cable StatusS. ...ttt iiiiiiiiinnnnnnn Short

Failure Location........ouuiiiiinneennnneennnnns 12m

MexaHW3M AMarHOCTUKN 0BHAPYXXW KOPOTKOE 3aMblKaHWe XUA Ha AnvHe 12
MEeTpPOB.

Onpoc SFP moaynen
Ha kommyTtaTopax AJICMTEK eCcTb BO3MOXHOCTb MOJIyUYnTb MHGOPMALMIO C MOAYNSA
SFP, ycTaHOBNEeHHOro B KoMMyTaTop. B 3aBucmocTn oT Trna SFP-moayna v

HaINunsa y MOAYNSA NOAAEPXKMA MOHUTOPUHIa (DDM), nnctnHrn nHpopmaumm o SFP-
MOZYNAX OT/INYAOTCA.
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BbiBOZ, KOMaHAbI Anst SFP-moayns 6e3 noaaepxky DDM:

(als_sw) #show sfp information 0/1

Vendor Part Serial Revision Date

ATOP AP-B53122-3CL20 SG53213500889 09-09-11

Device Type : SFP
Calibration : Unknown
DDM Support : No

BbiBO KOMaHAbI Anst SFP-moayns ¢ nogaepxkon DDM:

(als_sw) #show sfp information 0/1

Vendor Part Serial Revision Date

OEM SFP-ZX SZ5B170105 A 18-05-10

Device Type : SFP
Calibration : External
DDM Support : Yes (SFF-8472)

Warnings :  RX Power Low

Alarms :  RX Power Low

Parameters Current High Alarm High Warning Low Warning Low Alarm
Temperature (C) 51.0000 80.0000 75.0000 -5.0000 -10.0000
Voltage (V) 3.2959 3.6000 3.5000 3.0000 2.9000
Bias (mA) 16.5440 90.0000 80.0000 3.0000 2.0000

TX Power (dBm) 3.1175 6.0000 5.0000 0.0000 -1.0002
RX Power (dBm) nan -6.7777 -7.5292 -30.9657 -32.2231
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'MABA 5. ATPETAUNA KAHANOB (LAG)

5.1 BBegeHue B LAG

Arperauysa KaHanoB npeAHa3HayeHa Anst 06beANHEHNS HECKObKMX GU3MYECKNX
KaHaNoB B OAMH NOrMYecknii. Arperauys KaHanoB npeAHasHadeHa Ans:

* yBeANYeHUst NPOMYCKHOW CNOCOBHOCTY;
* pe3epBMPOBaAHMA GU3NYECKMX KAaHANOB.

YBenn4yeHve nponyckHOM CoCOBHOCTN AOCTUraeTCs 3a CYeT pacrnpeseneHuns
NakeToB MeXJy arpernpoBaHHbIMU KaHanaMmu. O6bI4YHO pacnpegeneHue
NPONCXOANT MO NOAM NepesaBaemMoro naketa, Hanpumep no MAC-agpecy
NCTOYHMKA NN Ha3HayeHs. Takxke npaBuio pacnpeseneHns MoxeT
bopMMPOBATLCA Ha OCHOBE HECKO/IbKUX MOJIEN NakeTa, a Takxe A0oMNONHUTE/IbHON
NHPOPMaLMK, TaKOW Kak HOMep nHTepdelica, C KOTOPOro npuLLen nakeT uimn
BpeMs Nprxoja naketa Ha KOMMyTaTop.

Pe3epBrpoBaHMe AOCTUraeTCsa 3a CHET TOro, YTO NaKeTbl pacnpesenstoTcsa TONbKO
Ha Te VHTepdeNnchl, Y KOTOPbIX YCTaHOB/EHA CBA3b C YAa/leHHOW CTOPOHOW. B
npocTtenlem ciyyae CBA3b C YAA/IEHHOW CTOPOHOM onpejensieTcs No Halnumnio
NVIHKa. B 6o1ee CNoXHOM Cnyyae UCMoNb3yrTca cneumanbHble MPOTOKObI,
KOTOpble YCTaHaBAVBAKOT CBA3b C Ya/leHHOW CTOPOHOW nyTeM obMeHa naketamu. K
TakuM rnpoTokonam oTHocuTcst LACP (Link Aggregation Control Protocol) —
MPOTOKON KOHTPOJIA arpernpoBaHHbIX NHTepdencoB.

5.2 HacTtpouka LAG Ha kommyTaTopax AJICUTEK
o6uwure NpHUUNbI KOHPUTYpMpOBaHUA

B kommyTaTtopax AJ/ICMTEK BO3MOXHO €034aTb A0 8 NOrMyecknx MHTeppencos, B
KaXAblA 13 KOTOPbIX BO3MOXHO J06aBUTb A0 8 pr3nyecknx MHTepdencos ans
arperaumu. Npu cTaTUyeckom arperaumu, eciv Ha O4HOM U3 U3NYECKMNX
NHTepdericoB NnponasaeT INHK, TO TaKoW nHTepdeinc byaeT NCKIoUeH 13
pacnpezeneHns NakeToBs, N BKIOYEH B pacrpeseneHue To/ibKo nocse
BOCCTAHOB/IEHVSA INHKA.
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B kommyTatopax AJICUTEK noggep>xxmBaeTtca 6 anroputMoB 6aiaHCUPOBKU
Tpapuvka. AIropnTM BbIOMPAETCA B 3aBUCKMOCTU OT apXUTEKTYpPbI CETU.

HacTpoiika ctaTnyeckou arperaummn

PaccMoTpmM HacTpoViky arperayum Ha KommyTtaTope 1 11 KommyTaTope 2,
coeguHaoWNX "L2 ceTb 1" 1 "L2 ceTb 2". KommyTaTopbl 1 11 2 MOAKNOYEHbI APYT K
Apyry Yepes nHtepdeiicel 0/27, 0/28, koTopble cneayeT 06beANHNTL B IOTMYeCcKnii
nHTepderic 1/1. Janee paccMOTpPUM KOHOUTypaLmo KOMMyTaTopa 1 no waram,
KoHUrypaumsa koMmmyTatopa 2 byaeT aHanormyHom.

01 0/27 0/27 01

L2 CETb 1 L2 CETb 2

KOMMYTATOP 1 KOMMYTATOP 2

0/2 0/28 0/28 0/2

PuncyHok 14. MNpumMep cTaTnyeckon arperaunm KaHanos Ans AByXx L2-ceTei

Lar 1. CosaaHue arpernpoBaHHoOro nHTtepgeiica

CoszaeM norunyeckuin nHTepoderic ¢ nmeHem "bound0™:

(als_sw) #configure
(als_sw) (configure) #port-channel "bound@"
(als_sw) (configure) #exit

Co3zsaHHOMY MHTepdency ANHaMUYeck Ha3HayvaeTcss HOMep U3 AMana3oHa
1/1-1/8. ¥Y3HaTb, KaKko HOMep NpUCBOeH MHTepdency, MOXHO C MOMOLLbIO
KOMaHAbl:

(als_sw) #show port-channel brief
Interface Name Link Trap Flag Type

1/1 bound@ Down Enabled Static
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Kanany "bound0" nprceoeH HoMmep nHTepdelrica 1/1. YkasbiBaewm, uTto "bound0"
AO/MKEH BbITb CTaTUYeCkUM nHTepdencom:

(als_sw) #configure
(als_sw) (configure) #interface 1/1
(als_sw) (configure) (interface 1/1) #port-channel static

(als_sw) (configure) (interface 1/1) #exit
(als_sw) (configure) #exit

LWar 2. Jo6aBneHne ¢pnsnueckux UHTepdeiicoB B Nornyeckunii

Aobasum nHtepoericol 0/27 n 0/28 k nHtepdericy "bound0" 1/1:

(als_sw) #configure

(als_sw) (configure) #interface 0/27-0/28

(als_sw) (configure) (interface ©/27-0/28) #addport 1/1
(als_sw) (configure) (interface 0/27-0/28) #exit
(als_sw) (configure) #exit

LWar 3. HacTpoiika anroputmMma 6anaHcMpoBKU Tpadpurka

YCTaHOBUM anropntM 6anaHCcMpoBKn Tpadurka ANns normyeckoro nHTepdenca
"bound0" 1/1. Tpadwuk byaeT banaHcmpoBaTbcs No MAC-agpecy UcTouHuka, VLAN,
Ethertype n Homepy BxogdLero ¢unsmyeckoro nHTepderica. Bce anropntmbl
6anaHcMpoBkM Tpadurka nprBeseHbl B Tabaunue. No yMonyaHmo NCrnob3yeTcs
anropuTM 3.

1 Src MAC, VLAN, Ethertype, Interface

2 Dst MAC, VLAN, Ethertype, Interface

2 Src/Dst MAC, VLAN, Ethertype, Interface
4 Src IP, TCP/UDP L4 Port

5 Dst IP, TCP/UDP L4 Port

6 Src/Dst IP, TCP/UDP L4 Port

Bbl6paHHbIN anropuT™ 6anaHCMpPoBKU nMeeT Homep 1. [Ins ero ycTtaHoBKM CAYXKUT
KOoMaHza:

(als_sw) #configure

(als_sw) (configure) #interface 1/1

(als_sw) (configure) (interface 1/1) #port-channel load-balance 1
(als_sw) (configure) (interface 1/1) #exit

(als_sw) (configure) #exit
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Tenepb obmMeH Tpadurkom mexay cetamn "L2 ceTb 1" 1 "L2 ceTb 2" byaeT NPOXOAnNTb
no AByM $U3MYECKMM KaHanaMm, a CyMmMapHas npornyckHas CnocobHOCTb MOXeT
AOCTUTaTb CYMMAapHO MPOMNYyCKHOM CNOCOBHOCTN BCeX dU3nUeckmx nHTepdercos B
COCTaBe arpernpoBaHHOro KaHana. BaxHo NoHMMaTh, YTo peasibHoe MPOXOXAeHe
Tpaduka 3aBUCUT OT anropuTMa 6anaHCMpoBKU.
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'MABA 6. SEPKAJTINPOBAHWUE

6.1 BBegeHue B 3epKanimpoBaHue

3epkanupoBaHve — ayb6anmpoBaHve Tpadrika, MPOXoAALLero Yepes o4VH UIn
HeCKO/IbKO NHTepdelncoB, Ha HTepdenc-nonyyaTerb.

3epkannpoBaHune NHTepdeicoB MOXET MOHAZ06UTLCSA B CEAYHOLLNX CUTYaLNSX:

* MOAKNOUEHVE aHaNn3aTopa NakeToB AJif MOUCKa HEMCNPABHOCTEN B CeTY;
* MOAKNOYEHME CUCTEM 0BHAPYXKEHNS BTOPXKEHWIA ANS BbISBIEHNS
BpeAOHOCHOro Tpaduika.

6.2 3epKkanvpoBaHue Ha kKomMmyTaTopax AJICMTEK

Mpy KOHGUTYPUPOBAHUN 3epKaMPOBaHKA 3ajaeTca Habop nHTepdericos-
ncrouHmkoB (MIRRORED mnun source), Tpaduk ¢ KOTOpbIX byAeT KONMpoBaTbCs Ha
nHtepoderic-nonyyatens (PROBE naun destination). C nHTepdencoB-ncTo4YHMNKOB
byAeT KONMPOBaTbCA KakK BXOAALLNM, TaK U UCXOAALLMIA TpaduK.

Habop nHTepdencoB-mcTouHNKOB 1 MHTepdelc-nonyyaTesnb 06beinHATCS B
Ceccuo 3epkanmpoBaHUs.

0/1 mirror source

0/25 uplink port D
<1 > *
K ...' 7

KOMMYTATOP

0/2 mirror destination

PucyHok 15. MexaH13M 3epKanrpoBaHnsa
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HacTpoiika 3epkanupoBaHus

LWar 1. HactpanBaem nHtep¢eincbl-nctouHnkn (MIRRORED)

YKa3blBaeM OAVH NIV HECKONBKO NHTepdencoB, BXOAALMIA N UCXOAALLMIA TPpadUK C
KOTOPbIX byAeT 3epkannpoBaThCs:

(als_sw) #configure
(als_sw) (configure) #monitor session 1 source interface 0/1

NHTepdpencaMn-mcTouHmnKaMm B O4HOM CeCcCum 3epKanpoBaHMS MOTYT BbICTyNaTb
BCe MHTepdelicbl KOMMyTaTopa OAHOBPEMEHHO, KpOMe UHTepdenca-nonyyaTens.

War 2. HactpanBaem nHtepgeimnc-nonyyartens (PROBE)

YKa3blBaeM OANH VHTepdeinc, Ha KOTopbI Tpadurk ByaeT KONMMPOBaTbCS CO BCeX
NHTepdencoB-NCTOYHNKOB:

(als_sw) (configure) #monitor session 1 destination interface 0/2

B oAHOI ceccnn 3epkanpoBaHns MOXET BbITb HACTPOEH TONbKO OANH UHTepdeiic-
nonyyaTens.

Lar 3. Bk/roueHme n BbiK/1lOUEeHUne

[na BkIoUeHna ceccnm 3epKannpoBaHMA NCNOJ1b3yeTcd KOMaHAa:

(als_sw) (configure) #monitor session 1 mode

Mocne BbINONHEHWSA 3TOM KOMaHAbl TPaduK (BXOAALMIA 1 UCXOAALLMIA) C
nHtepderica 0/1 byget konnpoBaTbcs Ha nHTepderic 0/2.

AﬂﬂBbmﬂDQEHMﬂ3GMGMMpOBaHMﬂHEO6XOAMMOBmeﬂHMTbKOMaHAM

(als_sw) (configure) #no monitor session 1 mode

6.3 TunoBble BONPOCHI N OLLINGKUN

B: CkonbKo ceccnii 3epkanmpoBaHunsa nogaepxvsaet AJ/1C-24110LVT?
O: AJ1C-24110LVT nopaep>XmnBaeT fiBe ceccuy 3epkanripoBaHus.
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B: BinstoT v HacTporky Ha destination nHTepgeiice Ha 3epkannpyemMblii Tpapuk?
O: [Ja, BansatoT. Ha destination nHTepgece HexenaTtenbHbl Apyrvie HaCTPOMKN.

B: Kak cMeHUTb VHTepdeinc-nosyyartens?
O: Ans n3meHeHus nHTepdeinca-nonyyaTens HeO6Xo0AMMO CHavana yaannTb
CTapbIi UHTepgenc-nonyyartesb, 3aTeM Ha3HaunTb HOBbIN.

MNprmep:

(als_sw) (configure) #no monitor session 1 destination
(als_sw) (configure) #monitor session 1 destination interface 0/11

B: Kak cMeHUTb Habop MHTepdenCcoB-NCTOUYHMKOB Ha APYrom?
O: ns n3meHeHUs Habopa NHTepdencoB-NCTOUYHNKOB HEOHXOANMO YAANUTL
nHTepdercbl 13 TekyLlero Habopa 1 406aBUTb HOBbIE.

MNprmep:

(als_sw) (configure) #no monitor session 1 source interface 0/1
(als_sw) (configure) #monitor session 1 source interface 0/7
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F'MABA 7. SNMP

7.1 BBegeHne B SNMP

Simple Network Management Protocol (SNMP) — vHTepHeT-npoTokon Ans
yrnpasneHuns ycTpocTeamMmun B IP-ceTax.

OCHOBHbIe y4acTHUKM 0bMeHa no npotokony SNMP:

* SNMP-areHT — IO, 3anyckaemMoe Ha yrnpaBasieMoM YCTPOWCTBE;

* SNMP-meHepxep — MO, 3anyLieHHOe Ha KOHTPOINPYIOLLLEM YCTPOWCTBE,
HanpuMep cnctema ceteBoro ynpasneHus (Network Management System,
NMS).

SNMP-meHegxep no npotokosly SNMP MoxeT obpatuatecs K SNMP-areHTam v
OCYLLeCTBNATE MOHUTOPWHT X COCTOAHUA. Kpome Toro, npotokos SNMP rno3ssonser
N3MEHATb HaCcTPOKKN 060pyAOBaHMS.

Bca nHpopmaumsa o cnocobe goctyna K 060pyA0BaHNIO cObpaHa B Tak Ha3blBaeMbIX
MIB (Management Information Base), koTopble NMpeAcTaBastoT COO0MN TEKCTOBYH
3anuck gepesa OID (Object IDentifier) — aneMeHTOB, K KOTOPbIM BO3MOXHO
obpaleHme no npotokony SNMP.

7.2 SNMP Ha kommyTaTopax AJICMTEK

SNMP-areHT, paboTatowmin Ha KOMMyTaTope, noaaepXxmsaet Bepcumt SNMP 1, 2(c)
3. Ana poctyna kK SNMP-areHTy kKoMmyTaTopa Heo6xoAMMO HacTpouTb SNMP-
community ansa sepcmii SNMP 1 n 2c. SNMP-community BbICTynaroT B poau
CBOeOobpa3HbIX Naposen Ana goctyna kK areHTy. SNMP-community B 3anpocax SNMP
K areHTy NpoBepsAeTca Npu KaxA0oM 3anpoce 1 B COOTBETCTBMN C H/M BblAarOTCH
npaBa Ha BbiNO/IHEeHWe onpejeneHHblx onepaunii. Ana goctyna K SNMP-areHTy
KoMMmyTaTopa no Bepcnt SNMP 3 Heob6xoAMMa HacTpoka TUMOB W KKOYel
WndpoBaHNA ANA OLHOIO UAM HECKONIbKX MOib30BaTe el KOMMYTaTopa, a Takxe
ykasaHue Engine Id, kKoTopbIil 6yzeT NCNonb30BaThCA ANA Nepefayn 3alymLLeHHbIX
AAHHbIX MeXAy MeHeXXepPOoM N areHTOM.
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PasnunyatoT ABa ypoBHS foCTyna:

e Read Only — BO3MOXHO nonyyeHve nHGopmMaLnm oT areHTa, UsSMeHeHue
HaCTpoOeK 3anpeLLeHo;

* Read/Write — BO3MOXHO NofyyeHne MHGopMaL M OT areHTa 1 ntobble
N3MEHEHWS HACTPOEK.

HacTtpownka SNMPv1/2c

AyTeHTUOUKaUMA MeHekepa SNMP Ha KOMMyTaTope nNpu NCMoib30BaHUN
npoTokonos SNMPv1/2c ocyLlecTBAsSeTCA C NOMOLLbIO NpoBepkn cTpokyt SNMP-
community. [lns Toro, 4tobbl UCNoOAb30BaTh onpegeneHHble SNMP-community,
HY>XHO 1X CO34aTb B HAacTpoike KOMMyTaTtopa. Mo yMo4YaHMo Ha KOMMyTaTopax
AJTCUTEK npucyTtcreytoT cnegyrowie SNMP-community, KOToOpble MOXHO
NPOCMOTPETb KOMaHAOWN:

(als_sw) #show snmpcommunity

SNMP Community Name  Client IP Address Client IP Mask Access Mode Status
public 0.0.0.0 0.0.0.0 Read Only Enable
private 0.0.0.0 0.0.0.0 Read/Write Enable

SNMP-community ¢ nmeHem "public" npegoctaBnseT goctyn Ana YteHms, "private”
— AN1A YTeHUA N M3MEeHEeHUSA HacTpoek.

War 1. Co3gaHmne SNMP-community Ha KOMMyTaTope

Cozgagmm SNMP-community ¢ nMeHem "monitoring" n npaBamMu TONIbKO Ha YTeHVE:

(als_sw) #configure
(als_sw) (configure) #snmp-server community ro "monitoring"

AobaBnM SNMP-community s HacTporiku KommyTtaTopa no SNMP ¢ npaBamu
YTEHNA 1 3aMNCKn:

(als_sw) #configure
(als_sw) (configure) #snmp-server community rw "nms"
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LWar 2. OrpaHunyeHue IP-aapecoB, C KOTOPbIX pa3peLleH AocTyn
(onuvoHanbHO)

Bxog no SNMP-community MOXHO OrpaHnynTb Aana3soHOM pa3peLlleHHbIX [P-
ajpecos:

(als_sw) #configure

(als_sw) (configure) #snmp-server community ipaddr 172.17.1.100 "nms"

(als_sw) (configure) #snmp-server community ipmask 255.255.255.255 "nms"

(als_sw) (configure) #snmp-server community ipaddr 172.17.1.100 "monitoring"
(als_sw) (configure) #snmp-server community ipmask 255.255.0.0 "monitoring"

OrpaHuyeHmne BXoAa He ABAsieTca ob6sa3ate/ibHbIM, MO YMOAYAHUIO A4OCTYN
paspeLleH ¢ N11bbix agpecoB. B npumepe Bxog no SNMP-community ¢ nmeHem
"nms" pa3peLueH TonbKo ¢ IP-agpeca 172.17.1.100, a Bxoa no SNMP-community ¢
MeHeM "monitoring" orpaHunyeH gnanasoHom 172.17.0.0-172.17.255.255.

War 3. YaaneHue cywectByrowmx SNMP-community (onunoHanbHO)

Ana yapaneHna SNMP-community Mcnosib3yeTcs KoMaHAa:

(als_sw) #configure
(als_sw) (configure) #no snmp-server community "monitoring"

Ana noBblleHVs 6€30MacHOCTY eCTb BO3MOXHOCTb OTKAKOUNTL CTaHAapTHble SNMP-
community "public" n "private", uTo NOMoOXeT NpeAOTBPaATUTL
HeCaHKUMOHMPOBAHHbIN AOCTYN K KOMMYTaTopy. N8 UX OTKAKOYEHUST UCNONb3YyeTCs
Ta Xe KOMaHzAa, uto v ANg yaaneHus:

(als_sw) #configure

(als_sw) (configure) #no snmp-server community "public"
(als_sw) (configure) #no snmp-server community "private"

YaaneHnue ctaHgapTHbIx SNMP-community HEBO3MOXHO.

Mocne BbINOAHEHNS 3TUX KOMaHZ Tabanua SNMP-community npumeT cnegytownia
BUA;

(als_sw) #show snmpcommunity

SNMP Community Name  Client IP Address Client IP Mask Access Mode Status
public 0.0.0.0 0.0.0.0 Read Only Disable
private 0.0.0.0 0.0.0.0 Read/Write Disable
nms 172.17.1.100 255.255.255.255 Read/Write Enable
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N3 Tabnunupl BUAHO, 4To SNMP-community No yMOAYaHWIO He yAaneHsbl, a
3a610kMpoBaHsbl. JocTyn No HUM byaeT HeBo3MOXeH. Npu 3ToM SNMP-community ¢
nMmeHem "monitoring" yaaneHo.

HacTtpowika SNMPv3
SNMPv3 onncaH B REC 3411 v RFC 3418 1 B HAaCTOALLMIA MOMEHT CYUTAETCS

npeanoyYTUTeNbHbBIM A1 UCMNONb30BaHWA NPY HAaCTPOMKE CeTEBLIX YCTPOWCTB, B TO
Bpems kak Bepcnn SNMPV1/2¢ oTMeudeHbl Kak ctopryeckme 1 HebesonacHble.

LWar 1. HacTpoiika nonb3oBaTenei

AyTeHTndumKauma npm ncnonb3osBaHum SNMPV3 ocylecTBaseTcs He Mo CTPokKam
SNMP-community, a no nornHy nosb3osartensd. B JaHHOM ciydae nosb3oBaTenem
ABNAETCA 06bIYHbIA NONb30BaTe/Ib HAa KOMMYyTaTope. Mo yMOAYaHMo Nob30BaTeNn
1 HacTponkm SNMPV3 ana HUX BbIFASAAT CledyroLmMm 06pa3om:

(als_sw) #show users

User SNMPv3 SNMPv3 SNMPv3
User Name Access Mode Access Mode Authentication Encrypt
admin Read/Write  Read/Write None None
guest Read Only Read Only None None

B aToi Tabnuue:

e "User Name" — 1iMa Nonb30BaTens, N0rviH;

e "User Access Mode" — ypoBeHb A0CTyrna noJsib3oBaTtens npu exoge B CLI
(4epes KoHcoNbHbI COM-nopT, telnet nnn SSH);

* "SNMPv3 Access Mode" — ypoBeHb focTyna npu Bxoge no SNMPv3. MoxeTt
OT/INYaTbLCA OT ypoBHS focTyna B CLI;

* "SNMPv3 Authentication" — Tn xewnpoBaHWs, KOTOPbIV byaeT
MCNOIb30BaTbLCA ANA MPOBEPKYM NOANVMHHOCTY Napoasa Nonb3oBaTens npu
Bxoze. MoxeT npuH1MaTh 3HadeHus "none", "'md5" n "sha";

* "SNMPv3 Encrypt" — Tun wndppoBaHUs, KOTOPbIN ByaeT NCNO/Ib30BaTbCA
npv nepeaade JaHHbIX MeXAy MeHeKepoM 1 areHToM. MoxeT npuH1MaTbh

3HayeHua "none", "aes" n "des".
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MNonb3oBaTenb "admin” meeT NONHbIN AOCTYN K KOMMYyTaTtopy rno SNMPv3, npun
3TOM ayTeHTUPUKaLMA NONb30BaTENA MPOBOANTCA 6e3 XeLLMpPOoBaHWA Napons u
nepezaya JaHHbIX NPoOBOAUTCA 6e3 WwrdpoBaHUA. [onb30BaTeNb "guest” Takxke He
NCNONb3yeT XeLlMpoBaHe Naponsd U LWnppoBaHme, HO obnagaeT NpaBamMmm TONbLKO
Ha uTeHue.

Co3gaHune, n3meHeHvie Napong, n3meHeHue ypoBHa goctyna CLI n ysaneHune
nosb3oBaTtesiel Ha KOMMYTaToOpPe MOXHO OCYLLEeCTBAATE KOMaHAAMMU:

(als_sw) (configure) #username <name> password <password> level <level>
(als_sw) (configure) #no username <name>

MoapobHee Npo paboTy C NOAb30BaTENAMM MOXHO NPOYNTaTb B rNaBe
"AyTeHTndnkauma".

Lar 2. HacTpoiika ypoBHS focTyna

N3meHnTb ypoBeHb foctyna SNMPV3 ans nonb3oBaTenisi MOXHO C/iefyroLLen
KOMaHAO0M:

(als_sw) (configure) #username snmpv3 accessmode <username> <readonly|readwrite>

HasHaumm nonb3oBaTtesnto "admin” npaBa TONbLKO Ha YTeHVe Mpuv BXOZAe Mo
SNMPv3:

(als_sw) (configure) #username snmpv3 accessmode "admin" readonly

o ymMon4yaHMo BHOBbL CO3/iaBaeMble MoJib30BaTe I MMELOT Npasa TO/IbKO Ha
yTeHne no SNMPV3, BHe 3aBUCMOCTU OT X ypoBHA gocTyna B CLI.

LWar 3. HacTpoiika TUna xeLwMpoBaHMA Naposa ayTeHTUdUuKauum

N3MeHUTb TUMN XeLLMPOBaHWA Naposa Npyv ayTeHTUdrKauum noib3oBaTtens no
SNMPvV3 MOXHO C MOMOLLbKO KOMaHAbI:

(als_sw) (configure) #username snmpv3 authentication <username> md5
(als_sw) (configure) #username snmpv3 authentication <username> sha

O6paTtnTe BHMMaHMe, YTO A/1S BKIKUEHNS XELLUMPOBAHWS Mapos y Nosb30BaTes
AOSIKeH 6bITb 3aZaH Naposb AIMHOW He MeHee 8 CIMBOJIOB.
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Mo YMOJTHaHNIKO Mapoib nepegaeTcd B OTKPbITOM BUAE, XELLNPOBaAHWE OTK/THOYEHO!

(als_sw) (configure) #username snmpv3 authentication "admin" none

3agaanm xewwmpoBaHue MD5 napons ayTeHTUdMKaLumMm Ana nonb3osartend "admin':

(als_sw) (configure) #username "admin" password "qwerty110" level 15
(als_sw) (configure) #username snmpv3 authentication "admin" md5

Echv gna nonb3oBaTens He yKasaTb TUM XeLrpoBaHUs Naposs, TO 4OCTyn No
SNMPvV3 6yseT BO3MOXEH 6e3 Napons, faxe ecan y Nonb3oBaTens 3a4aH Naposib B
CLI.

Lar 4. HacTpoiika Tuna wun¢poBaHUs nepegaBaeMbiX AaHHbIX

N3MeHUTb TN WndpoBaHUsa nepegasaemblix Mo SNMPV3 faHHbIX MOXHO
KOMaHAamMun:

(als_sw) (configure) #username snmpv3 encryption <username> aes <key>
(als_sw) (configure) #username snmpv3 encryption <username> des <key>

ObpaTtnTe BHMMaHMe Ha TO, YTO ANSA BKIOYEHUS WndpoBaHUSA y NOb30BaTeNs
AO/MKeH bbiTb 3a4aH TUMN XewrpoBaHusa napons (MD5 nnm SHA).

Mo ymonyaHuo WindpoBaHme OTKIHUEHO:

(als_sw) (configure) #username snmpv3 encryption <username> none

N3meHnM WwWindposBaHme and nonb3osaTens "admin” Ha AES ¢ K1ouoMm
"25SDg5e76dXg":

(als_sw) (configure) #username snmpv3 encryption "admin" aes "25SDg5e76dXg"

Kntoun wndpposaHns B KOHGUrypaLmm KOMMyTaTopa BbIBOAATCH B
3aWwndppoBaHHOM BUE.
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7.3 SNMP-trap Ha kommyTaTopax AJICUTEK

Mpy BO3HNKHOBEHUN OnpesenieHHbIX CObbITUIM (HanpuMep, Npy N3MeHeHUN
cTaTyca coeAnHeEHNsA) KOMMYTAaToOp MOXeT OTNPaBuTb coobLieHmne (SNMP-trap)
3aperncTpupoBaHHbIM npmnemMHmnkam SNMP-trap. Pernctpauusa Bkio4YaeT 3ajgaHme
IP-agpeca, SNMP-community ans goctyna K npneMHuky n sepcmto SNMP-trap. IP-
aZipec npremMHmKa AoKeH OblTb JOCTYNEeH C KOMMYTaTopa, TO eCTb JO/IKEH
HaXOANTBLCA B OAHOW C HUM NOACETU, NN60 BbITb AOCTYNEH Yepes L3,
HaCTPOEHHbIV Ha KOMMYyTaTope.

HacTtpowika SNMP-trap v1/2

Ansa otnpasky SNMP-trap He06X0ANMO 3aperncTpmpoBaTh OAVH NN HECKONBbKO
npremHnkoB SNMP-trap. MakcnmanbHoe KOINYecTBO NpMeMHNKOB paBHO 16. MNpn
BO3HVKHOBeEHUN cobbITUss SNMP-trap 6yseT oTripaBieH BCeM HAaCTPOEHHbIM
npuemMH1KaMm.

(als_sw) #configure

(als_sw) (configure) #snmptrap "monitor" ipaddr 172.17.1.7 snmpversion snmpv2
(als_sw) (configure) #snmptrap "test" ipaddr 172.17.1.8 snmpversion snmpv1

Bes ykaszaHusa Bepcrm SNMP-trap 6yayT oTnpaenatecs ¢ Bepcvert SNMPV2. Mocne
BbIMOJIHEHWA 3TNX KOMaHZA Bce SNMP-trap 6yayT oTNpaBAsaTbLCA 4BYM MPUEMHMKAM.

HacTtpownka SNMP-trap v3

Ansa otnpasky SNMP-trap no npotokony SNMPv3 Heo6xoAMMbl LONONAHUTENbHbIE
HacTpomnku. Mockonbky NpoTokos SNMPV3 MOXeT 1Cnob30BaTh XeLpoBaHme
npwv ayTeHTUdUKaumm n wmndposaHme Npu nepegade AaHHbIX, HEO6XOAMMO
HaCTPOUTb NX Ha KOMMYyTaTope AN8 ayTeHTUdrKaumm Ha nprneMmHuke SNMP-trap.
Mpwn otnpaske SNMP-trap ecTb 0CO6e€HHOCTb, OHV OTNPaBASATCA 6e3
YCTaHOB/IEHUSA COEANHEHUS U OXUAAHUSA MOATBEPXKAEHWS, MO3TOMY areHT n
MeHez)kep He cMoryT obMeHATbCA Engine Id. OH fonXeH 6bITb HAaCTPOeH Ha
KOMMYyTaTope.
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LWar 1. Hactpoiika Engine Id

Ana HacTpoiky Engine Id ncnone3syeTcs ciefyrowas KoMaHaa:

(als_sw) (configure) #snmp-server engineid <engine-id>

MNapameTpbl:
* <engine-id> — HEX-cTpoka 4eTHOM ANVHbI. JonycTuMble cMMBObI: [a-f0-9].

MNprmep:

(als_sw) (configure) #snmp-server engineid 0987654321

War 2. Co3aaHue nonb3oBaTtena ana ornpaskm SNMP-trap

Ansa otnpasku SNMP-trap no npotokony SNMPv3 Heobxo4MMO cO34aTb
Nonb30BaTesNs, Noj KOTOpbIM byAeT NPOXOAUTb ayTeHTUPUKALNA Ha MPUeMHNKe
SNMP-trap. Nonb3oBateny HEObXOANMbI TONLKO A/18 oTnpaBku SNMP-trap v He
BNUSIOT Ha 06bIYHbBIX MNO/Ib30BaTeIe KomMyTaTopa. Co3aaTb Nonb3oBaTeNs A/
oTnpaBky SNMP-trap MOXHO KOMaHZOM:

(als_sw) (configure) #snmptrap snmpv3 <trap-user>

MNapameTpbl:

* <trap-user> — 1MA Nnosib3oBaTens Ang otnpasky SNMP-trap. Pa3peLueHsbl
NaTnHCcKMe bykebl, undpbl 1 3HaK "_".

Mprmep:

(als_sw) (configure) #snmptrap snmpv3 "notificator"
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LWar 3. HacTpoiika ayTeHTUPUKaLnn

[Mocne co3aaHuA nosb3oBaTens €MY HY>KHO Ha3Ha4lTb HeO6XO,CI,I/IMbIe TN
XEWMpPOBaHWA Napoada 1 CaM rnaposib ,CI,J'II/IHOI\/JI He MeHee 8 CMMBOJIOB C MOMOLLbHO
KOMaHAbl:

(als_sw) (configure) #snmptrap snmpv3 authentication <trap-user> none
(als_sw) (configure) #snmptrap snmpv3 authentication <trap-user> md5 <password>
(als_sw) (configure) #snmptrap snmpv3 authentication <trap-user> sha <password>

MNprmep:

(als_sw) (configure) #
snmptrap snmpv3 authentication "notificator" md5 "notificator_password_df5h"

LWar 4. HacTpoiika wuéppoBaHUsa

HasHaunTb TMN 1 KoY WGpoBaHus Ana nepegayn gaHHbIX SNMP-trap MOXHO
KOMaH/0:

(als_sw) (configure) #snmptrap snmpv3 encryption <trap-user> none
(als_sw) (configure) #snmptrap snmpv3 encryption <trap-user> aes <key>
(als_sw) (configure) #snmptrap snmpv3 encryption <trap-user> des <key>

Knroy LIJI/I(I)pOBaHI/IFI A0JIKeH ObITb ,D,}'II/IHOIZ oT 8 40 64 CMMBOJIOB.

MNpumep:

(als_sw) (configure) #snmptrap snmpv3 encryption "notificator" aes "enc_key_notificator_6rs31be"
War 5. HacTtpoiika agpeca npunemHuka SNMP-trap

MNocne HacTporku Nonb3oBaTensa Ans otnpasky SNMP-trap coobLyeHnr Bepcmn
SNMPv3 HeobxoAnMO yka3aTb agpec nprieMHrka SNMP-trap ¢ NOMOLLIbHO KOMaHZAb!:

(als_sw) (configure) #snmptrap snmpv3 ipaddr <trap-user> <ip>

MNapameTpbl:
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* <trap-user> — nms nonb3oBaTens Ana otrnpasky SNMP-trap, koTopbln 6yaeT
nCnosb3oBaTbCA Ana otnpaskn SNMP-trap;
* <ip>— agpec, kyga 6yayt otnpanatbcss SNMP-trap.

Mprmep:

(als_sw) (configure) #snmptrap snmpv3 ipaddr "notificator" 172.17.13.78

bnokumpoBka oTnpaBku SNMP-trap

Bnokunposka otnpasky SNMP-trap npu n3meHeHU onepaTnBHOIro COCTOAHNSA
NHTepdencos:

(als_sw) #configure
(als_sw) (configure) #no snmp trap link-status all

MpocmoTp

[MpocMOTpEeTL CNNCOK MPUEMHUKOB 1 Bepcun oTrpasasgemMblx SNMP-trap MOXHO
KoMaHzow (ana SNMPv1/2¢):

(als_sw) #show snmptrap

SNMP Trap Name IP Address SNMP Version
monitor 172.17.1.7 snmpv2
test 172.17.1.8 snmpv'1

Ana sepcnn SNMPV3 npocmoTpeTb cnncok npuemMHmnkos SNMP-trap,
nosb3oBaTesie, TUMOB XeLUMPOBAHUA 1 LUNPPOBAHNA MOXHO KOMAHZOW:

(als_sw) #show snmptrap snmpv3

SNMPv3 SNMPv3
User Name IP Address Authentication Encryption
notificator 172.17.13.78 MD5 AES
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'MABA 8. TOTUPOBAHWE

8.1 BBegeHwue B nornposaHue

JlornpoBaHMe — 3TO COXpaHEHMe TEKCTOBbIX COOBLLEHUIA O COBLITUSIX,
NPOUCXOAALLMX Ha YCTPOICTBE, B MAMATU YCTPOICTBA. TakMK COBLITUAMU MOTYT
6bITb U3MEHEHUSI COCTOAHUS PUINYECKUX MOPTOB, COBLITUSA U3MEHEHMS MOKa3aHNIA
AATUYMKOB 1 COBbITMA 0TKa3a annapartypbl.

Bnarogaps NO0rMpoBaHN0 MOXHO N3YUYnTb N3MEHEHVe COCTOAHNSA YCTPOKCTBa 3a
HEKOTOPbI MPOMEXYTOK BPEMEHU 1 OnpeAenTb BO3MOXHbIE MPUYMHbI BbIXOAa U3
CTPOSt U1 HENPaBWbHOW paboThbl yCTPOKICTBA.

Jlor 6bIBaeT NoKanbHbIV U yaaneHHbI (06bI14HO Syslog). JTokanbHbIN 10T XPaHUTCS B
NaMATY YCTPOWCTBA, YAaneHHbl Ha Syslog-cepeepe. Syslog-cepBep MOXHO
HaCTPOWTb Tak, YTO COObLLEeHMA ByAyT COPTMPOBATLCA N 3aNNCbIBAaTbCA B Pa3Hble
darinbl Mo npuopuTeTty. Hanpumep, COObLLEHVA A4pa YacTo HanpaBAsoTCA B
oTAeNbHbIN Galin, Tak Kak 3T1 coobLLeHUst Hanbonee BaXHble U JO/MKHbI PeryisipHo
NPOCMaTPMBAaTBLCA BO M3beXaHVe cepbe3HbIX Npobiem.

8.2 JlormpoBaHue Ha KommyTaTopax AJICUTEK

* onepaTtuBHbI nor (buffered logging) — coxpaHseTcsa B onepaTtuBHOMN
NaMATL YCTPOMCTBA U XPaHUT COObLLLEeHNS OT CTapTa YCTpoWcTBa 40
MOMeHTa nepesarpysku. [pn nepesarpyske onepaTmMBHbIA NOr
YHNUTOXaeTcs;

* NepMaHeHTHbIN flor (permanent/persistent logging) — coxpaHseTcs B
[LONTOBPEMeHHOV namMaATn ycTpoincTea (Ha flash), xpaHnT coobLueHus ¢
MOMEHTa NocnefHen OYNCTKN NepMaHeHTHOro sora. He ounwaeTcsa npw
nepesarpyske UM o4ncTke KoHeurypaummn. OumuiaeTcs ToNbLKO Mpu
BbINO/IHEHUN CreLManbHOM KOMaHAb;

* JIOrMpoOBaHVe BBegeHbix koMaHy (logging cli-command) — Bug,
NOTMPOBAaHUS, KOTOPbI BK/HOUAET 3anncb BBeAeHbIX KOMaH/ B
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onepaTMBHLIN 1N MEPMAHEHTHbIV (€CM OH BKKOYEH) /10T;

* NOrpoBaHMe B KOHCOb yrnpasneHus (console logging) — cneyyianbHbIN
BUZ NOTMPOBAHUS, KOrja COObLLLEeHNSA BbIBOAATCA HenocpeacTBeHHO B CLI.
BbiBog B CLI paboTaeT TO/NbKO B pamKax ceccun ynpasneHus. Korga ceccus
yrnpasneHus 3aBepLuaeTcs (Mo KOMaHAe, Uiy no TaimayTy) — BbIBOJ
npekpaLllaeTcs;

* lorMpoBaHue oTnpasneHHbIX SNMP-trap coobLueHn — Bce oTnpaB/ieHHble
koMmmyTaTtopoB SNMP-trap coobLLeHNsA 3aHOCATCS B CNeLvanbHbl 10T,
KOTOPbIA MOXHO MPOCMOTPEeTb OTAENbHOM KOMaHAOW;

* noruvpoBaHue Ha Syslog-cepsep (logging syslog) — oTnpaBka coobLLeHn
N0ora Ha HacTpoeHHbI Syslog-cepsep.

OnepaTtmBHbIN 1 MePMaHeHTHbI 10T paboTaroT MO NPUHLMMNY KONbLIEBOro bydepa.
BHOBb NpuxosLume CoobLLeHNA MOMELLATCA B KOHew, bydepa 40 Tex nop rnoka oH
He HaKOMUT MakCMMa/ibHOE KONMYeCTBO CO0obLeHVI. [Tpy MakcMMansHOM
3HaYeHNn pa3mepa KonbLEeBoro bydepa coobLLeHMs NPOAOIKAOT 3aNNCbIBaTLCA B
XYPHan, Ho Npu 3TOM COOBLLIEHNA B Hayase KONbLLeBOro bydepa yaanatoTcs.

Pa3mep onepaTVBHOIO 1 MePMaHEeHTHOrO /10ra BbIb1paeTcs B COOTBETCTBUM C
06BEMOM NaMATY KOHKPETHOro ycTponcTea, Ha AJ/1C-24110LVT pasmep
onepaTmBHOro siora — 20 TbICAY COOBLLEHN, MEPMAHEHTHOIO — 4 ThICAYN

CoObLLEeHNI.

Mo yMON4aHMIO Ha YCTPOMCTBE BKAKOUEH ornepaTtuBHbIi nor (buffered logging).

8.3 PaboTa c norupoBaHnem

OnepaTuBHbIA nor

HacTtpoiika

OnepaTuBHbIV nor (buffered logging) BkatoueH Mo yMon4aHuto, LONOAHUTENbHbIX
HacTpoek He TpebyeTcs.
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MpocmoTp

AﬂﬂHpOCMOTpaOﬂepaTMBHOFOﬂOFaBmeﬂHMTeKOMaHAw

(als_sw) #show logging buffered [<count>]

34echb [<count>] — KONMYECTBO BbIBOAMMbIX COOBLLIEHW (HEOBA3ATENBHbIN
napameTp). K npnmepy, 3HayeHue 10 BbiBegeT nocnegHvie 10 coobLueHn ns
ornepaTtmBHOro nora. Ecnm konnyectBo He ykasaHo, byayT BbiBeieHbl BCe
COO0bLLIeHVst onepaTUBHOIO Nora.

MepMmaHeHTHbIV Nior

HacTpoliika

BKHDQEHMGHepMaHeHTHOFOﬂOF&

(als_sw)(configure) #logging persistent <level>

34eckb <level> — ypoBeHb 10rMpoBaHnsA. YpoBeHb JIOTMPOBaHNA MOXET ObITb 3a/aH
yncnom ot 0 o 7 Um CTPOKOW 13 cefyroLlero cnucka: emergency, alert, critical,
error, warning, notice, info, debug. 3HaueHune 0 coOoTBeTCTBYET YPOBHIO
nornpoBaHnsa emergency, 3HadeHne 1 — ypoBHIO alert n Tak ganee. YpoBeHb Mo
YMOJIYaHUMIO: warning (4ncnoBoe 3HayeHve 4).

Kaxzoe 13 coobLLeHN nora nMmeeT onpegeneHHblil ypoBeHb BaXHOCTV OT O
(camble BaxHble, emergency) 40 7 (0OThago4uHble coobLeHns, debug). YpoBeHb
NOrMpoBaHNS MNO3BOAET OTOPOCUTEL HEBaXHbIE COODLLEHUS, N COXPAHATb TONIbKO
Te, YPOBEHb KOTOPbIX YNCIEHHO MeHbLLe UM paBeH ycTaHoBeHHOMY. [pumep:
NPV HaCTPOKKe YPOBHA NOrMpoBaHns B 4 (warning) B nepMaHeHTHbI ior nonaayT
BCe co0bLLeHVA ¢ ypoBHAMMK OT 0 A0 4 BKAtOUNTENIbHO. COObLLEeHNS C YypOBHEM C 5
no 7 6yayT oTOpOLLEeHbl 1 He nornaayT B NepMaHeHTHBbI /10T,

qTO6bIM3MeHMTbypOBeHbHepMaHeHTHOFOﬂOFa,BHHOHHMTGHOBTOPHOKOM&HAw

(als_sw)(configure) #logging persistent <level>

OTknroYeHne MnepMaHeEHTHOIo /10ra oCyLeCTBAAETCA KOMEIH,D,OI7II

(als_sw)(configure) #no logging permanent
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MpocmoTp

MpocMOTp NepMaHEHTHOTO J10ra BO3MOXEH KOMAaHZOIA:

(als_sw)(configure) #show logging permanent [<count>]

34ecb [<count>] — KONMYECTBO BbIBOAVMbIX COOBLLEHU (HEOBA3aTEIbHbIN
napameTp). Ecnm 3HaveHne He yka3aHo, byeT BbiBeAeT BeCb NepMaHeHTHbI /10T,

JNlornpoBaHue BBeAEeHHbIX KOMaHA

HacTpoliika

BKﬂmquMEHOFMpOBaHMHBBeAeHHXKOMaHﬁ

(als_sw)(configure) #logging cli-command

OTKNrYeHne:

(als_sw)(configure) #no logging cli-command

MpocmoTp

Mpn BKAKOYEHWN NOTUPOBAaHNA BBEAEHHbIX KOMaH/ KOMaHAbl 3aMncbiBatOTCA N B
OMepaTUBHbLIN /10T, U B MEePMaHEHTHbIN, e/ OH bbln BKAtoYeH. KomaHabl CLI He
6yAyT 3anncaHbl B NepMaHEHTHBbIN JIOT, eC/IN ero YpoBeHb HYXe YPOBHS
coobuieHnin CLI-komaHa — 6.

OuuncTka noros

OQVKTKaBCGXﬂOKaﬂbHHXﬂOFOBﬂpOM3BOAMT64KOMaHAOMI

(als_sw) (configure) #logging clear

OnepatumeHbI nor (buffered logging) Takke ounwaeTca Npu nepesarpyske
yCTpOUCTBa.
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JlorupoBaHwue B KOHCOJ1b YNpaB/ieHns

HacTpoliika

Mpwv BKAtOUEHUU nornpoBaHms B CLI coobLyeHns BbIBOAATCA HENOCPeACTBEHHO B
CLI-ceccuto ynpasneHus. [1pn 3TOM Ha Apyrue ceccnmn faHHas KOMaHa He BAnserT.

BkntoueHwne norvposaHusa B CLI:
(als_sw) (configure) #logging console 7
OTKNrYeHne:

(als_sw) (configure) #no logging console

JNlornpoBaHue B CLI TakxXe 3aBepLUaeTcs Npu 3aBepLUeHrIN ceccunn.
MpocmoTp cnucka SNMP-trap coobLyeHwniA

KommyTatop npu BO3HUKHOBEHW HEKOTOPbLIX COBbITUY MOXET cO0bLLaTb O HUX
BCEM HACTPOeHHbIM npuemMHrkam SNMP-trap coobLueHuin. Kaxgoe coobLeHne
byzeT 3aHeceHO B OTAeNbHbIV N10T, 415 NPOCMOTPa KOTOPOro UCMOJib3yeTcs
KOMaHAa:

(als_sw) #show logging traplogs

Log System Up Time Trap
1 0 days 00:01:24 Port: Link Up: 0/18
2 0 days 00:01:24 Port: Link Up: ©/17
3 0 days 00:01:24 Init: Cold Start

B 3ToM siore coxpaHsatoTcs Bce SNMP-trap coobLieHms. 3anncb BefeTcs no
NPUHLMNY KONbLIEBOro bydepa, MakCManbHbll pa3Mep KOTOPOro coctaBnsfeT 256
coobLeHunin. Npu nepesarpyske KOMMyTaTopa /1I0r OYNLLAETCS.

Y AAaHHOrO N10ra eCcTb HeCKO1bKO 0CobeHHOoCTew:
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* Mpu BbIBOZE Nora 60n1ee HOBble COObLLIEHNS OTOOPaXatoTCA B HaYvane;

* coobuieHna SNMP-trap, oTnpaBka KOTOPbIX OTK/AKOYEHa, He ByAyT 3aHeCeHbl
B nor SNMP-trap coobuieHnii;

* B or nonagatoT Bce SNMP-trap coobLieHuns, BHe 3aBUCMOCTY OT TOTO,
HacTpoeHbl A npueMHuK SNMP-trap coobLeHnin Ha KOMMyTaTope UK
HeT.

8.4 Syslog

MowaroBasa HacTpouka

LWar 1. HacTpoiika agpeca Syslog-cepBepa

[N HazHaueHWs agpeca Syslog-cepBepa NCMoib3yeTcs KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #logging host <ipaddress> ipv4 [<port>] [<severitylevel>]

MNapameTpsbl:

* <jpaddress> — IP-agpec Syslog cepBepa;

* [<port>] — HeobsA3aTeNbHbI NapaMeTp, MOPT Ha3HauYeHs Ha Syslog-
cepBepe;

* [<severitylevel>] — Heobs3aTeNnbHbIN NapaMeTp, ypOBeHb IOMMPOBaHUS.

YpoBeHb fiornpoBaHns ans Syslog-cepsepa paboTaeT no TOMY Xe NPUHLAMY, YTO U
ANs epMaHeHTHOoro siora. Mpw yctaHoBKe 3HauveHns 4 (warning) Ha Syslog-cepep
6yAyT OTrnpaBaeHbl CO0bLEeHNSA C YPOoBHAMMU OT 0 J0 4 BKAOUNTENBHO.

LWar 2. BkaitoueHne oTnpaBkKu coobLieHuin Ha Syslog-cepsep

[na BkIoYeHNs OTrpaBKK MCMNOJIb3YyeTCA KOMaH4da:

(als_sw) (configure) #logging syslog

Mocne BbINONHEHUS 3TOM KOMaHAbl COOBLLEHVA HAUHYT OTNPaBAATLCA Ha
yKasaHHbI Syslog-cepsep.
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8.5 TunoBble BONpPOCHI N OLLINGKUN

B: MoxeT N1 nepMaHeHTHBbIM 10T 3aN0IHNTE NaMATh YCTPOMCTBA U MPUBECTU K
BbIXOZYy 060pYAOBaHNSA N3 CTPOS?

O: Her, 6narozaps NnpuvHUMNY KONbLIEBOro bydepa MakCMManbHbIN pasmep
nepMaHeHTHOro 0ora U3BecTeH 3apaHee 1 He ByaeT yBeNnYnBaTbCS.

B: YHNUTOXAETCs I NePMaHEHTHbI 10T MPW ero BblKIYeHNN?
O: HeT, Npu BbIKNHOUYEHUM MEPMAHEHTHbIN 10T MPOCTO NepecTaeT 3anmncbiBaTbCs.

B: Kakoe Bpems nonazaet B cO0bLLeHWs nora?

O: CuctemHoe Bpems yCTPOCTBA. ECIM HacTpoeHa CMHXPOHM3aLINSA BPeEMEHN Mo
SNTP, To Bpems B fiore 6yseT KOppekTHOe, BHeLLHee. ECn CUHXPOHM3aums He
HaCTpoOeHa, TO BpeMs byeT oTcunTbiBaTbCs € 1 aHBaps 2000 roga naroc
KONNYECTBO CeKyHZ, KOTopble YCTPOMCTBO npopaboTano (Uptime).
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F'NABA 9. PORT SECURITY

9.1 Port Security Ha kommyTaTopax AJICUTEK

K mexaHn3Mmy Port Security Ha komMmyTaTtopax AJICUTEK oTHocUTCA paj GyHKLNN,
npeAHasHayYeHHbIX 4159 NOBbIeHNA 6€30MacHOCTU NCMO/Ib30BaHNA
obopyLOBaHMUS.

OCHOBHble HacTpouku Port Security BbIMONHAKTCA HENOCPEACTBEHHO B KOHTEKCTe
NHTepderica, 0AHaKO eCTb HeKOTOPble HAaCTPOWKW, KOTOPbIE BbIMOJIHAKTCA B
pexunmMe rnobanbHOro KOHPUrypmpoBaHUS.

9.2 HacTpowuka Port Security Ha UHTepdencax
OrpaHunyeHune MAC-agpecoB

Ha kommyTtaTtopax AJICMTEK npegycMoTpeHa BO3MOXHOCTbL OrpaHNYeHns
KonmMyecTBa AnHammuyeckn nsyveHHblx MAC-agpecoB Ha nHTepdelice.
OrpaHuyeHune HacTpamBaeTca B gnanasoHe ot 0 go 600. MNpw 3HaveHnn 0
KoOMMyTaTop nepectaeT nlyvatb MAC-agpeca npuxoasaLmx € 3Toro nHtepderica
nakeToB. 3HaYeHMe OrpaHNYeHuns rno ymondaHuro pasHo 600.

Ana paboTbl orpaHNYeHns He0H6X0ANMO BKAKOUNTL Port Security rnob6anbHo:

(als_sw) #configure
(als_sw) (configure) #port-security

B npumepe Huxe Ha nHTepdeiice 0/1 BkatovaeTca orpaHnyeHme B 5 MAC-agpecos:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #port-security

(als_sw) (configure) (interface @/1) #port-security max-dynamic 5

MNocne BBOAA 3TUX KOMaHZA 6yayT n3ydeHbl He 6onee 5 pa3znnuHbix MAC-agpecos,
npn NOCTyNAeHN HOBOIO NnakeTa ¢ HensydyeHHbIM MAC-agpecom naket byaeT
obpaboTtaH, Ho ero MAC-agpec He byzeT 3aHeceH B Tabavuy MAC-agpecos.
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N3onaumnsa nutepoeiicos (Port Isolation)

JaHHasa cny6a no3BonseT NpeAoTBPaTUTb Nnepesady AaHHbIX MexXay
yCTpoViCTBaMu, NOAKNOYEHHbLIMY K pa3HbIM MHTepdencam og4HOro KOMMyTaTopa.
AN 30NAUNUN HECKONBKUX MHTEpPdEencoB Apyr OT Apyra Heo6XoANMO 06 bEANHUTL
nx B 04Hy rpynny. OgunH nHtepdeiic He MoxeT bbiTb f0baBneH 6onee YeM B O4HY
rpynny U3onsuunm.

Ob6besnHeHMe B OAHY rpynny rapaHTupyeT, YTo Tpaduk Mexay nHrtepdericamm
3TOW rpynnbl He ByzeT nepesaBaTbCs. Bcero paspelueHo NCnonbL30BaTh TPU
rpynnbl, ¢ HoMepamu oT 0 40 2. 10 yMONYaHWIO U30NALMSA BbIKIKOYEHA, a rpynmbl
He coZep>XaT HM OA4HOro NHTepdenca.

Mpwn HacTpolike n3onaunm nHTepdpencos Tpaduk byaeT NPoAOIXKaTb NepeaaBaThCs:

* Mexay NHTepdercamum onpegeneHHon rpynnbl 1 nHTepdencamm 6es
rpynnbl;
* Mexay NHTepderncamm pasHblx rpynnm.

BknioyeHune nsonayun

,ﬂ,}'lﬂ rnomMeLlueHm4d I/IHTepCI)E‘VICOB B onpegeneHHyr rpynny n3ondaunm ncrionb3yeTcd
KOMaHZAa:
(als_sw) #configure

(als_sw) (configure) #interface 0/1-0/4
(als_sw) (configure) (interface 0/1-0/4) #switchport protected 0

B saHHOM npumepe nHTepdeinckl ¢ 0/1 no 0/4 BktoUveHbl B rpynny ¢ HomepoM 0 v
N3011POBaHbI ApYr OT Apyra. MNepesaya nakeToB mexay nHTepdeinncamm 0/1-0/4
HEeBO3MOXHa.

BbiknoyeHe nsonaymn

Ansa Toro, UTObObI NCKNKUYNTL oripegenieHHble I/IHT€p(|)€I7ICbI M3 rpynribl,
MCrMoJib3yeTCcA KOMaHA4a:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface ©0/1) #no switchport protected 0
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B aaHHOM npumepe 13 rpynnbl 0 cknroyveH nHtepderic 0/1, nHtepdencel ¢ 0/2 no
0/4 »n3 npeAblayLLero npmmMmepa oCcTanncb N30a1MPOBaHbI ApYr OT Apyra. Ecam
NCKAOUYNTBL N3 TPYNMbl BCe MHTEPEenChl, 30NN ByAeT OTK/IIOYEeHa AN 3TOM
rpynnbl.

3awmTa oT WwrTopmoB (Storm Control)

OTa cnyxba ncnonb3yeTcsa AN OrpaHNYeHns KonmyecTBa nepesaBaeMblX NakeToB
onpegeneHHoro tMna. Kak npasuno, cnyxba HacTpamBaeTcs Ha nHTepderncax
abOHEeHTOB, MOCKOJ/IbKY OHM MOTYT MOCbINaTh HeXenaTtenbHbl Tpaduk B CceTb.
OrpaHnyrBaTb MOXHO BXOAALLNYM broadcast-tpaduk, multicast-Tpadpurk nnm
Hen3BeCTHbIN unicast-tpaduk. Tpadumk unicast cunTaeTca HemsBeCTHbIM, ecnnt MAC-
ajipec HasHayeHUs nakeTa He M3yYeH Ha KOMMyTaTope.

HacTpolika 3almTbl OT LUTOPMOB 3aK/1H04aeTCs B YKa3aHMM MaKCMasIbHON
CKOpoOCTK BXoAsALLero Tpaduka. ECTb ABa cnocoba HaCTPOMKN: yKazaHue
MaKCMManbHOM CKOPOCTU B MakeTax B CEKYHAY (ppsS) nav yepes KNnobuTsl B
cekyHay (kbps). Ha kommyTaTope MOXXHO HaCcTPOUTb TO/IbKO OAMH BapUaHT 3aLLnThI,
HaCTPOUTb COBMECTHO OrpaHunyeHune B pps, 1 B kbps Henb3s.

Bk/1loueHMe orpaHUYeHns BXoAsLLero Tpadpuka ¢ MakCMMasibHO CKOPOCTbIO
B NMaKkeTax B CEKYHAY

Hue npeacTaBneHbl KOMaHAb! 4151 YCTaHOBKM 3HAYEHUSI OrpaHUYeHNst Anst BCexX
Tpex TMNoB Tpaduka:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #storm-control broadcast rate 20

(als_sw) (configure) (interface @/1) #storm-control multicast rate 30
(als_sw) (configure) (interface 0/1) #storm-control unicast rate 50

B aToM npumepe ans nHtepdeinca 0/1 yctaHoBneHO orpaHnyeHve B 20 nNakeToB B
cekyHay ansa broadcast-tpaduka. K npnmepy, ecnv Ha HTepdeinc noctynaet
broadcast-Tpaduk 21 nakeToB B CekyHAY, TO NPonayT To/bko 20 NakeTos, a 21-bIi
byaet oTbpoLueH. [lnsa multicast-tpadumka yctaHoBNeHO orpaHuyeHue B 30 nakeToB
B cekyHay, a ana DLF naketoB B 50 nakeToB B CEKYHAY.
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Bk/1loUueHMe orpaHUYeHmns BXoasLero Tpadpuka ¢ MakCMMasnbHO CKOPOCTbIO
B KMNo6MTax B CEKYHAY

Huxxe npeactaBneHbl KOMaHAbI 4714 YCTAHOBKW OrpaHn4yeHmna ana scex TmrnoB
Tpadwuka:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #storm-control broadcast kbps 64

(als_sw) (configure) (interface ©0/1) #storm-control multicast kbps 128
(als_sw) (configure) (interface @/1) #storm-control unicast kbps 192

B aTtom npumepe ans nHtepdeiica 0/1 yctTaHOBNEHO OrpaHnyeHne B 64 knnobuta B
cekyHay ans broadcast-tpaduka. K npumepy, ecnv Ha nHtepdeinc byaet noctynatb
broadcast-Tpaduk co ckopocTbto 128 KMNOBUT B CeKYHAY, TO MPOMAET TONbKO
nonosuHa. [lnsa multicast-tpadurika ycTaHOBNEHO orpaHuyeHmne B 128 K6ut/c, ans
DLF Tpaduka orpaHmnyeHmne yctaHoBneHo B 192 kbut/c.

OTK/IIDUEHMEe OrpaHNYeHnsA BxoasLero Tpaduka

OTKNOYEHNE MOXET I'IOTpe6OBaTbCFI nepeg temM, Kak CMEHUTb PEXNM OrpaHnN4YyeHnA
CppSHakbpr406paTHO.BHHOﬂHeHME3TMXKOMaHAHpMBeAeTKOTKﬂmquMD
3alWMThbI OT LUTOPMOB Ha UHTepdelice 0/1:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #no storm-control broadcast rate

(als_sw) (configure) (interface 0/1) #no storm-control multicast rate
(als_sw) (configure) (interface @/1) #no storm-control unicast rate

Mocne OTKAKOUEHUS OrpaHUYeHNss O4HOro T1Ma (Hanpumep, B pps) Ha BCex
NHTepdelicax KOMMyTaTopa MOXHO HaCTPOUTb OrpaHUYeHmne Apyroro Tmna
(Hanpwnwmep, B kbps).

Cny>x6a o6Hapy>keHus netenb (LBD)
JlaHHas cny>k6a No3BosieT aBTOMATUYeCKM onpesensTtb, ecTb n Ethernet-netna 3a

KOHKpPeTHbIM HTepdencoM. Kak npasBuno, 3ta cyxba BkIoUYaeTcss Ha aboHEeHTCKMX
NHTepdericax n npegoTepallaeT obpasoBaHuMe Nnete/b CleiyrLmnmMm obpa3om:

® KOMMYTaTop nepunogn4yeckn Linet CI'IELI,I/IaI'IbeII7I Ethernet-naket Ha

98



yKa3aHHble HTepdencbl N NpUHMaeT OTBET;

* eC/IV OTNPaB/IEHHbI KOMMYTAaTOPOM MakeT BEPHETCSA Ha TOT Xe nHTepdeiic,
C KOTOPOro 6bin OTNpaBieH — AeTeKTUpyeTcs NeTas;

* pu 06HapyXXeHUU NeTin GU3NYecKnii NOPT KOMMYTATopa BbIK/IHOUYaeTCs;

* BbIK/IOYEHHbI NOPT KOMMYyTaTOpa BOCCTAaHABAMBAETCSA Yepes HeKoTopoe
Bpems aBTOMaTn4eckn, Nocse Yero npoLecc AeTekTMpoBaHNA neTesb Ha
3TOM nHTepderice NOBTOPSAETCS;

* ecv neTnsa byaet obHapyXeHa BHOBb — MOPT CHOBA BbIK/KOYAETCA U
npoLecc NoBTOPSAETCS.

Mpwn 6n1okMpoBKe B Tabnnue MHTepdencos cTaTyc 3ab10KMPOBaAHHOIO NHTepdelica
npumet 3HayeHne "LBD Disabled". Bce cobbiTns cnyx6bbl LBD 3anncbiBaoTCA B N10T.
o ymMonuyaHuio eTekTpoBaHue netesib OTK/IK0YEHO.

ObLwasn cxema ana cnyxoéel LBD nsobpaxeHa Huxe:

0/1 loopback-detection

KOMMYTATOP YCTPOMCTBO

PncyHok 16. Cxema paboTbl Cy>K6bl 06HapyXeHVsa netenb

BknoueHuie LBD

[na BkaoYeHns C}'Iy)K6I:>I Ha ornpejesieHHOM MHTep(IJEVICG MCNOJ1Ib3yeTCA KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #loopback-detection

Cnyx6a LBD He MOXeT 6bITb BK/KOUEHA Ha MHTepdericax COBMECTHO CO CY>K60
LBDUD.
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BbikntoyeHue LBD

[n4a BblK/IFOYEeHUA MCNOoJ1b3yeTcd KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #no loopback-detection

[AononHnTtenbHble HacTpoiiku LBD

Ans cny>6bl 06HapyXXeHUs MeTeslb BO3MOXHO U3MeHEeHVe napaMeTpoB paboThbl.
Mepuos BoCcCTaHOBNEHUSI MHTePdENCa, BbIKIHOUEHHOIO NP 0B6HaPYXXeHWW NeTu,
MOXHO U3MEHNTb KOMaHZOMN:

(als_sw) #configure
(als_sw) (configure) #loopback-detection recovery time <seconds>

Bpemsa ykasbiBaeTca B CeEKyHAAX U MOXET MpUHMMaTh 3HaveHus ot 1 go 1800
CcekyHZ. o ymonuyaHuo BpeMsa BOCCTaHOBNEHNSA paBHO 60 cekyHAaM.

Cny>x6a o6Hapy>kKeHMsi ogHOHanpaBJ/ieHHbIX coeagnHeHu (LBDUD)

JleTeKkTpoBaHVe OAHOHaNpPaBAeHHbIX COeANHEHN NO3BOISAET YCTPOMCTBAM,
NOAKMHOYEHHbIM OZAHOHAMNPaBAEHHbIMU ONTUYECKUMU MOAYNSIMU, OTC/IEXMBATb
busnyeckyro KoHGUrypaumto kabenem n obHapyxmBeaTb NosBAeHVE
O/ZlHOHanpaB/eHHbIX COefUHeHUA. [py 0BHapy>XeHN 04HOHaNpPaBeHHOro
COe/IMHeHNsI COOTBETCTBYHOLLMIA MHTEPPENC OTKIHYaeTCs.
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ObLwasa cxema ana cnyxbel LBDUD n3obpaxeHa Huxe:

KOMMYTATOP

KOMMYTATOP KOMMYTATOP
PncyHok 17. CxeMa paboTbl cnyx6sl LBDUD

TexHonorvna LBDUD HecoBMecCTMMa C aHaNorMYHbIMW peLleHnaMu Apyrx

npoussoauTenei. [lna koppekTHown paboTel cnyxba LBDUD ponxHa 6bITb
BK/IFOYEHA Ha BCeX YCTPOWMCTBAaxX B CXeMe BbiLLe.

BknwouyeHuie LBDUD

Ana BKNOYEHNS CNy>6bl Ha onpeAeseHHOM NHTepdelice NCNONb3YyeTCst KOMaHAA:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #loopback-detection unidirectional

Cny>x6a LBDUD He MOXeT 6bITb BK/IKOUEHA Ha MHTepdericax COBMECTHO CO CY>K60W
LBD.

BbiknroyeHvie LBDUD

BbIK/IIOUNTL CNYXXOY Ha MHTepdeice MOXHO KOMaHAOoM:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #no loopback-detection unidirectional
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AononHnTtenbHble HacTpoiiku LBDUD

AﬂﬂCﬂMK6HﬁET@GMpOBaHMHOAHOHaHpaBHEHHHXCOEAMHGHMMBOBMOXHO
M3M€H€HM€HapaMeTpOBpa6OTH.nepMQQBOGﬂGHOBHEHMHMHTep¢EMC&
BHKHDMEHHOH)HpMO6HapyXGHMMOAHOHaHpaBHEHHOFOCOGAMHGHMH,MOXHO
M3M€HMTbKOMaHAOMZ

(als_sw) #configure
(als_sw) (configure) #loopback-detection unidirectional recovery time <seconds>

Bpems yka3biBaeTca B CEKYHAAX U MOXeT NpuHMMaTh 3HaveHnsa ot 1 o 1800
cekyHa. Ecnn ykasaTtb 3HayYeHne BpeMeHU PaBHbIM HY/IHO, MHTepdelic He byaeT
aBTOMaTN4YeCcKn BOCCTaHaBAMBaTbCA. 3HaUeHVe BOCCTaHOB/IEHWSA MO YMONYaHUIO —
60 cekyHA,.
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'MABA 10. LLDP

10.1 BBegeHue B LLDP

Link Layer Discovery Protocol (LLDP) — npoTOKOn KaHa/nbHOrro ypoBHS,
NO3BONAOLWMIA ceTeBbIM YcTpoicTBaM (LLDP areHTam) aHOHCKMpoBaTh B CeTb
nHopmaLuio o cebe, a Takxke cobmpaTtb 1 HakanaAMBaTb MHPOPMALMIO O APYTUX
ycTporictBax. lNMpoTokon onvcaH B ctaHgapTe IEEE 802.1AB.

10.2 LLDP Ha kommyTaTopax AJICMTEK

KomMyTaTop npw BkAoUYeHU cy6bl LLDP HauvHaeT nepnoguyeckn oTnpasnaTb
LLDP-coobuieHmnsa cocefjHVM ceTeBbIM YCTporcTBaM. LLDP-coobLueHus,
npuxoAsaLLme oT APYruxX YCTPOWCTB, COXPAHSAETCH B NaMATV KOMMYTaTopa Ha BpeM4,
yKasaHHoe B caMOM LLDP-coobLueHnn. He3aBnCcMMO OT TeKyLLLero COCTOSAHMS,
KOMMYTaTOp He nepeHanpasnseT Ha Apyrne nHtepdencol nonyyeHHsle LLDP-
coobLeHus.

HacTtpownka

LWar 1. BknoyeHue onpasku LLDP-coo6LeHnin Ha nHTepdeiice

[na BKIOYEHNS OTrpaBKK COO6LL],€HI/II7I MCroJib3yeTcd KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #lldp transmit

Mocne BbINONHEHNS 3TOM KOMaHAbl KOMMYyTaTop byaeT OTnpaBnATb C UHTepdelica
0/1 LLDP-coobLeHns co cnesyowmmuy noasMun:

* MAC-agpec kommyTaTopa. Nepegaetca B none "Chassis ID", noatnn "MAC
address";

* HanMeHoBaHWe nHTepdeiica. Nepegaetca B none "Port ID", noaTnn "Locally
assigned";

* Bpems XpaHeHud. [NepegaeTca B none "Time To Live".

Mo ymonuaHmno KommyTtaTop oTrpasnseT LLDP-coobuweHnsa kaxable 30 cekyHA,
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LWar 2. BkatoveHue npuema LLDP-coobLieHnii Ha uHTepdeiice

ANna BKNOYEHNS NpUeMa COOBLLEHNA OT APYrX YCTPOMCTB NCMO/b3YeTcs KOMaHAA:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #lldp receive

MNocne BbINOAHEHWS 3TOM KOMaHAbl KOMMYTaToOp 6yAeT NpUHUMaTh N XPaHUTb
cBeZeHus 06 yCcTponcTBe, NOAKIHOYEHHOM K UHTepdelicy 0/1.

War 3. N3ameHeHUe nepuoga oTnpaBku LLDP-coo6LeHniA (ONLMOHaIbHO)

o yMOn4aHMIO KOMMYTaTOP OTMPaBAseT coobLLeHNs Kaxabli 30 cekyHA. 3To
3HayveHne MOXHO N3MEHUTb KOMaHZOM:

(als_sw) #configure
(als_sw) (configure) #lldp timers interval 5

[Neprog MOXHO yKa3aTb OT 5 40 32768 cekyHA.

LWar 4. Jo6aBneHue B nepepasaemMble coobLieHuns IP-agpeca kKommMmyTaTopa
(onuvoHanbHO)

CeezieHns 06 yCTPOMCTBe NepesatoTca B BuAe Habopa TLV, onncaHHble B cTaHZapTe
IEEE 802.1AB. TLV 3TO COBOKYMHOCTb Tpex noJien: nosae tmna (onpesenset
cogepxumoe TLV), none pasmepa 1 rnone caMux gaHHbiX. [laHHble, B CBOKO o4vepesb,
TakXXe MOry MMeTb CJIOXHYH CTPYKTYPY, popMaT KOTOPOI byaeT onpeAensiTbCs
noaTunom. NMommmo obszatenbHbiX TLV, Takux Kak "Chassis ID" (TLV Tun 1), "Port
ID" (TLV Tun 2) n "Time To Live" (TLV Tun 3), B nepejaBaemble NakeTbl MOXHO
£06aBNTb psij cneyyanbHbIX TLV.

Ansa Toro, uTo6LI 406aBUTL B NepejaBaemMble NakeTbl IP-agpec kommyTtaTopa (TLV ¢
TUMNOM 8), BbINO/HAEM KOMaHAy:
(als_sw) #configure

(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #lldp transmit-mgmt

MNocne BbINOMHEHWSA 3TOM KOMaHAbl KOMMYTaToOp byZeT nepejaBaTth cBoW IP-aspec B
coobueHusx LLDP. IP-agpec koMmmyTaTopa nepesaéTtcs B BUAe YeTblpex OKTeTOB, C
noatunom 1, yto 1 o3Hauvaet IPv4-agpec.
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LWar 5. lo6aBneHue B nepesaBaemMble COO6LLLEHUSA UMEHU YCTPOACTBA
(onUuMoHanNbHO)

C nomMoLbo CneayroLein HAaCTPOMKN MOXKHO BKAKOUNTL OTMpaBky System Name
ycTporictBa B TLV ¢ Tnom 5 (System Name TLV):

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #lldp transmit-tlv sys-name

Mocne BbINONHEHNS 3TOW KOMaHAbl KOMMYTaTop byAeT nepesaBaTb CTPOKY
npurnaweHunsa CLI B cooblieHnax LLDP. MpurnaweHmne MoXHO N3MEHUTb
cnesyroLlen KOMaHAoM:

(als_sw) #set prompt "switch1"
(switch1) #

EcTb v gpyrovt BapmaHT. o ctaHgapTy IEEE 802.1AB, ecnun ycTporicTBO COBMECTUMO
c REC 3418, To B kauecTBe System Name Hy>XHO 1Ccnonb30BaTb SysName o6bekT
SNMP. ina BKAHOYEHUS COBMECTUMOCTU C 3TUM CTaHAAPTOM HY>XXHO BbIMONHUTL
C/IeyIOLLYIO KOMaHAY:

(als_sw) (configure) #lldp rfc3418

N3MeHUTb sysName MOXHO C MOMOLLbIO C/lefytoLLeil KOMaHAb:

(als_sw) (configure) #snmp-server sysname "switch1"

MpocmoTp

MpocMoTp MHOPMaLMK O APYrX YCTPOMCTBAX, KOTOPble coobLLnan o cebe no
npotokony LLDP, Ha Bcex nHTepdeiicax, HaCTPOeHHbIX Ha npuem LLDP:

(als_sw) #show 1ldp remote-device all

LLDP Remote Device Summary

Local
Interface RemID Chassis ID Port ID System Name
0/1 1 172.17.1.5 20
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Bonee geTanbHyto MHGOPMALIMKO MOXHO MOAYUYNTL KOMaHAOM:

(als_sw) #show 1lldp remote-device detail 0/1
LLDP Remote Device Detail

Local Interface: 0/1

Remote Identifier: 1

Chassis ID Subtype: Network Address
Chassis ID: 172.17.1.5

Port ID Subtype: Local

Port ID: 20

System Name:

System Description:

Port Description:

System Capabilities Supported:
System Capabilities Enabled: router
Time to Live: 63
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'MABA 11. VLAN

11.1 BBegeHue

VLAN (aHrn. Virtual Local Area Network, BupTyanbHas iokanbHasa ceTb) — rpyrna
Y3/10B CeTU, TPaPUK KOTOPOW, B TOM HMC/IE LMPOKOBELLATE/IbHbIW, Ha KAHa/IbHOM
ypoBHe (Layer 2) MOJIHOCTbIO N30AMPOBaH OT Tpaduka Apyrux y3nos cetu. VLAN
NO3BOJISIET CO3/,aBaTb NMOHOCTLIO U30/IMPOBAHHbIE CErMEHTbI CEeTU MyTeM
NOTNYeCcKoro KOHPUryprmpoBaHMs KOMMYTaATOPOB, He npuberast K U3MeHeHU o
buU3nYecKom CTPYKTYpbl CETN.

BHyTpU KOMMyTaTOpa HacTpoik VLAN nNo3BONSAIOT U30IMPOBAaTh Tpaduk Mexay
nHTepdericamu:

VLAN 100 _¢

VLAN 300 VLAN 200

KOMMYTATOP

PncyHok 18. N3onaumsa Tpadurka ¢ nomowsro VLAN

VLAN cTpoATCs Ha OCHOBe TeroB. Ter — MeTKa-ugeHTudurkaTop, Jobasnsemas K
Ethernet-kagpy 1 ncnonb3lyemas ans nepegaydv MHGopMaunm o NPUHaLNEXHOCTU
Kagpa k onpegeneHHoMy VLAN. OnuncaHne npviseseHo B cTaHgapTe IEEE 802.1Q.

KoMmmyTaTop onepupyeT TOJIbKO TervpoBaHHbIMW nakeTamu. 1o ymonyaHuio Bce
NHTepdericbl KOMMyTaTopa OTHOCATCA K ycsioBHOM ceTn VLAN 1 ¢
naeHTnemnkaTopom VID, paBHbIM 1. Bce HeTernpoBaHHbIe nakeTbl Ha BXoAe
nHTepderica kommytatopa Tervpyrotcs VLAN 1, a Ha Bbixoge Ter VLAN 1 cHuMaeTcs.
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MpoXoXAeHMe NakeTa BHYTPY KOMMYyTaTOpa M306paXkeHO Ha CXeMe HUXE:

Mpasuna
5 . Mpasvna Bxogswine GacTus
XOAALLMM bunbTpaymm npasuna Y L
nakeTt (Participation
(acceptframe) (Ingress rules)
rules)
v
Matpuua
KOMMyTaLmmn
. Mcxogawme Mpasuna
BbixoaaLumia npasuna yyactus
naker (Egress rules) (Participation
rules)

KOMMYTATOP

PucyHok 19. CxemMa npoxoXaeHnsa rnakeTta yepes KOMMyTaTop

11.2 HacTtpoiika VLAN

Hactpoika VLAN Ha KOMMyTaTtope rnpoxoAuT B HECKOJIbKO 3Taros:

* co3gaHue VLAN;

* HacTpolika npasua GunbTpaLnm;
* CO3JaHue BXOAALLMX MPpaBun;

* CO3JaHve NpaBu y4acTus;

* CO3JaHne NCXOAALLVX NpaBu.

CozpgaHume VLAN

Ana Toro 4Tobbl KOMMYTaATOP MO MPUHUMAaTL 1 06pabaTeiBaTe VLAN, Heob6xoamMmo
ero cosgatb. Ana co3gaHna VLAN rcnonb3yeTtca cneaytoLlas KoMmaHAa:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan <vlan list>
(als_sw) (Vlan) #exit
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Hanpumep, ana co3gaHuma Tpex VLAN (244, 600 1 1000 Ha npuMepe Hmxe)
MNCMONb3YIOT KOMaHAYy:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 244,600,1000
(als_sw) (Vlan) #exit

B 37Ol KOMaHze MOXHO 3agaBaTb Habop VLAN cnegyroimm cnocobamu:

* nepeuyncneHvie VLAN yvepes 3anatyto (100,101,102,110);
* ykasaHwve nHtepsasna VLAN yepes 3Hak "-" (100-102);

* KOMOMHMPOBAHHbLIM CMOCOBOM, UCMONb3Ys NepeYvncaeHre 1 MHTepBan
(100-102,110).

Kaxxgomy VLAN MOXHO Ha3HaunTb UMS, CAeNaTb 3TO MOXHO CeytoLler KOMaHAoM:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan name <vlan id> <vlan name>
(als_sw) (Vlan) #exit

Ha nprimepe HuKe rnokasaHbl KOMaHAbl HazHaveHunsa nmeHn "IPTV" ansa VLAN 600:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan name 600 "IPTV"
(als_sw) (Vlan) #exit

Nmsi oTobpaxaeTcs B KOHOUIypaLmm KoMMyTaTopa 1 B TabvLax CTaTUCTUKMA,
HacTtpovika npaBun ¢punbTpayumn

MOXHO HacTpouTb NHTepdelic TakK, YTOBbI OH MPUHMMAaN TONbKO TervMpoBaHHbIe
nakeTbl. s 3TOro UCNob3yeTcs CneaytoLLas KoMmaHaa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface ©0/1) #vlan acceptframe vlanonly
(als_sw) (configure) (interface @/1) #exit

(als_sw) (configure) #exit

109



Tak>xe MOXHO HaCTpPOUTb MHTep¢e|7|c Tak, yTO6bI OH npmHMMan To/1bKO
HETErMpoBaHHbIE MaKeTbl. ﬂ,ﬂﬂ 3TOro NCronb3yeTcd cnegyroad KoMaH4da:
(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #vlan acceptframe admituntaggedonly

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

HoyMOﬂanMK)MHTep¢EﬁCHpMHMMaeTTeFMpOBaHHbEl4HeTeﬂApOBaHHbE
MaKeThbl. ,ﬂ,]’lﬂ 3adaHnA TakKoro noeeaeHma NCroJib3yeTcqa cieyroLllad KOMaH4a:
(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #vlan acceptframe all

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

Mpwn HacTporike 04HOro 13 pexurmoB (vlanonly nnn admituntaggedonly), nakeTbl
NPOTMBOMOJIOXHOIO T1Ma ByAyT OTOpOLLeHbl Mo NpaBwuay acceptframe.

HacTpolika BXxogawwmx npaBsun

Ana BXxoAsLlero HeTerMpoBaHHOIO NakeTa MOXHO YCTaHOBUTb Ter No 04HOMY U3
npaswu. MpruopuTeT NpaBuaa TerMpoBaHNA ykasaH B nopsjke yobiBaHns (1 —
HaWBbICLUNIN, 3 — HAUMEHbLLUWIA):

1. Ha ocHoBe MAC-agpeca (MAC-based).
2. Ha ocHoBe 3HaueHus nons Ethertype (Protocol-based).
3. Ha ocHoBe nHTepdelica (Port-based).

Echv pna naketa noAxXoAAT HECKOJIbKO NMpaBui, TO cpabaTbiBaeT NpaBwuio, y
KOTOPOro Bbille npuopuTeT. Hanpumep, ecim ycTaHOBIEHO Npasuio Ha ocHose 0/1
nHTepderica TervpoBaTtb Naketbl VLAN 3 n ycTaHOBNEHO rnobanbHOe nNpaBuio Ha
ocHoBe MAC-agpeca TermpoBaTb nakeTbl VLAN 5, To nakeT 6yseT nepesaH Aanblue
c VLAN 5, echv ero MAC agpec nCToYHMKa coBnajaeT C yKkasaHHbIM B NpaBuie
TernposaHusa Ha ocHoee MAC-agpeca.

Mo yMon4aHuio Ha Bcex MHTepdercax KOMMyTaTopa BXOAALLNI HETernpoBaHHbINA
Tpadpuk Ternpyetca VLAN 1.
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HacTtpownka MAC-based VLAN

Ans TOro, YTo6LI HACTPOUTL TErMPOBaHKE BXOAALLLEro HeTermMpoBaHHOIo Tpaduka
onpegeneHHbiM VLAN, ocHoBbIBasgcb Ha MAC-agpece NCTOYHUKAE, NCMONb3YeTCs
cnegyroLlaa KomaHaa:

(als_sw) #vlan database

(als_sw) (Vlan) #vlan association mac <MAC-address> <MAC-address mask> <vlan id>
(als_sw) (Vlan) #exit

B aaHHOI KoMaHAe ¢ nomoulbto nonsa <MAC-address mask> MOXHO 3a4aTb
AnanasoH MAC-agpecos. Ecnm kommyTaTop NprMeT naket, y kotoporo MAC-agpec
NCTOYHMKa NonagaeT Noj OAHO 13 NpaBwi, TO 3TOMY NakeTy byaeT HazHayeH
yka3aHHbIn B npasusie Ter VLAN. MpaBui MoxeT 6biTb HeCcko/bKo. Ecin naket
nonajaet NoJ, HeCKOJIbKO NpaBu/, TO MPUMEHSAETCA TOJIbKO CaMoe MnepsBoe, B
nopsjke co3faHus.

B npumepe HMXe ana onpegeneHHoro MAC-agpeca HasHadaeTtca VLAN 97:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan association mac 08:60:6e:6f:5b:6c ff:ff:ff.ff.:ff.ff 97
(als_sw) (Vlan) #exit

Mprmep ncnoib3oBaHWA Macku AN 3ajaHna gnanasoHa MAC-aapecos:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan association mac 08:60:6e:6f:5b:00 ff:ff:ff:ff:ff:00 97
(als_sw) (Vlan) #exit

Mocne BbINOMHEHWS 3TOM KOMaH/Abl BCeM BXOAALWMM nakeTtam ¢ MAC-agpecamu
NCTOYHVKa B gnana3oHe oT 08:60:6e:6f:5b:00 go 08:60:6e:6f:5b:ff byseT fobasneH
Ter VLAN 97. Obpatute BHMMaHWe, YTO Ha MHTepdeincax Heobxoa4IMO BKIHOUNTE
o6paboTtky VLAN 97.

HacTtpowka Protocol-based VLAN

HacTpoiika TermpoBaHunsi BXOASILLEro HeTermpoBaHHOro Tpadurika Ha OCHOBe
3Ha4eHusi nons Ethertype npon3BoanTCcs B HECKOBKO LLArOB: CHaYvana co3AaeTcs
rpynna, eri HazHa4vaeTcs UMsa 1 VLAN, 3aTeM k rpynne go6aBnsieTcst NpoOTOKO, Ha
OCHOBe KOTOPOro 6yAyT TerMpoBaTbCs NakeTbl, MOTOM Ha UHTepdelice
NpUMeHsIeTCs co34aHHas rpynna.
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War 1. CozpaaHue rpynnsl

Ana co3gaHuns rpynnsl NCNONb3YeTcs CleytoLlan KomaHza (B npumepe
ncnonb3oBaHa rpynna 1):

(als_sw) #configure
(als_sw) (configure) #vlan protocol group 1
(als_sw) (configure) #exit

Bcero paspeLueHo ncnonbL30Bath rpynnbl ¢ HoMepamuy oT 1 40 16 BKAKOYUTENBLHO.

War 2. HasaHaueHVe NMeHm rpynnbl

Ans Ha3HaYeHUss UIMEHW rpynnbl UCMONb3YeTCs CieAytoLlas KoMaHAaa:

(als_sw) #configure
(als_sw) (configure) #vlan protocol group 1 named "PPPOE"
(als_sw) (configure) #exit

B kauecTBe ID rpynnbl HY>XHO NCMO/Ib30BaTh TOT Xe HOMep, YTO HbI1 NCMOIb30BaH
npw co3gaHuu. B npnmepe rpynne c HomepoM 1 HasHauvaetcs nms "PPPOE".

LWar 3. HasHaueHue VLAN rpynne

Ana 3agaHua Toro, kakmm VLAN 6yayT TerpoBaHbl NakeTbl, UCNONb3YyeTcH
cnejyroLlaa KomaHaa:
(als_sw) #vlan database

(als_sw) (Vlan) #protocol group 1 600
(als_sw) (Vlan) #exit

B saHHOM npumepe ans rpynnbl 1 HazHaveH VLAN 600. O6paTuTe BHUMaHue, 4To
VLAN 600 fosikeH 6bITb CO34aH, a A1 KOPPEKTHOM paboTbl HYXXKHO HAaCTPOUTL ero
06paboTky Ha nHTepdercax.

LWar 4. o6aBneHne NpoToOKO/10B

Ans fo6aBneHnst NPOTOKOOB, HA OCHOBE KOTOPbIX ByAeT MPUCBOEH Ter,
MCNONb3yeTCsa CieayroLlan KoMaHaa:

(als_sw) #configure
(als_sw) (configure) #vlan protocol group add protocol <group id> <protocol>
(als_sw) (configure) #exit
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3Ha4yeHVe NnapameTpa <protocol> MoXeT NPUHMMATb ClefytoLLMe 3HAYEHWS:

* arp — Address Resolution Protocol (ARP);

* ip — Internet Protocol (IP);

* ipx — Internetwork Packet Exchange (IPX);

* pppoe_discovery — 3Tan obHapyxeHusi PPPoE (PPPOED);
* pppoe_session — 3Tan ceaHca PPPoE (PPPOES).

Tak>xe MOXHO HaCTPOUTb TErmMpoBaHMe naketa Ha OCHOBE onpeaeneHHoro
3Ha4yeHund nonsd Ethertype C NMOMOLLbHKO KOMaHAbI:

(als_sw) #configure

(als_sw) (configure) #vlan protocol group add protocol <group id> ethertype <ethertype>
(als_sw) (configure) #exit

B 31OV KOMaHZze BBOAMUTCA YMC/IOBOe 3HayeHMe nond Ethertype. Jonyctnmo
1nCcnonbL30BaThb 16-pryHyro 3annce, HanpmumMep 0x0800.

War 5. MpumeHeHMe rpynnbl Ha NHTepdence

Ansa Toro 4tobbl MHTepdenc mor obpabaTbiBaTb NaKeTbl COrAaCHO NpaBuaIaM
rpynnbl, HEO6XOAMMO NPUMEHUTL FPynny Ha HTepdeice. [1na 3TOro NCMNONb3yeTCs
cnejyroLlas KOMaHAa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #protocol vlan group <group id>
(als_sw) (configure) (interface @/1) #exit

(als_sw) (configure) #exit

HacTtpowka Port-based VLAN

Ana Toro, uTo6bI 3a4aTb TErMpPOBaHME BXOAALLErO HeTernpoBaHHOro Tpaduka
onpegeneHHbIM VLAN Ha nHTepdelice, nCnonb3yeTcs cneayroLlas KOMaHaa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #vlan pvid <vlan id>
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit
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HacTpolika npaBua yyactums

NHTepderic MoxeT obpabatbiBaTb TO/IBKO Te VLAN, KOTOpble NPOnMcaHbl B
npasunax yydactusa. Ecnm Ha BxoZ nHTepderica (nocse npoxoxaeHnsa npasu
drnbTpaLMM 1 BXOZALLMX MPaBua) NonajaeT nakeT ¢ TeroM, B 06paboTke KOTOPOro
NHTepdenc He yyacTByeT, TO TakOM NakeT byaeT oTOPOLLIEH.

Mocne punbTpaunm 1 06paboTKm BXOAALLMMU NpaBUiaMu onpesensaeTca ydactme
nHTep¢ericos B 06paboTke rnakeTos C onpegeneHHbIMN 3HadeHnamMn VLAN. Maket
MOXeT bbITb MepeAaH Ha NHTepdenchl, KOTopble ornpejenieHbl Kak y4acTHUKY VLAN,
KOTOPbIM TEerpoBaH nakeT. ECv HU O4UH 13 NHTepdencoB He ABNAETCH
y4acTHMKOM 31oro VLAN, To naket 6yaeTt oTopoLLeH.

Mo ymMonuaHuto Bce nHTepdericel 0bpabatbiBatoT ToNbKO 1 VLAN, nakeTbl ¢
ApyrvMn Teramm 6yayT otépoLueHsl. ns BkatoueHna obpaboTtkm VLAN Ha
nHTepderce NCrosib3yeTcss KOMaHAa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #vlan participation include <vlan id>
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit

Ansa Toro utobbl nckaunTb VLAN 13 06paboTkm Ha MHTepdeice, NCNob3yeTcs
KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #vlan participation exclude <vlan id>

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

KomaHza ncknroveHnsa ns obpaboTtkm Takke MoXeT bbITb npuMeHeHa ans VLAN 1.
3T0 MO3BOJINT 3aNpPeTUTb HeTerMpoBaHHbIN Tpaduk Ha nHTepdeiice. Toro xe
3ddekTa MOXHO JOCTUTHYTb, YCTAHOBWB pexXyM 06paboTky rnakeToB Ha
nHtepoerice vlanonly (obpabaTbiBaTb TONLKO TEMMPOBAHHbIE MAKeTbI).
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HacTpoiika ucxogsamx npaBun

MocnegHVM LaromMm o6paboTkM NakeTa ABASETCA NPaBUI0 ANSA BbIXOAALLErO C
nHTepderica Tpadpurka. Ha JaHHOM Liare onpesensdeTca 418 Kakmx 3HadeHuin VLAN
Tpaduk c HTepdeiica nakeT OyAeT BbIXOAUTb C TEroM, a AN Kaknx 6e3 Tera.
CywiecTByeT ABa pexwuma: tagging (ter VLAN octaetcs) n untagging (ter VLAN
yaansietcs). 1o yMon4aHumio BCce NHTeppencbl Ha KOMMYTaToOpe HaxoAATCA B
pexvme untagging ana scex VLAN.

[na TOro 4To6bl HACTPOUTL TEMMPOBaHME NCXOoAsLLEero Tpaduka, NCNoNb3YyeTCs
cnefyroLLiasi KOMaHAA:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface ©0/1) #vlan tagging 100
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit

Mocne BBOAA 3TOM KOMaHAbI Bce NakeTbl, nonyymsime ter VLAN 100 Ha
KOMMyTaTope 1A npuilejLume ¢ HAM, byayT BbIXOAUTb C MHTepdeiica 0/1 ¢ 3Tum
Terom.

AN OTKNHOUEHUS peXnMa TETMPOBaHUS UCMOJb3YeTCst KOMaHAA:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #no vlan tagging 100
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit

B atom cniyyae naketsl, nonyymsLlvie ter VLAN 100 Ha KoMMyTaTOpe Unu
npuveLmne ¢ HUM, ByayT BbIXOANTb € MHTepdeiica 0/1 6e3 Tera.
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MpocmoTp VLAN

Ana npocmoTpa Bcex VLAN, co3aHHbIX Ha YCTPOMCTBE, UCMONb3yeTcs CneyroLas
KOMaHAa:

(als_sw) #show vlan

VLAN ID VLAN Name VLAN Type
1 Default Default
111 Static
375 IPTV Static
660 Static
900 Static
1000 Management Static

STa Tabauua BbIBOANT CNUCOK co34aHHbIX VLAN 1 nx nmeHa (echm nmsa 6bi10
HaCTPOEeHO).

Bonee getanbHy0 MHPopmaLmto No KOHKpeTHoMy VLAN MOXHO MOCMOTPeTb
cnesyroLlen KOMaHAoM:

(als_sw) #show vlan 375

VLAN ID : 375
VLAN Name : IPTV
VLAN Type : Static

Interface Current Configured Tagging
o1 Include  Include  Untagged
é}é4 Include Include Untagged
0/25 Include Include Tagged
é}é8 Include Include Tagged

Mona B 310N Tabaune:

* Interface — Homep MHTepdelica;

e Current — TekyLLlee COCTOSAHME yYacTMa JaHHOro nHTepdelica B obpaboTke
VLAN. MoxeT 6bITb "Include” (yuactyeT B 06paboTke) 1 "Exclude" (He
yyacTByeT B 06paboTke);

* Configured — HacTpoeHHOe COCTOSAAHME YYacTUA JaHHOro nHTepdelica B
obpaboTke VLAN. MoxeT bbITb "Include" (yuactByeT B 06paboTke) 1
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"Exclude" (He yuacTByeT B 06paboTke);

* Tagging — ncxogduee npaswuno 419 VLAN Ha faHHOM MHTepdeice. MoxeT
6bITb "Tagged" (MmeTka VLAN ocTaeTcst Npu BbIXOZe MakeToB C MHTepdelica) v
"Untagged" (meTka VLAN cH1MaeTcs).
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F'MABA 12. DOUBLE VLAN (Q-IN-Q)

12.1 BBegeHue B Q-in-Q

Q-in-Q — TexHosI0rnA, NO3BOJIAIOLLAA MaKeTy MeTb Heckonbko 802.1q Teros.
OnucbliBaeTca ctaHgapToMm IEEE 802.1ad. [na paboThl TpebyeTcs noggep>Xka Ha
060opyAoBaHMN, TaK Kak 60/IbLUMHCTBO L2 ycTponcTB paboTaroT TONBKO C OAHUM
TErom.

Mpw Ha3HayeHWM ABOMHOrO Tera NakeT NpMobpeTaeT CnesyroLLNA BUA;

DMAC SMAC Ethertype = Data ...

DMAC SMAC VLAN Ethertype = Data ...
outer

DMAC SMAC S-VLAN I C-VLAN Ethertype = Data ...
outer inner

PncyHok 20. Cxema naketa Ethernet npu go6asneHnmn ogHoro 802.1q Tera v Double
VLAN

YCTporicTBa, He nogdepXunBatoLLe TexHosorno Q-in-Q, obpabatbiBatoT Tpaduk ¢
ABOVIHbIM Terom no BHeluHeMy Tery (S-VLAN Ha cxeme).

12.2 HacTtpouka Q-in-Q Ha kommyTaTopax AJICUTEK

KommyTtatopbl AJICUTEK noaaepXvBatoT nepeyric/ieHHble HUXe TeXHoIornmun. Ha
BXOJe nopra:

* dGUNBbTPaALMA NAKETOB NO HANYUIO UK OTCYTCTBUIO Tera (Accept frame);
* BxozHasa TpaHcnsaumsa VLAN (Ingress translation);

* Ha3HayeHue S-VLAN no C-VLAN (Selective Q-in-Q);

* HasHauyeHue VLAN no nopty (Port-based Q-in-Q);

* dunbTpauma no npasmnam yyacta VLAN Ha Bxoge (Ingress filter).
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Ha Bbixoze nopra:

* dnnbTpaLMA NakeToB NO NpaBuaamM yyacTus Ha Bbixoze (Egress filter);
* yaaneHue n coxpaHenmne VLAN no npasunam VLAN gna nopta (VLAN

tagging);
* BbIxogHasa TpaHcnsauumsa VLAN (Egress translation).

UNI-nHTepdericel U NNI-uHTepdeicsl

NHTepdelicbl KOMMyTaTopa Npu paboTe ¢ ABOMHbLIM TEroM AeNnaTcs Ha ABa TUna:

* NNI (Network/Network Interface) — nHTepdeinc, 3a KOTOPbIM HaXOANTCA
ceTb NpoBaliepa;

* UNI (User/Network Interface) — nHTepdeiic, 3a KOTOPbIM HAXOANTCA KANEHT,
noslyyaroLmin ycnyr B BblgeneHHoM VLAN.

PaccMoTpmM ypoBeHb A0CTyMna NpoBanAepa, rae Kaxabli KIMeHT NoslyyaeT yciyru
cBs3un B BblgeneHHoM VLAN. KnveHT 3a nHtepdericom 0/10 nonyyaet ycnyru Bo
VLAN 10, knneHT 3a 0/11 Bo VLAN 11 1 Tak aanee. YTobbl He cMeLUVBATb
knneHTtckre VLAN € pa3HbIX KOMMYTaTOpPOB, MOXHO NprMeHnTb Q-in-Q 1
nomMecTnTb Becb Tpadumk ¢ kommyTatopa 1 B S-VLAN 338, a c kommyTatopa 2 B S-
VLAN 448. B cBOtO o4epesb Tpaduk, npesjHasHayYeHHbIV KineHTaMm KommyTtaTopa 1,
byaet natn ¢ ABOMHOM MeTKon S-VLAN 338 nnu 448 n C-VLAN KOHKPEeTHOro
KANeHTa.

CxeMa ceTun ANs JaHHOro NprMepa N306paxeHa HIXe:
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0/28 0/10

<€ - VLAN 338.x- >

KOMMYTATOP 1

0/11

L2 CETb

0/28 0/10

<€ - VLAN 448.x- >

KOMMYTATOP 2
@ VLAN 448.10

YA

Service VLAN Client VLAN 0/11

PucyHok 21. CxeMa npeAocTaBieHns ycayr ¢ ncnonb3oBaHmem Double VLAN

[laHHOe noBejeHVie MOXHO peann3oBaTb C MoMoLLbI HasHaveHa UNI 1 NNI
nHtepderico. B Hawem npumepe NNI-uHTepdpencamm byset nutepderic 0/28, UNI-
nHtepdericamn byayt 0/10, 0/11, 0/12 n apyrme nHTepdencsl KOMMYTaTOPOB,
KOTOpble BeAyT K KnneHTaM. BHe 3aBUCMMOCTU OT TOro, ecTb 1n y naketa VLAN, UNI-
nHtepderic gobaenset Ter S-VLAN. NNI-nHTepdelic nprH1MMaeT nakeT C 4BOVHbIM
Terom v nepegaert ero cornacHo L2 tabnnue v npasunam yyactnsa VLAN Ha NNI- n
UNI-nHTepdeiicax.
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Ana ykazaHnsa NNI-nHTepdencos ncnob3yeTcd KOMaHaa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface ©0/1) #mode dvlan-tunnel

Mpwv 3TOM, ecnr Ha3HayveH XoTb oaMH NNI-MHTepdeinc, ocTanbHble MHTepdenco!
ctaHyT UNI-uHTepdencamu. Ecnm komaHgy "mode dvlan-tunnel” ybpaTtb co Bcex
NHTepdercos, ToO KOMMyTaToOp byzeT 06pabaThbiBaTh NakeTbl MO BHELUHeMY Tery.

dunbTpaumusa NakeToB NO HAJIMYUIO UM OTCYTCTBUIO Tera (Accept
frame)

CDI/I}'IpraLI,I/IFI MakeToB Ha BXOJe No3BOJIAET.

* OTbpackiBaTh NakeTbl 6e3 VLAN;
e OTbpacbiBaTh NakeTbl € VLAN;
* [lpMHKMMaTL BCe NakeTbl (COCTOAHVIE MO YMONYaHUIO).

CnegyroLast HacTpoKrika No3BoanNT UHTepdeicy 0/1 NpUHUMaTL TONLKO
TerpoBaHHble nakeTbl (NakeTbl ¢ VLAN):

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface ©0/1) #vlan acceptframe vlanonly

CnesyroLiasn HacTpoiika no3sonuT nHtepdeiicy 0/1 NprUHMMaTh TONBKO
HeTerMpoBaHHble NakeTbl:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #vlan acceptframe admituntaggedonly

CnepytoLas HacTpoka no3sonnT nHtepdericy 0/1 NnpuHMMaThL BCe NakeTbl, KakK C
VLAN, TaK 1 6e3 (HacTpoiKka no yMOJIYaHNIO):

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #vlan acceptframe all
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BxoaHasa TpaHcnsauusa VLAN (Ingress translation)

BxogHasa TpaHCNsLUMsa Mo3BOAsSeT NOMeHATb BHelHWIA VLAN npuv Bxoze rnakeTta Ha
KOMMyTaTop.

|_|pI/IMep pa6OTbI MOoKa3aH Ha cxemMe HWXxe:

0/1 0/2

KOMMYTATOP

VLAN 10 —> KOMMYTATOP VLAN 20 —>

PncyHok 22. Cxema paboTbl BXOLHOW TPAHCIALNY

KoHburypaums ansi cxemsbl:

(als_sw) #vlan database

(als_sw) (Vlan) #vlan 10,20

(als_sw) (Vlan) #exit

(als_sw) #configure

(als_sw) (configure) #dvlan selective

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #dvlan cvid 10 cvid 20
(als_sw) (configure) (interface @/1) #vlan participation include 20
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #interface 0/2

(als_sw) (configure) (interface ©0/2) #vlan participation include 20
(als_sw) (configure) (interface @/2) #vlan tagging 20

(als_sw) (configure) (interface 0/2) #exit

(als_sw) (configure) #exit

(als_sw) #
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Ha nHtepdeic 0/1 npuxoaunt naket ¢ VLAN 10. MNakeT obpabaTbiBaeTcs BXOAHOM
TpaHciaumen, Tak kak Ha nHTepderice 0/1 nmeetcs npaswno "dvlan cvid 10 cvid 20",
N TPaHCIALMS BKAOUeHa KoMaHaol "dvlan selective". VLAN 10 B nakeTe 6yayT
3ameHeH Ha VLAN 20 n nakeT byzeT nepesaH Ha HTepdeinc 0/2. YTobbl nakeT Mor
nponTn c HTepdeinca 0/1 Ha nHTepdeinc 0/2, Ha nHTepdencax JOMNKHO bbITh
HacTpoeHo npaswno yyactus ans VLAN 20. MAC-agpec nakeTa 6yzeT BblyyeH BO
VLAN 10.

HasHaueHue S-VLAN no C-VLAN (Selective Q-in-Q)

Selective Q-in-Q — TexHon0OrKs, NO3BONAOLLAA Ha3HaYaTb Ter S-VLAN Ha nakeThbl €
onpegeneHHbIM C-VLAN. Selective Q-in-Q HacTpanBaeTcsa N NPUMeHSeTCs Ha BXOAe
UNI-nHTepdeiicos.

PaccmoTpumM cxemy, rae Ha nHtepdeiic 0/1 KomMyTaTopa NPUXOAAT NakeTbl BO
VLAN 10 1 20. Ha Bbixoge naketbl ¢ C-VLAN 10 gomxHbl nonyumnts S-VLAN 30, a

nakeTbl ¢ C-VLAN 20 — S-VLAN 40:

0/1 0/2

KOMMYTATOP

VLAN 10 —> VLAN 30.10—>
KOMMYTATOP
VLAN 20 —> VLAN 40.20—>

PuncyHok 23. Cxema gobasnerusa S-VLAN no onpegeneHHoMy C-VLAN (Selective Q-in-

Q)
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Ana jaHHOW cxeMbl KOHPUrypauusa byaeT criesyroLen:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#vlan database
(Vlan) #vlan 10,20,30,40

(Vlan) #exit

#configure
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
#

#dvlan selective

#interface
(interface
(interface
(interface
(interface
#interface
(interface
(interface
(interface
(interface
#exit

0/1

0/1)
0/1)
0/1)
0/1)
0/2

0/2)
0/2)
0/2)
0/2)

#dvlan cvid 10 svid 30

#dvlan cvid 20 svid 40

#vlan participation include 30,40
#exit

dvlan-tunnel
participation include 30,40
tagging 30,40

#mode
#vlan
#vlan
#exit

Selective Q-in-Q HacTpamBaeTcsa TO/IbKO B TOM C/lyyae, ec/ii Ha KOMMyTaTope Ha
04HOM U3 nHTepdeincos BkIoYeH "mode dvlan-tunnel”. Ha nHtepdeiic 0/1
npmxoaat nakeTbl ¢ VLAN 10, nHTepdenic 0/1 asnaetca UNI-nHTepdeincom, Tak Kak
Ha nHTepderice 0/2 npucyTcTByeT HacTpoinka "mode dvlan-tunnel”. MakeTbl BO
VLAN 10 no npaswny "dvlan cvid 10 svid 30" 6yayT nonyyatb S-VLAN 30. [lanee
nakeTbl NepearoTcs Ha MHTepdeinc 0/2 ¢ S-VLAN 30 n C-VLAN 10. NakeTsl Bo VLAN
20 no npasuny "dvlan cvid 20 svid 40" 6yayT nony4yaTb S-VLAN 40. lanee nakeThbl
nepegarotca Ha 0/2 nHTepdenc ¢ S-VLAN 40 n C-VLAN 20.

Ha nHtepdencax 0/1 n 0/2 4omKHO bbiTb HAaCTpPOeHO npasuio yyactms ans VLAN 30

n 40.

HasHauyeHune VLAN no nopty (Port-based Q-in-Q)

Mpwn paboTe ¢ ABOMHbLIM TEFOM MOXET BO3HUKHYTb HEOHXOAMMOCTbL MOMECTUTL BECh
Tpaduvk c HTepdeiica KnneHTa B onpegeneHHbln S-VLAN. 15 3TOro ncnosib3yeTcs
Port-based Q-in-Q, aHanor Port-based VLAN. Port-based Q-in-Q 6yzeT paboTatb
TONbKO B TOM C/lydae, ec/in NakeT He Nonas Bo BXOAHYH TpaHcasauuo u Selective Q-

in-Q.
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PaccMoTpuM cxemy, rae Ha nHtepdeinc 0/1 npuxoasat naketbl Bo VLAN 10 v 20, Bcem
naketTam Ha Bxoje Hy>XHo A06aBuTb S-VLAN 30:

0/1 0/2

KOMMYTATOP

VLAN 10 —> VLAN 30.10—>
KOMMYTATOP
VLAN 20 —> VLAN 30.20—>

PucyHok 24, Cxema gobasneHunsa S-VLAN no nopty (Port-based Q-in-Q)

ANa faHHOW cxeMbl KOHPUIypaums byaeT cnefytoLLein:

(als_sw) #vlan database

(als_sw) (Vlan) #vlan 30

(als_sw) (Vlan) #exit

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #vlan pvid 30

(als_sw) (configure) (interface @/1) #vlan participation include 30
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #interface 0/2

(als_sw) (configure) (interface 0/2) #mode dvlan-tunnel

(als_sw) (configure) (interface ©0/2) #vlan participation include 30
(als_sw) (configure) (interface @/2) #vlan tagging 30

(als_sw) (configure) (interface 0/2) #exit

(als_sw) (configure) #exit

(als_sw) #
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Ha nHtepdeiic 0/1 npuxopat naketol ¢ VLAN 10, nHtepdeiic 0/1 asnsetca UNI-
NHTepdercom, Tak Kak Ha nHTepdeiice 0/2 npucyTcTByeT HacTpolrika "mode dvlan-
tunnel". MakeTbl BO VLAN 10 no npaswuny "vlan pvid 30" 6yayT nonyyats S-VLAN 30.
[Janee naketbl NnepegatoTcs Ha UHTepdeinc 0/2 ¢ S-VLAN 30 n C-VLAN 10. NakeTbl BO
VLAN 20 no npaswuny "vlan pvid 30" 6yayt nonydyaTb S-VLAN 30. Janee nakeThbl
nepegarotca Ha 0/2 nHtepderic ¢ S-VLAN 30 n C-VLAN 20. Ha nHTepdencax 0/1 v
0/2 pomxkHoO 6bITb NpaBwno yyactusa ans VLAN 30.

dunbTpaymnsa no npasusam yyactms VLAN Ha Bxoge (Ingress filter)

®dunbTpaums No NpasuiaM y4acTnsa No3BoseT 0OTOPOCUTL Ha BXoAe nHTepdelica
nakeTbl ¢ VLAN, He y40BNeTBOPAKOLLMM MpaBuiaM yyacTus.

Ha Bxoge UNI-nHTepdeiica otépocrm naketsbl Bo VLAN 10. MNakeTsl BO VLAN 20
AO/MKHBI nony4yaTb S-VLAN 30 no npaswuny "Port-based Q-in-Q":

0/1 0/2

KOMMYTATOP

VLAN 10 —> X
KOMMYTATOP
VLAN 20 —> VLAN 30.20—>

PuncyHok 25. Cxema paboThbl Ingress Filter
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Ana jaHHOW cxeMbl KOHPUrypauusa byaeT criesyroLen:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#vlan database
(Vlan) #vlan 10,20,30,500

(Vlan) #exit

#configure
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
#

#dvlan selective

#interface
(interface
(interface
(interface
(interface
#interface
(interface
(interface
(interface
(interface
#exit

0/1

0/1)
0/1)
0/1)
0/1)
0/2

0/2)
0/2)
0/2)
0/2)

#dvlan cvid 10 svid 500

#vlan pvid 30

#vlan participation include 30
#exit

dvlan-tunnel
participation include 30,500
tagging 30

#mode
#vlan
#vlan
#exit

Ha nHtepdeiic 0/1 npuxopat naketol ¢ VLAN 10, nHtepdeiic 0/1 asnsetca UNI-
NHTepdercom, Tak Kak Ha nHTepdeice 0/2 npucyTcTByeT HacTpolrika "mode dvlan-
tunnel". MakeTbl BO VLAN 10 no npaswuay "dvlan cvid 10 svid 500" 6yayT nony4yaTb S-
VLAN 500. flanee nakeTbl He nepegatoTcs, Tak kak VLAN 500 oTcyTcTByeT B
npaswuiax ydactnsa Ha nHrepdeiice 0/1. Naketsl Bo VLAN 20 no npaswuny "vlan pvid
30" eyayT nony4yaTb S-VLAN 30. lanee nakeTbl nepeaatotcs Ha nHTepderic 0/2, Tak
kak VLAN 30 npucyTcTByeT B npaBuiax yyactnsa Ha nHtepdericax 0/1 v 0/2.

dunbTpayUus NakeToB No NpaBuam yyacTus Ha Bbixopge (Egress

filter)

dunbTpaumsa No NpaBuIaM yyacTs NO3BOJSeT OTOPOCUTL Ha Bbixoe nHTepdeica

naketbl ¢ VLAN, He y40B/1eTBOPAOLLMM NpaBuiamM yyacTus.
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Ha Bbixoge NNI nHTepdeiica otbpocm nakeTbl ¢ S-VLAN 500. MNakeTsl Bo VLAN 20
A0/MKHBI nony4yate S-VLAN 30 no npasuny "Port-based Q-in-Q™:

0/1 0/2

KOMMYTATOP

VLAN 10 —> X
KOMMYTATOP
VLAN 20 —> VLAN 30.20—>

PucyHok 26. Cxema paboTbl Egress Filter

ANa faHHOW cxeMbl KOHPUIypaLums byaeT cnefytoLein:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#vlan database

(Vlan) #vlan 10,20,30,500

(Vlan) #exit

#configure

(configure) #dvlan selective

(configure) #interface 0/1

(configure) (interface 0/1) #dvlan cvid 10 svid 500
(configure) (interface @/1) #vlan pvid 30

(configure) (interface 0/1) #vlan participation include 30,500
(configure) (interface @/1) #exit

(configure) #interface 0/2

(configure) (interface 0/2) #mode dvlan-tunnel

(configure) (interface 0/2) #vlan participation include 30
(configure) (interface 0/2) #vlan tagging 30

(configure) (interface 0/2) #exit

(configure) #exit

#
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Ha nHtepdeiic 0/1 npuxopat naketol ¢ VLAN 10, nHtepdeiic 0/1 asnsetca UNI-
NHTepdercom, Tak Kak Ha nHTepdeiice 0/2 npucyTcTByeT HacTpolrika "mode dvlan-
tunnel". MakeTbl BO VLAN 10 no npaswuay "dvlan cvid 10 svid 500" 6yayT nony4yaTb S-
VLAN 500. Jlanee nakeTbl He nepegatoTcsd, Tak kak VLAN 500 npucyTcTByeT TONbKO
Ha Bxoje nHtepdeiica 0/1 1 oTCyTCTBYET Ha Apyrux UHTepdeincax. NakeTsl BO VLAN
20 no npasuny "vlan pvid 30" 6yayT nonyyatb S-VLAN 30. Janee nakeTsbl
nepegarotca Ha nHtepdeiic 0/2, Tak kak VLAN 30 npmucyTcTBYyeT B NpaBuiax y4actus
Ha nHTepdericax 0/1 n 0/2.

YpaneHune n coxpaHeHue VLAN no npasunam VLAN ansa nopta
(VLAN tagging)

Mo ymonuaHuto Bce VLAN-Tern Ha nHTepdeincax KoMMyTaTopa CH/MAKTCA Npu
BbIXO/e nakeTa. Takoe noBejeHie COOTBETCTBYET pexunmy "untagging" ansa VLAN
Ter Ha HTepdelice. YTobblI U3MEHUTL 3TO NoBegeHme 1 octaBuTb VLAN B nakeTe,
npUMeHsaeTca pexunm "tagging".

[Na yCTaHOBKM pexinmMa TermpoBaHust Ha UHTepdelice HEO6XOANMO BbIMONHAUTL
CnefyoLLyo KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #vlan tagging 10

B aaHHOM npumepe ansa Bcero Tpadurka Bo VLAN 10, cxogdawero ¢ nHTepdelica
0/1, VLAN 10 6yzeT ocTaBneH B nakete.

BbixogHasA TpaHcAaLUS

BbixogHasa TpaHcnauma no3sonseT 3aMmeHnTb VLAN npu Bbixoze nakeTa ¢
nHTepderica. BoixogHasa TpaHCaUMs Bcerga MeHseT BHelwHU Ter VLAN.
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PaccmoTpum cyyain npuMmeHeHns TpaHanauum. Ha cxeme VLAN 10 n 20
ob6beguHsatoTca B 100 VLAN, VLAN 30 npeobpasyeTtcsa B 300 VLAN:

0/1 0/2

KOMMYTATOP
VLAN 10 —> VLAN 100 —>
VLAN 20 —> KOMMYTATOP VLAN 100 —>
VLAN 30 —> VLAN 300 —>

PucyHok 27. CxeMa paboTbl BbIXOAHOW TPAHCAALNN

KoHburypauus ansi cxembl BblLLE:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#vlan database

(Vlan) #vlan 10,20,30,100,300

(Vlan) #exit

#configure

(configure) #dvlan selective

(configure) #interface 0/1

(configure) (interface 0/1) #vlan participation include 10,20,30
(configure) (interface @/1) #exit

(configure) #interface 0/2

(configure) (interface 0/2) #vlan participation include 10,20,30
(configure) (interface 0/2) #vlan tagging 10,20,30,100,300
(configure) (interface 0/2) #dvlan svid 10 svid 100

(configure) (interface 0/2) #dvlan svid 20 svid 100

(configure) (interface 0/2) #dvlan svid 30 svid 300

(configure) (interface 0/2) #exit

(configure) #exit

#
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Ha nHtepdeiic 0/1 npuxopat naketsl ¢ VLAN 10, 20 1 30. H1 Ha ogHOM 13
NHTepdercos He BkIOYeH "mode dvlan-tunnel”. MNakeTbl No0 NpaBuay yyYacTus
6yayT nepefaHbl Ha nHTepderic 0/2. Ha Bbixoge nHtepdeiica 0/2 no npasuny
BbIxoAHOM TpaHcauumm "dvlan svid 10 svid 100" Bce nakeTbl Bo VLAN 10 6yayT
TpaHcavpoBsaHbl B VLAN 100, aHanornyHo nakeTsl Bo VLAN 20 6yayT Takxke
TpaHcimposaHbl Bo VLAN 100 no npasuny "dvlan svid 20 svid 100". MakeTbl Bo VLAN
10 1 20 nocne TpaHcAUMK BbIMAYT ¢ ogHUM Terom VLAN 100. MakeTsl Bo VLAN 30
06pabaTbiBatOTCA MO NPaBUy BbIXOAHOW TpaHcaaummy "dvlan svid 30 svid 300" v
BbIXOAAT C ogHUM Terom VLAN 300.

Cxema 06paboTKun naketa

MpAMOYronbHNKM 0603HAYaOT AENCTBIE, KOTOPOE MOXET HbiTb COBEPLUEHO C
nakeToM. Y TakMX NPSIMOYroibHNKOB MOXEeT ObiTb ABa BbIXOAa, MOMeYeHHble KaK
"yes" 1 "no". B cnyyae, ecim nakeT nonana nog ob6paboTky AaHHLIM 610KOM, TO
rnepexos ocCyLLecTBgeTca Nno cTpesike "yes", nHaye no ctpenke "no". Hanpumep:
610K BXOAHOW TPAHCNALMW UMeeT Ba BbIX04a, e BHewHWA VLAN B nakeTe
byaeT HanAeH B TabnnLe BXOAHOM TPAHCAALMK, TO Nepexos byaeT ocyLiecTBAeH No
cTpenke "yes", BO BCex APYrmnx caydasax nepexog byget no crpesnke "no".

Pombamu 0603Ha4eHbl HEKOTOpbIe YC/I0BUS, KOTOPbLIM YAOBNETBOPSET UM He
yaoBneTBopseT naket. ECv nakeT yA0BNeTBOPSAET YC/10BUAM, Mepexos,
OoCyLLecTBNAeTCa No cTpeske "yes", B ApYyrnx cayyasax no crpenke "no".

KoHeuHble 610k 0603Ha4eHbl oBanaMu € GrHaNbHLIMU AeNCTBUSAMUI, KOTOPbIe
NPOWV3BOAATCS HaZ NMakeToM.

MosiCHUM Ha Npumepe KOHPUrypaumn:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit
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NHTepderic 0/1 asnaetca UNI-nHTepdeincom, Tak Kak He CoOAepXUT HAaCTPOKY
"mode dvlan-tunnel", HO Takas HacTpolVika eCcTb Ha nHTepderice 0/2. UHTepdeiic 0/2
asnsetca NNI-uHtepdeincom.

Echn HacTporika "mode dvlan-tunnel” oTcyTcTBYeT B KOHPUrypauum, To Bce
nHTepderncbl ABNAKTCA 06blYHbIMU UHTepdencamun. U He asnatoTca NNI- nan UNI-
NHTepdpericamu.

configure

interface 0/1

exit

interface 0/2

exit
exit

O6pa6oTka nakeTa Ha Bxoae MHTepdeica
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Accept frame

no

Is Rx port UNI

no
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Ingress translation
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PVID
Is packet
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Ingress filter
no
yes
Ingress translation PVID
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no

-

VAR
L2
( Learning, Forwarding, Filtering ) (

Drop

PrncyHok 28. CxeMa 06paboTkM NakeTa Ha BXoje nHTepderica
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Ha cxewme:

Accept frame — 6510k dunbTPaLMM NAKETOB NO HANNYNIO UAU OTCYTCTBUIO
VLAN. Ecnn 610k nponyckaeT rnakeT, TO Nepexos NponCcXoAuT rno cTpenke
"yes", nHaue — "no";

* Is Rx port UNI — npoBepka, ABnseTcsa im BXOAHOW MHTepdeinc UNI
nHTepdercom. Ecnm nopt asnsetca UNI-nHTepdelicom, nepexos
OCYyLLeCTBNAETCA No cTpesnke "yes", B 0CTa/ibHbIX C/lyYasax No cTpenke "no’;

* Is Packet untagged — nposepka, ectb in y naketa VLAN. Ecnm VLAN
OTCYTCTBYET, TO OCYLLeCTBNAeTCA nepexo no crpeske "yes", B 0CTa/ibHbIX
cnyyaax no crpenke "no';

* Ingress translation — BxogHas TpaHcnsauma VLAN. Ecin nakeTt nonagaet
noJ NpaBuio BXOAHOM TpaHcaumm, To VLAN B nakeTe 3ameHseTCcH
cornacHo npasuny 1 OCYLLLECTBNARTCA Nepexos no crtpenke "yes", B
OCTaNbHbIX Cly4aax rno crTpenke "no";

* Selective Q-in-Q — Ha3HayeHue S-VLAN no C-VLAN. Echv nakeTt nonajaet
nog npaeuno "Selective Q-in-Q", To nakeTty gobasnseTcs ewe oanH VLAN (S-
VLAN) 1 nepexog, ocyLLecTBAAeTCHA Mo cTpesike "yes", B 0CTasibHbIX C/ly4asax
no cTpenke "no";

* PVID — B naket gob6aensetca VLAN cornacHo npaswuny "vlan pvid <VLAN>"
Ha nopTy;

* Ingress filter — dpunbTpaums NakeToB NO NpaBUIaM y4HacTua Ha BXOZe, C
npaBuaaMu yyacTnsa cpaBHMBaeTcs BHelHMn VLAN. Ecav nakeT npoxoauT
MPOBEpPKY, TO NMepexos oCyLLecTBNAeTCA No cTpesnke "yes", B 0CTa/ibHbIX
cnyyaax no crpenke "no';

* L2 Learning, Forwarding, Filtering — Ha faHHOM 3Tane nNakeT MOXeT 6bITb
oT6poLleH no npaswnam ACL, nsydeH rno sBHewwHeMy VLAN, o6paboTtaH
BHYTPEeHHel NornmkKom KoMMyTaTopa, Hanpumep ¢ nomolbto IGMP Snooping,
NN NepeaH CornacHo Tabanue KOMMyTaLunm Ha Apyrvie nopThbl;

* Drop — naket otbpacbiBaeTcs, nsydyeHre MAC-agpeca nakerta He

NPON3BOAMUTCS.

O6pab6oTka NnakeTa Ha BbiIxoAe nHTepdelica
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Egress filter — dunbTpaumsa nakeToB No NpaBuiaM yy4acTus Ha BbIXoge, C
npaBuaaMu yyacTns cpaBHMBaeTcs BHelHMin VLAN. Ecav nakeT npoxoauT
MPOBEpPKY, TO NMepexos oCyLLecTBNAeTCA No cTpesnke "yes", B 0CTa/ibHbIX
cyyaax no crpenke "no';

Is Rx port CPU and Tx port NNI — npoBepka, ec/in nakeT 6b11 OTMPaBaeH C
CPU-nHTepdeiica (Hanpumep naket oTrnpasua IGMP Snooping) n
NHTepderc, Ha KoTopbl oTrpaeaseTcs nakeT, aensgetca NNI-uHTepdencom,
TO OCYyLLEeCTBAAeTCA nepexos no cTpeske "yes", B 0CTalbHbIX C/lyYasax — MNo
cTpenke "no";

Is Rx port NNI or UNI — npoBepka, 6bin v naket npuHAT Ha NNI- nan UNI-
nHTepoderice. Ecnm B KoOHGUrypaumm Ha nro6om nHtepderice npucyTcrayeT
cTpoka "mode dvlan-tunnel", To ocyLLecTBAsSETCA Nepexo no cTpesnke "yes",
B OCTa/IbHbIX C/ly4Yasax no cTpenke "no";

Is Tx port tagged — npoBepka, NPUCYTCTBYET /I HACTPOIKa COXPAaHEHUS
Tera Ha HTepodelice (HacTporika "vlan tagging <VLAN>"), kyaa oTnpaBnsieTcs
nakeT. Ecav Takast HaCTpowKa NpuUCyTCTBYeT AN8 BHelwHero Tera VLAN B
nakeTe, TO Nepexos OCyLLeCTBNAETCA Mo CTpenke "yes", B 0CTa/lbHbIX
cnyyasax — no crtpesike "'no";

Remove VLAN — ysnaneHve BHewwHero VLAN 13 nakera;

Egress translation — BbixogHasa TpaHcnaumsa VLAN. Ecnv nakeT nonagaet
noj NpaBuio BbIXOAHOM TpaHnsaummn, VLAN B nakeTe 3aMeHsieTCsl COrnacHo
NpaBuy 1 OCYLLIeCTB/IAETCA Nnepexo rno crtpeske "yes", B 0CTa/bHbIX
cnyyasax — no crtpesike "'no";

Transmit — oTnpaBka nakeTa ¢ TekywmmMmu Terom VLAN;

Drop — nakeT oT6pacbiBaeTcs.
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Mpumep 06paboTKM NakeTa Ha Bxoae

PaccmoTpumM npumMep 06paboTkm NakeTa Npu ciegyroLlein KoHeUrypaumm:

configure

dvlan selective

interface 0/1

dvlan cvid 20 cvid 10

dvlan cvid 30 svid 10

vlan pvid 40

vlan participation include 10,40
exit

interface 0/2

mode dvlan-tunnel

vlan participation include 10,20,40
vlan tagging 10,20,40

exit

exit

MycTb nakeT c ogHVM TeroM VLAN 10 npuxoamTt Ha nHtepdeiic 0/1. Mo cxeme
PaccCMOTPUM MPOXOXAeHVe nakeTa. B caMoM Hayvane naket nonagaet B 6710k

"Accept frame". Tak Kak B KOHGUrypaumm He otobpaxaeTcst KoMaHaa "vlan
acceptframe”, To npyMeHeHa crieytoLlas KOMaHAa Mo yMONYaHWIO:

configure

interface 0/1

vlan acceptframe all
exit

exit

Pexum "Accept frame" nponyckaeT Bce nakeTbl. NpuHATBIA NakeT nMmeeT VLAN 10 w

NPOXOAUT AaHHbIV 6510K. MNepexoanm no cTpenke "yes" K ycnosuto "Is Rx port UNI".
B aaHHOM 610Ke npoBepsieTcs, aensetcs v nHtepdeinc 0/1 UNI-nHTepdencom.

CMOTPUM B KOHGUIypaLmo:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit
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Ha nHtepdeiice 0/2 ectb HacTporika "mode dvlan-tunnel”, 3HaunT nHTepdeiic 0/2
asnsetca NNI-uHtepdeincom, a octanbHble NHTepdencol aenarotca UNI-
nHTepdpericamun. intepgeiic 0/1 He nmeeT HacTporku "mode dvlan-tunnel”, 3HaunT
310 UNI-nHTepoderc. MNMepemeltaemca no crpesnke "yes" ot ycnosus "Is Rx port UNI" K
ycnosuto "Is Packet untagged", koTopoe onpegensieT, ABNAETCA IN NakeT
HeTernposaHHbIM. B Hawewm npumepe naket ¢ 10 VLAN. ChegoBaTtenbHO
nepexoAnM no crpeske "no" ot ycnosus "Is Packet untagged" k 6noky "Ingress
translation".

B 610ke "Ingress translation" nponcxoamt novck no 10 VLAN B Tabnvie BXOAHOWM
TpaHcIaUumn. TekyLasa KOHGUrypaums BXOAHOW TPaHCAALNN:

configure

dvlan selective
interface 0/1

dvlan cvid 20 cvid 10
exit

exit

KomaHga "dvlan selective" paspeLuaeTt BXOAHYO TpaHaumio, Selective Q-in-Q v
BbIXOZHYI TpaHsAUMo. B Tabnnue BXogHOM TpaHcaumMm Ha nHtepgerice 0/1 ogHa
3anuck: "dvlan cvid 20 cvid 10", TpaHcnsauma 13 VLAN 20 Bo VLAN 10. MNMpuHATBIA Ha
nHtepoerice 0/1 naket nmeet 10 VLAN, ciegoBaTeibHO TPAHCASALNA NPOU3BOANTCA

He byzeT. [epexoaum rno BeTke "No" oT 6210Ka "Ingress translation” k 610Ky
"Selective Q-in-Q".

B 6n10ke "Selective Q-in-Q" nponcxoant nomck rno 10 VLAN B Tabnuue Selective Q-in-

Q.

TekyLias KOHGUrypaums:

configure

dvlan selective
interface 0/1

dvlan cvid 30 svid 10
exit

exit
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KomaHga "dvlan selective" paspeLuaeTt BXOAHYO TpaHALUmMo, Selective Q-in-Q v
BbIXOZAHYO TpaHcauuto. B Tabnnue Selective Q-in-Q ogHa 3anuce: "dvlan cvid 30
svid 10", no C-VID 30 go6asnsetcsa S-VID 10. MNpuHATbIA Ha MHTepdeince 0/1 nakeT
nmveet 10 VLAN, cnesoBaTenbHo Selective Q-in-Q He obpaboTaeT nakeT. [Nepexoanm
no BeTke "no" oT 6aoka "Selective Q-in-Q" k 610Ky "PVID".

Tekywme HacTponkn "PVID" Ha nHtepderce 0/1:

configure

interface 0/1

vlan pvid 40

exit

exit

Bcem naketam, npuxogaLimm Ha nHtepdeinc 0/1 n He nonasLLNM MOZ Apyrue
npasuna, gobasnsetcs VLAN 40. MNMakeT Ha BbIxoge 13 610Ka byaeT nmeTtb 2 VLAN: S-
VID 40 n C-VID 10. OT 6510ka "PVID" cyLecTByeT TONIbKO OANH 6e3yC/10BHbIM

nepexog B 610k "Ingress filter".

TexyLwme HacTpoukn "Ingress Filter" Ha nHtepdeiice 0/1:

configure

interface 0/1

vlan participation include 10,40

exit

exit

Pa3pewenbl VLAN 10, 40 n 1 ("vlan participation include 1" aBnsieTca HacTpOMKOM No
YMONYaHUIO 1 He oTobpaxaeTca B KOHPUrypaumun). NakeT nMeeT BHELLUHWIA Ter
VLAN 40. 3HauunT nakeT nporaeT NpoBepky, nepexoanm no crpenke "yes" ot 610ka

"Ingress Filter" k 6noky "L2 Learning, Forwarding, Filtering".

ObpaboTka NakeTa Ha BXoJe 3aBepLueHa. lNakeT nmeet asa Tera VLAN: BHelwHWIA 40
1N BHyTpeHHuI 10.

Mprmep 06paboTKM NakeTa Ha BbIXxoAae

Mo npaBunam yyactus VLAN nakeT MoXeT 6bITb nepesaH Ha HTepdeinc 0/2.
PaccmoTpum 06paboTky NakeTa Ha BbIxoje € nHTepdeiica 0/2.
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MakeT nonagaeT Ha 610k "Egress filter". TekyLime HacTponkm "Egress filter" Ha
nHtepoeice 0/2:

configure

interface 0/2

vlan participation include 10,20,40

exit

exit

B npasuna yyactus skntodeHbl VLAN 10, 20, 40 n 1 ("vlan participation include 1"
ABIAETCA HAaCTPONKOWN NO YMOTYAHUIO U He oTobpaxaeTcs B KOHburypaumm). MNaket
nmveet aBa Tera VLAN: BHewHW 40 n BHyTpeHHMn 10. O6bpaboTka naet no
BHeLlHeMmy Tery. NakeT ¢ BHewHMM VLAN 40 nponget nposepky. [Nepexoimm rno
cTpenke "yes" ot "Egress filter" K ycnosuto "Is Rx port CPU and Tx Port NNI".

Ycnosue "Is Rx port CPU and Tx Port NNI" npoBepseT, aBnseTcd M nNopT, C
KoToporo npuwen naket, CPU-nopTom, 1 BKIOYEH i1 pexnmM "mode dvlan-tunnel”
Ha Nt060M 13 MHTepdencoB KOMMyTaTopa.

KoHdurypauwns:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit

Hactporika "mode dvlan-tunnel” npucytctByeT Ha nHtepdeice 0/2, 3HaUUT 3TOT
nHtepoderic asnsetca NNI-uHtepdeincom. MNaket npuwen ¢ nHTepdenca 0/1,
KoTopbln He aBnseTcsd CPU-nHTepdericom. ObLee ycnoBre BbINONHEHO He ByJeT,

nepexoAnM no cTpesike "no" ot ycnosus "Is Rx port CPU and Tx Port NNI" k
ycnosuto "Is Tx port tagged"”

B ycnosun "Is Tx port Tagged" npoBepsieTcs, eCTb /I HACTPOMKA COXPaHEHWSA Tera
Ha BbIXO4HOM UHTepdelce:

configure

interface 0/2

vlan tagging 10,20,40
exit

exit
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B HacTpowkax ykasaHo, 4to aas 10, 20, 40 VLAN 6yaeT coxpaHeH BHellHWA VLAN
Ter Ha BbIXOZe 13 nHTepgerica. YcioBume BbiNoNHAETCA. [1lepexoAnM Mo cTpeske
"yes" oT ycnosusa "Is Tx port Tagged" k 610ky "Is Rx port NNI or UNI".

Ycnosre "Is Rx port NNI or UNI" npoBepseT, aBnseTca a1 nHtepdeiic, ¢ KoToporo
6611 NpuHAT nakeT, UNI- nan NNI-uHTepdeicom. MakeT 6bin NPpUHAT ¢ nHTepdeiica
0/1.

TekyLwas KOHGUrypaums:

configure
interface 0/1
exit

interface 0/2
mode dvlan-tunnel
exit

exit

Ha nHtepdeiice 0/2 ectb HacTporika "mode dvlan-tunnel”, 3Hauut nHTepdeiic 0/2
asnsetca NNI-uHTepdeincom, a octanbHble MHTepdencbl 6e3 HacTporiky "mode
dvlan-tunnel" asnsarotca UNI-nHTepdeinncamu. MNMepexoamm ro crpenke "yes" s
ycnosus "Is Rx port NNI or UNI" B ychosume "Transmit".

B 6n0ke "Transmit" nponcxoanT oTnpaBKka nakeTta ¢ TekyLwmm Habopom Teros VLAN,
naket byget oTnpasneH ¢ BHewHUM Terom VLAN 40 n BHyTpeHHUM 10.

Mopgenb ycnyr C-VLAN

CornacHo mogenn C-VLAN KaxAblii cepBUC fOCTaBASETCA KIVNEHTY B OTAe/IbHOM
VLAN. 3T0 MOXeT bbITb A0CTYN B nHTepHeT, IPTV, VoIP.

LWar 1. Hactpoiika VLAN ynpaBneHus
B nepyto ouepesb HacTpoum VLAN ynpaBneHus Ha kommyTatope. O6biyHo VLAN

yrnpaBneHnsa NaeT C 04HON MmeTKol, 6e3 gobasneHuns S-VLAN. B npumepe VLAN
ynpaeneHunsa nmeet 3HayeHne 600, Homep uplink-nHTepdeinca — 0/28.
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Cxema NpOXoXAEHNs MaKeToB byAeT cleaytoLLen:

0/28

KOMMYTATOP

VLAN 600 —>
KOMMYTATOP
VLAN 600 €—

PrcyHok 30. Cxema npoxoxaeHusa ynpasnsatowmx naketos Bo VLAN 600

Coszaem VLAN 600, yka3sbiBaem VLAN 600 kak ynpasBsitoLLMi, HacTpaviBaem
npaswuaa yyactua Ha uplink-nHTepdeliice.

(als_sw) #vlan database

(als_sw) (Vlan) #vlan 600

(als_sw) (Vlan) #exit

(als_sw) #network mgmt_vlan 600

(als_sw) #configure

(als_sw) (configure) #interface @/28

(als_sw) (configure) (interface ©/28) #vlan participation include 600
(als_sw) (configure) (interface 0/28) #vlan tagging 600
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

(als_sw) #

War 2. Hactpoiika UNI- n NNI-nHtepdeiicos

B npumepe KNeHTy 1 HY>XXHO NpefoCcTaBnTb AocTyn B MHTepHeT Bo VLAN 10,
knneHTy 2 — B0o VLAN 20. Bce knneHTtckme VLAN L0/KHbBI BLIXOAUTL C KOMMYTaTopa
¢ S-VLAN 100, To ecTb Tpaduk oT KnMeHTa 1 JOoMXKeH BbIXOAUTh C uplink-nHTepdeica
komMmmyTatopa ¢ S-VLAN 100, C-VLAN 10, ot knveHTa 2 — ¢ S-VLAN 100, C-VLAN 20.
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Cxema MPOXOXAEHNA NMaKeTOB NpeACTaB/iEHa HVXKeE!

3a nHtepdenicom 0/28 pacnonoxeHa ceTb NPoBanAepa, r4e A0MKHblI MPOXOAUTL
nakeTbl C 4BOVIHbIM Terom, 3HaunT nHTepderic 0/28 byaet NNI-mHTepdencom,
octanbHble UNI-nHTepdencamn. Nocne HazHaveHnsa nepsoro NNI-nHTepdeiica,
ocTanbHble nHTepdercel aBToMatnyeckn ctaHyT UNI-nHTepdencamum.

0/28

0/28
VLAN 100.10 =>

VLAN 100.10 €<=

0/28
VLAN 100.20 >

VLAN 100.20 <=

PrcyHok 31. CxeMa NpoxXoXXAeHUSA KTNEHTCKX MakeToB

KoHurypauus:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure
(configure) #interface 0/28

(configure) (interface 0/28) #mode dvlan-tunnel

KOMMYTATOP

KOMMYTATOP

KOMMYTATOP

(configure) (interface 0/28) #exit

(configure) #exit
#
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0/2

0/1
VLAN 10 —>

VLAN 10 €—

0/2
VLAN 20 —>

VLAN 20 €—



LWar 3. 3anpeLyeHune NPOXoXXAeHNsA He TerMpoBaHHOro Tpapmka

Tak kak ncnonbsyetca mogens yonyr C-VLAN, 3anpeLlaem HeTerMpoBaHHbIV Tpaduk
Ha aboHeHTCKUX nHTepdencax u uplink-nHtepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1-0/2,0/28

(als_sw) (configure) (interface 0/1-0/2,0/28) #vlan acceptframe vlanonly
(als_sw) (configure) (interface 0/1-0/2,0/28) #exit

(als_sw) (configure) #exit

(als_sw) #

TakxKe cnefyeTt MOMHUTb, YTO Ha MHTepdencax No yMon4YaHuo BKIKOYEHa KOMaHAa
"vlan participation include 1", koTopas He oTo6paxaeTcs B KOHGUIrypaLnm.
Ncknoydrm VLAN 1 13 npaBun yyactmns:

(als_sw) #configure

(als_sw) (configure) #interface 0/1-0/2,0/28

(als_sw) (configure) (interface ©/1-0/2,0/28) #vlan participation exclude 1
(als_sw) (configure) (interface 0/1-0/2,0/28) #exit

(als_sw) (configure) #exit

(als_sw) #

LWar 4. Hactpoiika VLAN Ha KJIMEHTCKUX MHTepdeincax

MNMakeTbl BO VLAN 10 1 20, ot kaveHTa 1 1 2 go/kHbl nonyyaTts S-VLAN 100. aHHoe
noeejeHne MOXHO peann3oBaTh ¢ nomoLlbro Port-based Q-in-Q.

KoHurypauus:

(als_sw) #vlan database

(als_sw) (Vlan) #vlan 100

(als_sw) (Vlan) #exit

(als_sw) #configure

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface 0/1-0/2) #vlan pvid 100

(als_sw) (configure) (interface ©0/1-0/2) #vlan participation include 100
(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #exit

(als_sw) #
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LWar 5. Hactpoiika VLAN Ha uplink-nHtepderice

Ha Bbixoge nHtepdeiica 0/28 HaCTpOMM NPaBUIO YHaCTUS U NPaBUIO COXPAaHEHNS
Tera ana VLAN 100:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #vlan participation include 100
(als_sw) (configure) (interface 0/28) #vlan tagging 100

(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

(als_sw) #

LWar 6. Hactpoiika VLAN gns IPTV Ha KNIMEHTCKUX MHTepdencax

B npumepe IPTV gomxkHo natn Kk knmeHtam Bo VLAN 200. MNMpnyem VLAN 200 He
AO/IXEeH MMeTb A0NONHUTEeNbHbIX TeroB S-VLAN.

145



CxeMa npoxoxgeHunsa Tpapuka IPTV npeacTaB/ieHa HUXe:

0/28 0/1

KOMMYTATOP
0/2
0/28 01
VLAN 200 —> VLAN 200 —>
KOMMYTATOP
VLAN 200 €<— VLAN 200 €—
0/28 0/2
VLAN 200 —> VLAN 200 —>
KOMMYTATOP
VLAN 200 €<— VLAN 200 €—

PncyHok 32. Cxema npoxoxgeHus Tpaguka IPTV

Tak kak nHtepoericol 0/1 1 0/2 asnsatotca UNI-nHTepderncamm, To ntoboi naket
nonyumt S-VLAN 100. YTobbl npesoTBpaTnTb Ha3HaveHne S-VLAN, Bocnonb3yemcs
Selective Q-in-Q. Bce nakeTbl, npuxogawme 8o VLAN 200 oT K1neHTOB, byaem
nomMeLtaTb B S-VLAN 200. Tak kak no cxeme Ha uplink NNI-nHTepderic 0/28
npuxoaat nakeTbl ¢ ogHMM VLAN 200, To Ha UNI-nHTepdeincax 0/1 n 0/2 Hy>KHO
HacTpouTb NpasBwio coxpaHeHua Tera VLAN 200.
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KoHurypauus:

(als_sw) #vlan database

(als_sw) (Vlan) #vlan 200

(als_sw) (Vlan) #exit

(als_sw) #configure

(als_sw) #dvlan selective

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface ©/1-0/2) #dvlan cvid 200 svid 200
(als_sw) (configure) (interface 0/1-0/2) #vlan participation include 200
(als_sw) (configure) (interface ©0/1-0/2) #vlan tagging 200
(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #exit

(als_sw) #

LWar 7. Hactpoiika VLAN pns IPTV Ha uplink-nHtepdeiice

Hactponm npasuna yyactusa ana VLAN 200 Ha uplink-uHTepdeiice. Tak Kak ¢
downlink-nHTepdeincos 6yayT NpnxoanTb nakeTbl ¢ AByMsA Teramu VLAN: S-VLAN
200 n C-VLAN 200, To HacTpaunBaTb NMpaBuaIo COXpaHeHUs Tera Ha nHTepderice 0/28
He 6yaeM, UTob6bI NakeT Bbiwen ¢ ogHUM Terom C-VLAN 200.

KoHurypauus:

(als_sw) #configure

(als_sw) (configure) #interface @/28

(als_sw) (configure) (interface ©/28) #vlan participation include 200
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

(als_sw) #
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Llar 8. NMpoBepka HacTpoek

TekyLas KOHOUrypaLmMs KOMMYTaTopa NoC/ie BCeX HACTPOEK BYAeT BbIMNAAETb
cnefyroLLMM 06pa3om:

(als_sw) #show running-config
network mgmt_vlan 600

vlan database

vlan 100,200,600

exit

configure

dvlan selective

interface 0/1

vlan acceptframe vlanonly
dvlan cvid 200 svid 200

vlan pvid 100

vlan participation exclude 1
vlan participation include 100,200
vlan tagging 200

exit

interface @/2

vlan acceptframe vlanonly
dvlan cvid 200 svid 200

vlan pvid 100

vlan participation exclude 1
vlan participation include 100,200
vlan tagging 200

exit

interface 0/28

mode dvlan-tunnel

vlan acceptframe vlanonly
vlan participation exclude 1
vlan participation include 100,200,600
vlan tagging 100,600

exit

exit
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F'MABA 13. MPOTOKO/J1bl SPANNING TREE

13.1 BBegeHue
MpoTtokon STP

STP (aHrn. Spanning Tree Protocol, npoToKkon CBA3YHOLLLEro JepeBa) — CeTeBOW
NPOTOKO/1, paboTaroLunii Ha KaHaNbHOM ypoBHe mozenu OSI 1 npefHa3HaYeHHbI
ANS MPUBEAEHNSA CETN C MHOXECTBEHHbLIMW CBA3AMU K APEeBOBUAHON TOMOOTUN,
NCKIoYaKoLLein KosbLesble coegmnHeHus. Npotokon STP onvcaH B ctaHaapTe |IEEE
802.1D.

MocTpoeHve ApeBOBUAHOMN TONOAOrMN (AepeBa) MPOUCXOAUT NyTem
aBTOMAaTNYECKOro 6/10KNPOBaHNS N36LITOUHbLIX CBA3EM KOMMYyTaTopamu.
MNpeaHamepeHHoOe fo6aBneHe N3bbITOYHbIX CBS3el 1 BKAoYeHe npoTokoa STP
NCNONb3YeTCa AJIA CO34aHNSA OTKa30yCTOMUMBbLIX ceTeil. ECn B ceTn paspbiBaeTcs
Kakas-nmbo akTBHasA B JaHHbII MOMEHT CBA3b, TO KOMMYTaTOpPbl OOHapyX1BatoT
3TO U 3a/elCTBYOT 3a6/I0OKMPOBaHHbIe CBA3W ANA BOCCTAaHOB/IEHUS JlepeBa.
[pouecc BOCCTaHOB/IEHVA AepeBa Ha3blBaeTCa CXOXAeHNeM, a BpeMs, 3a KoTopoe
CeTb BOCCTaHaB/VBaeTCd — BPeMeHeM CXOANMOCTU. Bpema cxoA4MmMoCT NpoTokoa
STP cocTtaBnset nopsska 1 MUHYTHI.

CyTb paboTbl MPOTOKONA 3aK/IHOHAETCA B TOM, UTO NOALEPXMBAtOLLME ero
KoMMmyTaTopbl ceTn Ethernet o6MeHMBarOTCS Apyr ¢ ApyroM nHdopmaumein o cebe.
Ha ocHoBaHWMK onpeseneHHbIX YCNoBUiA (06bIYHO B COOTBETCTBUM C HACTPOMKaMm)
OAMH 13 KOMMYTaTOPOB BblbnpaeTca KopHeBbIM (RoOt), mocsie Yero Bce ocTanbHble
KOMMYTaTOpbl MO anropmuTMy CBA3YIOLLIEro AepeBa BblonpatoT 419 paboThl
NHTepdeicel, barxariume K KOpHEBOMY KOMMYTaTOPY (YUYUTbIBAETCA KONYECTBO
nocpesHUNKOB U CKOPOCTb NIVHNI). Bce npoyne ceTeBble MHTepdelichl, BeayLLe K
KOpHeBOMY KOMMYTaTopy, 610KMpYyrOTCA. Taknm 06pa3om ¢opMumpyeTcst HeCcBsi3Hoe
AilepeBo C KOpHeM B BbIbpaHHOM KOMMYyTaTope.

OCHOBHbIe MOHATUA:

* BPDU (Bridge Protocol Data Unit) — ¢pelim (eanHMLa JaHHbIX) MPOTOKONA
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yrnpaBfeHns ceTeBbIMU MOCTaMW;

* Bridge Priority — npuiopuTteT KOMMyTaTopa. YeM MeHbLUe 3HaueHune, TeM
BblLLe NpuopuTeT. ECIM y KOMMYTaTOPOB OANHAKOBbIE MPUOPUTETHI, TO
npuvopuTeT KOMMyTaTopa onpegensetca no MAC-agpecy. MNpuoputeT
KoMMyTaTopa 3agaetca MHoxuTesnem 4096xN, rae N — yuumcno ot 0 go 15. o
ymondaHuio N = 8, To ecTb npuopuTteTt paseH 32768 (80:00 B
LecTHaALaTepUYHOM NpeacTaBieHnn);

* Bridge Identifier — ngeHTndmnkaTop Kommytatopa. CknagbiBaeTcs 13
npuoputeta Kommytatopa n MAC-agpeca kommyTtaTopa. na npumepa 'y
kommyTtatopa ¢ MAC-agpecom 12:34:56:78:90:12 n npmnoputetom 32768
naeHTUdUKaTop byaeT paseH 80:00:12:34:56:78:90:12;

* Designated Root — naeHTndMKaTOP Ha3HAYEHHOIrO KOPHEBOTO
KOMMyTaTopa;

* Root Path Cost — cToMMOCTb KpaTyanLero Nyt 40 KOPHEBOro
KOMMYyTaTopa;

* Root Port Identifier — naeHTndrKaTop KOpHEBOro NHTEpPdenca;

* Bridge Max Age — Makc1ManbHbI BO3PaCT OTNpaBAsgeMbIX COObLLeHU (B
cekyHAax). MeHsieTcst B 3aBUCKMMOCTY OT HAaCTPOeK KOPHEeBOro KOMMYTAaTopa;

* Bridge Forwarding Delay — Bpems nepexoja KOMMyTaTopa B HOBOE
COCTOsIHME. YCTaHaBINBAETCS KOPHEBLIM KOMMYTaTOPOM;

* Hello Time — onpegensieT nepnog oTnpaBky KOHGUIYPaLIMOHHbIX
COO06LLEeHNN. 3HaYeHVe yCTaHaBINBaeTCA KOPHEBbLIM KOMMYTaTOPOM.

OCHOBHbIe NMOHSATUS, MPUMeHVMble K MHTepdeiicy:

* Port Priority — npuoputeT nHtepderica. 3agaetca MHoxXuTenem 16*N, rae N
— ymncno ot 0 go 15. Mo ymonuaHuto N = 8, To eCTb NpropuTeT paseH 128
(80 B LWeCTHaALATEPUYHOM CUCTEME CUHUCNEHNS);

* Port Identifier — ngeHTndumnkaTop nHTEpdeinca, KOTopbI CKaAbIBaeTCs 13
npuoputetTa u Homepa nHTepdeiica. Mo ymonyanuto ansa nHtepdeica 0/1
3TO 3HayeHVe 6ygeT paBHo 80:01, rae 80 — NpropuUTET MO YMONYAHUIO B
LecTHaauaTepuyHom cucteme (128 B gecatunyHom), 01 — Homep
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nHTepdenca;

* Port Forwarding State — cocTosiHne nHTepdeica. NopT MoOXeT HaXOAUTLCSA
B 5 cocToaHusax: 6nokmposku (blocking), npocnywimeaHus (listening),
obyueHus (learning), nepegauu (forwarding) 1 B BbIK1HOUEHHOM COCTOSIHUN
(disabled);

* Port Role — ponb nopta. MoxeT 6bITb B O4HOM 13 YeTbIpex CTaTyCOoB:
KopHeBo (Root), HazHaueHHbIM (Designated), anbTepHaTVBHbIN (Alternate)
N pesepBHbI (Backup);

* Port Path Cost — cToMMOCTb NyTW coeanHeHUs Ha UHTepdelice;

* Designated Root 1 Designated Bridge — ngeHTnédumnkaTopbl KOPHEBOrO
KOMMyTaTOpa 1 Ha3HAauYeHHOro KOMMyTaTopa AN AaHHOro nHTepdelica
COOTBETCTBEHHO;

* Root Path Cost — cToMmMOCTb NyT A0 KOPHEBOro KOMMYTaTOpPa Ha AaHHOM
nHTepodence;

* Designated Port Identifier — nageHTndmnKaTop HasHauUeHHOro nHTepderca;

Bbi6op KOPHEBOrO KOMMYTaTOpPa MPOUCXOAMT MO CAeAYHOLLLEMY aNrOpUTMY:

1. BelbrpaeTcd KOMMYTaToOp C HAUMEHbLUVM 3HaYeHneM npuopuTeTa.

2. Ecnv npropuTeTbl y KOMMYTaTOPOB COBMAZAtoT, TO BblOMpPaeTca KOMMyTaTop
¢ MeHbLwM MAC-aapecom.

3. Ecnm npuopurtet u MAC-agpec coBnazatoT, TO CHMTAEeTCs, YTO NakeT npuLlen
C 3TOro Xe KOMMyTaTopa 1 OANH U3 UHTepdencoB KOMMyTaTopa CTaHeT
pe3epBHbIM.

MpoTokon RSTP

RSTP (aHrn. Rapid STP, 6bicTpbIii STP) — NpOTOKOA BbICTPOro NOCTPOEHMA
ApeBOBUAHOW Tomosiornn. MNasHoe otTanyre oT STP — HaMHOro MeHbLLIee Bpems
CXOAMMOCTIN, KOTOPOE cocTaBnsfeT nopsaaka 6 cekyHa. B RSTP BBoagnTcA noHATUE
Edge Port (rpaHnYHbI nHTEpdeinc). FpaHnYHbIA NHTepdeinc cpasy HaumnHaeT
paboTaTtb B cocTossHMM forwarding 1 cuMTaeT YTo 3@ HMM HeT KOMMYTaTopoB. Ecn
Ha rpaHVYHbIN MHTepdenc npuxoanT BPDU, To OH HauMHaeT paboTaTb Kak
06bI4HbIA STP nnn RSTP nHTepdeiic. 1o ymonyaHuo Ha KOMMyTaTope
ncnonb3yeTcs Npotokon RSTP. Ecam Ha kKakon-nnbo nHtepderc npnxoamnt STP
BPDU, To nHtepdeiic HaunHaet paboTatb B pexume STP.
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13.2 HacTtpouka Spanning Tree

B x0o4e HacTporikM Mbl ByeM MCMOb30BaTb TUMOBYH CXeMY, N306paXeHHYH Ha
PUCYHKE HUXeE:

0/2 0/1

KOMMYTATOP S3
00:00:00:13:AA:00:00:03
172.17.1.3

L3

%

KOMMYTATOP S2 KOMMYTATOP S1
80:00:00:13:AA:00:00:02 80:00:00:13:AA:00:00:01
172.17.1.2 172.17.1.1

PucyHok 33

Mocne BbIMOAHEHWS LWAroB Mo HacTpolike KOMMYyTaTopbl 6yayT paboTaTth
cnesyroLM o6pa3om:

* KOMMyTaTOp S3 CTaHeT KopHeBbIM, TPaduK byaeT NATY K KOMMyTaTopy S1 no
coegmnHeHuto L1, kK kommyTatopy S2 rno coeguHeHuo L2;

* nHTepdencol 0/1 n 0/2 kommyTatopa S3 6yayT nmeTb Role = Designated;

* coegvHeHwue L3 byaeT HeakTUBHO, TPadmK No HeEMY XOAUTb He ByaeT;

* coeanHeHve L4 byseT akTUBHO;

* nHTepdeicol 0/1 kommyTaTopoB S1 1 S2 6yayT nmeTb Role = Root;

* nHTepdeic 0/2 kommyTatopa S1 6yaeTt nmeTb Role = Designated;

* nHTepdeic 0/2 kommyTatopa S2 byaeTt nmeTb Role = Alternate;

* nHTepdeic 0/3 kommyTatopa S2 byaeTt nmeTb Role = Designated.
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HacTtpoiika cnyx6bl Spanning Tree Nnpon3BOAMTCA B HECKObKO Lwaros. CHavana
HeobXo4MMO BKIOUUTL CNYXOY rnobasbHO U Ha nHTepdeicax. 3ateM HYXXHO
HacTpoOUTbL NpUopuUTeT KOMMyTaTopa. [10TOM, B 3aBMCUMOCTY OT TpebyemMo
TOMOJIOrNN, HEOBXOANMO HACTPOUTL JOMOJIHUTE/IbHbIE MapaMeTpbl.

Lar 1. MpeaBapuTenbHasa HacTpoka

AN TOro 4To6bl KOMMYTaATOPbI KOPPEKTHO paboTanu 1 NX Nerko 610 pa3nnyaTth B
npoLiecce HaCTPOVKN, HEOH6XOANMO MPON3BECTU ClefytoLLne npejBapuTeNibHble
HaCTPOMKN:

Ha kommyTtaTope S1 HacTtpavBaeTca IP-agpec 172.17.1.1 n yctaHaBnnBaeTcs
npurnaweHue als_swi:

(als_sw) #set prompt als_swi
(als_sw1) #network parms 172.17.1.1 255.255.0.0

Ha kommyTaTope S2 HacTpauBaeTca IP-agpec 172.17.1.2 n ycTaHaB/IMBaEeTCH
npurnaweHve als_sw2:

(als_sw) #set prompt als_sw2
(als_sw2) #network parms 172.17.1.2 255.255.0.0

Ha kommyTaTope S3 HacTpauBaeTca IP-agpec 172.17.1.3 n ycTaHaB/I1BaeTCH
npurnaweHve als_sw3:

(als_sw) #set prompt als_sw3
(als_sw3) #network parms 172.17.1.3 255.255.0.0

LWar 2. BksitoueHue Spanning Tree Ha KOMMYyTaTopax

Ansa Toro uTo6bbI CNyx6a Spanning Tree 3apaboTana Ha KOMMyTaTope, ee
Heo6X0AMMO BKIHOUNTL. N9 BKIOYEHUSI MCNONb3YeTCst KOMaHAA:

(als_sw) #configure
(als_sw) (configure) #spanning-tree
(als_sw) (configure) #exit

Ans paboTbl NprMepa HeEOBXOAMMO BKIKOUNTL CNYyX6Y Spanning Tree Ha Bcex Tpex
KOMMYyTaTopax.
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LLar 3. BknoyeHue Spanning Tree Ha UHTep¢encax

,ﬂ,}'lﬂ TOro YTOOLI |/|HTepc|>e|7|c CTan ybIaCTBOBaTb B I'IOCTpOGHI/II/I ,u,epeBa, HeO6XO,£I,I/IMO
BKITHOYNTb Ha HEM Cﬂy>K6y Spanning Tree. ﬂ,ﬂﬂ BK1HOYEHUNA I/ICI'IOﬂb3yeTCﬂ
cne,u,yrou_l,aﬂ KOMaHZAa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface ©0/1) #spanning-tree port mode

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

Ana paboTbl NpriMepa HEOHXOANMO BKAKOUNTL C1yx6y Spanning Tree Ha
nHtepdericax 0/1-0/2 Ha BCex Tpex KOMMYTaToOpax, a Takxe Ha nHTepdeiice 0/3
KOMMyTaTopa S2.

LLar 4. Bbi6op Bepcum npoToKona (onumoHasnbHO)

o yMONYaHMIO Ha KOMMYTaTOpPe BKAKOUEH 6onee 6bICTpbln MpoTokon RSTP. [ns
NPUHYANTENBLHOMO NepekItYeHna Bepcuy NpoTokosa Ha STP ncnonb3syeTca
cneayroLas KomaHaa:

(als_sw) #configure

(als_sw) (configure) #spanning-tree forceversion 802.1d
(als_sw) (configure) #exit

[ns nepexkiroyeHnsa Bepcum NpoTokosa Ha RSTP ncnonb3lyertcs cnefyroLlas
KOMaHaa:
(als_sw) #configure

(als_sw) (configure) #spanning-tree forceversion 802.1w
(als_sw) (configure) #exit

LWWar 5. YcTaHOBKa npuopuTeTa KoMMyTaTopa

,ﬂ,]’lﬂ TOro YTOb6bI ynpaBndaTb Tonosnoruen AepeBa, a B YaCTHOCTK Bbl6paTb KOpHEBOI7I
KOMMYTaTOpP, MEHAKOT MPUOPUNTET KOMMYTAaTOpPaAd. C,D,e}'laTb 3TO MO>XHO cnep,yrou.LeVl
KOMaHZ0M:

(als_sw) #configure

(als_sw) (configure) #spanning-tree mst priority @ <priority>
(als_sw) (configure) #exit
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Ana paboTbl NpMepa HeobXoAMMO Ha KOMMyTaTope S3 ycTaHoBUTb NpuopuTeT 0.
LLar 6. YcTaHOBKa npuvoputeTa MHTepdeiica (OnumMoHanbHO)

Ecan ctommocTb NyTy 40 KOPHEBOro KOMMYyTaTopa coBrnazaeT A5 Pa3HbIX
NHTepdercoB, To NpuopuTeT MeeT nHTepdenc, y KoToporo MmeHbLUe Designated
Bridge ID. Ecnv gaHHble ID coBnagatoT, TO NPUOPUTETHBIN NOPT BblGMpaeTca no
Designated Port ID. Echy 1 oHM coBnagatoT, To MHTepdelcbl BbIbMPaKTCA No
npuoputeTy nHTepderica. B kKoHe4YHOM UTOre, eciv U NpUopuTeTsl NHTepdercos
COBMaAatoT, TO BblbMpaeTcs nHTepdernc ¢ MeHbLUMM HOMEPOM.

Ana TOro 4Ytobbl YCTaHOBUTL NPUOPUTET MHTepdelica, NCMOoNb3yeTCs CleyroLLas
KOMaHAa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #spanning-tree mst @ port-priority <priority>

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

LLar 7. YcTaHOBKa MakCMMaJZibHOro Bo3pacTta coobLieHnim
(onymoHasnbHO)

Ha KOpHEBOM KOMMYTaTOpe MOXHO YCTaHOBUTb MaKC/MaNbHbIN BO3pacTt
OTrnpaBaAeMbIX COO6LLI,€HI/II7I, TOr4a BCe OCTa/ibHble KOMMYTATOPbI B AepeBe
N3MEHAT CBOU H3CTpOI7IKI/I MaKCMaJiIbHOIo BO3pacTa B COOTBETCTBUN C
YCTaHOBJ/IEHHBLIMN Ha KOPHEBOM KOMMYTATOpPE. Caenatb 3TO MOXHO cne,u,yrou.l,ef/'l
KOMaH/O0MW:

(als_sw) #configure

(als_sw) (configure) #spanning-tree max-age <max-age>
(als_sw) (configure) #exit

155



Takxe Ha KOPHEBOM KOMMYTATOpPE MO>XXHO YCTaHOBUTb BPpeEMA rnepexoda
KOMMYyTaTOpa B HOBO€ COCTOAHKE, TOr4a BCE OCTa/lbHble KOMMYTATOpPbI B AepeBe
N3MEHAT CBOU HaCTpOIZKI/I BpeEMeEHWN nepexoa B COOTBETCTBMW C YCTaHOB/TIEHHbBIMW
Ha KOpHEBOM KOMMYyTaTope. C,D,eflaTb 3TO MO>XHO C NMOMOLLBHO CJ'IGAyI-OLLI,GI?]
KOMaHAbl:

(als_sw) #configure

(als_sw) (configure) #spanning-tree forward-time <forward-time>
(als_sw) (configure) #exit

Llar 8. YcTaHOBKa orpaHMyYeHusi Ha KOJIN4yeCcTBO OTrNpaB/isieMbIX
nakeToB (ONUMOHA/IbHO)

NHoraa npyi NOCTPOEHUY TOMOAOTU MPOUCXOANT CAVNLLKOM MHOTO U3SMEHEHUN U C
NHTEpPencoB MOXeT BbIXOAUTb MHOro BPDU-nakeToB. 4151 TOro, YTobb!
OrpaHnNunTb Konmyectso BPDU-nakeToB, BbIXOAALLMX C MHTepdeica, NCNosb3yeTcs
cnefyroLan KoMaHaa:

(als_sw) #configure

(als_sw) (configure) #spanning-tree hold-count <hold-count>
(als_sw) (configure) #exit

Hold Count ycTaHaBAvBaeT MakcManbHOe 3HaYeHre cyeTumka. Npu Kaxxaom
otnpasneHHoM BPDU 3HaueHMe cyeTymKa yMeHbLIaeTca Ha eanHuLy. Ecam
3HayveHme cYeTUKKa CTano paBHbIM HYJO, TO € AaHHOro nHtepderica BPDU 6onbLue
He OTNPaBNATCA. Pa3 B CekyHAY 3HaYeHe cyeTUrKa YBeNUYMBaeTCA Ha eAVHNLLY.

LLar 9. YcTaHOBKa rpaHUYHOro nHtepdgeiica (onumoHasbHo)

YT06bI MHTEPdENC cpasy HauMHaN NPUHVUMATL 1 OTNPAaBAATL NakeThbl, eC/IN Ha
AaHHbBIN NHTepdelric He npuxoaaT BPDU, ero MOXHO cgenatb rpaHnYHbIM. Ans
3TOro UCrMonb3yeTca cneayroLlas KomaHaa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #spanning-tree edgeport

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

Ana paboTbl NpriMepa HeOH6XOANMO Ha KOMMyTaTope S2 caenaTb nHTepdenc 0/3
rPaHUYHbBIM.

156



LWar 10. YctaHoBKa BPDU ¢punbTpa (ONumMoHanbLHO)

Ansa Toro, uTo6bI HTEepderic oTbpackiBan Npuxoasiune Ha Hero BPDU, a Takxe He
otnpasnan BPDU, ncnonb3syerca cnegyroliaa KomaHaa:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #spanning-tree bpdufilter

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

War 11. YcTaHOBKa CTOMMOCTU coeguHeHnA (onuuvoHasibHO)

Mo YMONYaHNIKO CTOMMOCTb COegVHEHNA OnpeaenAaeTca aBToMaTn4eck B
3aBNCNMOCTN OT CKOPOCTU l/IHTEpd)GI7IC3 CornacHo CtaHaapTy. ,U,I'IFI TOr0 YTObbI
YCTaHOBUTb CTOMMOCTb COeANHEHWNA BPYYHYHO, NCMNONb3YETCA CheAyrolad KOMaH4a:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #spanning-tree mst @ cost <cost>

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

ﬂ,flﬂ TOro YTobbl CTOUMOCTb coegnHeHWA onpegendnacb aBToMaTUn4YeCkn,
MCroJsib3yeTcqa ciejyroulad KoMaH4a:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @0/1) #spanning-tree mst @ cost auto

(als_sw) (configure) (interface 0/1) #exit
(als_sw) (configure) #exit

Lar 12. HacTtpouka ¢unbTpaumm TCN-coobLleHUA (ONLNOHANIbHO)

OnuMOoHaNbHO Ha NopTax KOMMyTaTopa MOXHO BKIKOUNTE GUABTPALMIO
coobueHmin topology change notification. ®unbTpaums BkAKOYaAETCA HA NOPTaXx,
BeAyLLNX K KOPHEBOMY KOMMYTaTOPY.

dunbTpauns coobLLeHW BO3MOXHA Ha BXOAe nopTa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #spanning-tree tcnguard rx
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B aTom cnyydae npu npuxoge TCN-nakeTa Ha nHtepderic 0/1 coobuieHre TCN He
byzZeT pacnpoCcTpaHeHo Ha Apyrre nopTel KOMMyTaTopa. OfHaKO CHeTUMK
"Topology Change Count" 6yaeT yBennuyeH.

dunbTpauns coobLLEeHW I BO3MOXHA Ha BbIXoe nopTa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #spanning-tree tcnguard tx

B aTom cnyydae npu npueme coobueHmst TCN Ha gpyrom nHtepdeiice KOMMyTaTop
He BbyaeT oTNpaBnsaTb Yepes HTepdeinc 0/1 3To coobLLeHMe.

n POCMOTP COCTOAHNA KOMMYTATOpPa

BbiBOA KOMaHZ byzeT NpeAcTaBNeH B COOTBETCTBMM C MOCTPOEHHbLIM JePEeBOM U3
npumMepa. Huxe npeactaBneHa KOHGUrypaLms Ans BceX KOMMYTaTOPOB.

KommyTtatop S1:

(als_sw1) #show running-config
set prompt "als_sw1"

network parms 172.17.1.1 255.255.0.0 0.0.0.0
spanning-tree

interface 0/1

spanning-tree port mode

exit

interface 0/2

spanning-tree port mode

exit

exit

KommyTatop S2:

(als_sw2) #show running-config
set prompt "als_sw2"

network parms 172.17.1.2 255.255.0.0 0.0.0.0
spanning-tree

interface 0/1

spanning-tree port mode

exit

interface 0/2

spanning-tree port mode
interface 0/3

spanning-tree port mode
spanning-tree edgeport

exit

exit
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KommyTatop S3:

(als_sw2) #show running-config
set prompt "als_sw3"

network parms 172.17.1.3 255.255.0.0 0.0.0.0
spanning-tree

spanning-tree mst priority @ @
interface 0/1

spanning-tree port mode

exit

interface 0/2

spanning-tree port mode

exit

exit

ANs MpoCcMOoTpa COCTOSTHUA CNYX6bl Spanning Tree Ha KOMMYTATOPE NCMONb3YeTCs
CnefyroLLas KoOMaHzaa:

(als_sw1) #show spanning-tree

Bridge Priority.......cceiiiiiiininiennnnnnnn. 32768

Bridge Identifier...........ooiiiiiiiiininnnennn 80:00:00:13:AA:00:00:01
Time Since Topology Change............ccocvuunn. @ day @ hr 12 min 14 sec
Topology Change Count.........ccviiiueiinnnnnn. 1

Topology Change in progress..........ceeuvuuee.. FALSE

Designated ROOt........ouiiiiinnnnnennnennn 00:00:00:13:AA:00:00:03
Reot [Peidn COStoccoocooocoocoooccocoooococooonooe 200000

Root Port Identifier............ccoviiuiinnvnn.. 80:01

Bridge MaX Age.......uiiuiiniiinnnennennnenns 20

Bridge Tx Hold Count..........coiiiuiiiinnnn.n. 6

Briclge Ferwercing PRlEocoooooocoooooocosooooaa 15

Hello Time. . ...ttt eiieennennn 2

3 BbIBOAA KOMaHZAbI Noc/e NpuMeHeHVs ee Ha KommyTaTope S1 BUAHO, UTO
KoMMyTaTop S3 aBnseTcs KOpHeBbIM 1 Root nHTepdericom KommyTaTopa S1
asnaetca nHtepgenc 0/1.

[na npocMoTpa CoCTOAHUS cny>6bl Spanning Tree Ha HTepdeiice KOMMyTaTopa
MCMNONb3yeTcs CledytoLLas KOMaHAa:

(als_sw2) #show spanning-tree mst port detailed @ @/3

POrt LEEMELTILER 6 0 oooooo000000000000000000000000c 80:03

Port Priority......c.couiiniininiininnneennnn 128

POFE [FOMMBIFCIINE SEEER. o coooooocooooouo00000000c Forwarding

Port Role. ... ..ottt Designated
Auto-calculate Port Path Cost.................. Enabled

POFE [Paitdn COStocooocoooccocoooococoooococo00000c 200000

Designated ROOt........ccviiiiiiiniiennnnnnen. 00:00:00:13:AA:00:00:03
Root Path CoSt....vtiiiiiiiiiii i, 200000

PEsignEEael BRilelE@o o oooocoooooacoooooaccooooacoc 80:00:00:13:AA:00:00:02
PDesignatee Pert LeEmEliilercoooccocoooccosoooooa 80:03

Edge Port. .. ..ttt TRUE

EefEe POt SEEEUS o oooooccocoonococoo0a000000000c TRUE
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3 BbIBOAa KOMaHZAbI Noc/e NnpuMeHeHus ee Ha nHTepdeice 0/3 kommyTatopa S2
BUAHO, UTO KOMMYTaATOpP S3 ABNSIeTCA KOPHeBbIM, a HTepdenc 0/3 kommyTaTopa S2
AB/IAETCA rPAHNYHbBIM.
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'MABA 14. CMINCKWN KOHTPOJ11 AOCTYTIA (ACL)

14.1 BBegeHue B CNCKU KOHTpPONA A0CTyna

Crnckn KOHTPONS AOCTyrna — obLee Ha3BaHMe MexaHn3Ma, obecneymBatoLLero
3a/laHve NpaBu 40CTyrna K 06bekTaM. B ceTeBbIX TEXHONOMMAX AAHHbIA TEPMUH
CNYXXWUT 415 onpeeneHns MexaHn3ma, obecneyrBatoLLLero 3ajaHvie npasus
npoxoxzaeHus Tpadurka yepes ceTeBoe YCTPOKMCTBO U A0 HEro (KoMmMyTaTtop,
mMapwpyTtusaTop, firewall n gpyrue). lanee gaHHbIN TePMUH UCMO/b3YeTCA B
KOHTeKCTe ceTeBblX TeXHOIOM .

Ha3HaueHue CNUCKOB KOHTPOA A0CTyna

B nepByto ouepesb CMUCKM KOHTPOASA JOCTyMNa UCNO/b3YHTCA ANA OrPaHNYeHUs
NPOXOXAEHUS HexenaTenbHOro Mo NapasnTHOro Tpadrka B CeTY, OrpaHNYeHns
A0CTYMNa K PasnvyHbIM y31am A58 obecneveHns nx 6esonacHocTu. Takxe ACL
MOXeT NCMOJIb30BaTbLCA A/ OrpaHNYeHNs J0CTyna K cepBucam BHyTpu cetn. K
npumMepy, ACL MOXeT 6bITb MCMOJIb30BaH 415 3anpeTa MNOAKNOYEHUS K
ornpezeneHHOMy NMopTy cepBepa 13 onpegeneHHow IPv4 noacetu.

MprHUMNBI paboTbl CNMNCKOB KOHTPOJIA AOCTYMNA

CnncoK KOHTPONSA AOCTyNna NpeacTaBaseT n3 cebs Habop NpaBua, NPUMEHSIOLLINXCS
K TpapurKy B noCneA0BaTeNbHOCTY, onpesendemMoin npnopmuteTom. MNMpasBmao cnmcka
KOHTPOASA AOCTYNa AOKHO coAepXaTb B cebe Tun Tpaduka u felicTBue,
npuMeHsemMoe K AaHHOMY TNy Tpaduka: paspeLleHme nMbo 3anpeT Ha

npoxoxzaeHue. Tpadpuk knaccndmnumpyeTcs Ha TUMbl MO NOAAM, COAEPKALLUMCS B
3aronoBke naketa.

14.2 Hactpouka ACL Ha kommyTaTopax AJICUTEK
O6Lwme KoHUEeNnuuu KOHGUrypmposaHusa

Mpasuna ACL yc/I0BHO MOXHO pa3AennTtb Ha Tpy 60NbLUVX FPYMmbl:
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* MAC ACL — no3BonseT 3ajaBaTb npaswia Ha ocHose Source MAC,
Destination MAC u Ethertype;

* |[Pv4 ACL — no3BosiseT 3a4aBaTthb npasuia Ha ocHoBe Source IPv4 u L4 Port,
Destination IPv4 n L4 Port, a Takxxe Ha ocHoBe IP Protocol;

* |[Pv6 ACL — no3BosiseT 3agaBaTthb npasBuia Ha ocHoBe Source 1 Destination
IPv6-agpecos, a Takxe Ha ocHoBe NextHeader IP Protocol.

Bce HacTpoiiku ACL MOXHO NMPpUMeHsITb Ha nHTepgericax kKommyTtaTopa. Ans IPv4 n
IPv6 ACL gonyctnmo nprumeHeHne Ha VLAN.

Co3paHuMe CMUCKOB KOHTPONS AocTyna

M5 co3paBaemMoro cnmcka Aoctyna AOIKHO 6bITb ANMHOW OT 1 40 32 CUMBOJIOB,
paspeLleHHble cmBosibl: [A-Za-z0-9,._]. MNocne BBOAa KOMaHAbl CO34aHNS HOBOIO
CNUCKa AOCTyNa OCyLLecTBAeTCH aBTOMaTUYeCKUiA Nepexos B KOHTeKCT
pobasneHnsa npasun ACL. PegakTpoBaHue cnvcka AoCTyrna 3anpeLeHo, Mo3Tomy
BbIXOJ, 13 JaHHOI0 KOHTEKCTa A0/IKEH OCYLLEeCTBAATLCA TObKO Mnocsie JobaBneHuns
BCEX HEOHXOAVMBIX MPaBUII.

Jo6aBneHuvie NpaBMA B CNUCOK KOHTPONA AocTyna

B koHTekcTe fobaBneHnsa npaswa ACL ocywecTBnseTcs gobaBneHune Bcex
HeobXoAMMbIX MPaBWA, OrNpeaensaroLLmX NPOXoxaeHue Tpadurka. Bce npasuna ACL
NPUMEHATCA UCKTIOUUTENBbHO K BXOAALLEMY TPadUKYy.

MpaBwWia B crivicke AOCTyNa AeNaTCa Ha paspeLuatoLye (permit) v 3anpetdaroLyme
(deny). MpaBwna NPUMEHSAIOTCS B NMOpsAAKe UX 06bABNEHUS B CNCKe AOCTYNa, YTO
No3BOJISeT 3a4aBaTb CHayaa YacTHble NpaBua, 3ateM obLuve. KoppekTrpoBaTb
OTZeNbHble Npasuia nocse nx 0bbABNEHNSA B CNUCKe A0CTYNa Hesb35, HE0bXOANMO
YyZAaNNTb CNWCOK MOJIHOCTBLHIO W 3aTeM CO3/aTb HOBbIV C HEOH6XOAMMbBIM HabOPOM
npaswi. B ofHOM cnucke MoxeT bbiTb He bosiee 24 npasui.

MprMeHeHMe CNNCKOB AOCTYNA Ha NHTepdelice

OCo6eHHOCTU NpUMeHeHUs CrMCKOB A0CTyrna Ha HTepdelce:
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CMMCKM JOCTYNa NPUMEHSIIOTCSA Ha UHTepdelice B COOTBETCTBUM C
NpUYoOpPUTETOM;

HavMeHbLUee YCio B NapamMeTpe "nproputeT" COOTBETCTBYET
HanBbICLLEMY NMPUOPUTETY;

npu fo6aBneHn HOBOIO CrMcKa AOCTyna 6e3 ykasaHusa npuopuTteTa emy
aBTOMATUYeCKN Ha3HaYaeTCs HauMeHbLUWIA NpnopuTeT. YNCIeHHO OH byaeT
paBeH 3HaYeHUIO0 MaKCMMasbHOro NpropuTeTa Cpean y>Ke NprMeHeHHbIX
cnnckoB + 1;

ecnn Npu 4obaBneHun cnucka AOCTyna Ha NHTepdenc ¢ ykasaHmnem
npuopuTeTa Ha HTepdelce yxe eCTb CMMCOK C TaKM e NPUOPUTETOM, OH
byneT 3aMeHeH Ha fobaBnsiemMbli;

npaswia BHYTPW CrvicKa AOCTYyrNa NPYIMEHAOTCA nocneoBaTe/lbHO B
nopsiake nx gobasneHus;

NPy NPUMEHEHUN HeCKONbKMX CMMCKOB A0CTyNa Ha HTepdelice, B NepByto
oyepesb byayT NprMeHeHbl NpaBWIa, BXOAdALWMe B CAKCOK AOCTyNa C
HaBbLICLLMM NPUOPUTETOM, a 3aTeM Mnpasunia, BXoAdLLMe B CMNCOK AOCTYyrMa
c 6osiee HMU3KUM MPUOPUTETOM;

eCc/In MakeT roras NnoJj KOHKpPeTHOe NpaBwuio Crrcka A4oCTyna, NpoBepka
npeKpallaeTcs, NakeT Npr3HaeTCs paspeLleHHbIM 1160 3anpeLLeHHbIM, B
3aBUCMMOCTM OT TUMa Npasuaa (permit uam deny);

ecv nakeT NPy NpoBepke He NoAOoLLEeN HX K O4HOMY NpaBuy, oH byaeT
OTOpOLLEH.

MpumeHeHue IPv4 n IPv6 cnnckoB aoctyna Ha VLAN

Mpy HEOBXOANMOCTM CANCKMN KOHTPOASA AOCTYyrNMa MOryT bblTb HasHayeHbl Ha VLAN. B
3TOM C/lyyae npasuia byayT NPUMEHSATLCA ANA BXOAALLEro Tpadyrka B JaHHOM
VLAN Ha Bcex nHtepgericax KommyTtaTopa.

OcobeHHOCTU NPUMeEHeHA CNCKOB AocTyna Ha VLAN:

* eCn Ha UHTepdelice, BXOAALLEM B AaHHbIN VLAN, HazHayeHbl CrINCKA
A0CTyMNa, TO AN BXoAsLero Tpadurka ¢ 3Toro nHtepdernca cnmckm 4octyna
Ha VLAN 6yzyT rHOpMpOBaTbCA B MOJIb3Y CMUCKOB JOCTYMNa Ha UHTepdelice;
® CNUCKK AoCTyna npumMeHatoTcsa Ha VLAN B COOTBETCTBIN C MPUOPUTETOM;

* HaVMeHbllee YKo B NapameTpe "nproputeT” COOTBETCTBYET
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HanBbICLLEMY NMPUOPUTETY;
npv fobaeneHn HOBOro CNncKa A0CTyna 6e3 ykaszaHusa npruopmuteta eMy
aBTOMATNYeCKN Ha3HaYaeTCs CaMblil HU3KUIA NpuopuTeT. YCIeHHO OH
6y4eT paBeH MakCManbHOMY 3HaUEHUIO MPUOPUTETA CPean yXKe
NPYIMEHEHHbIX CMNCKOB + 1;

ecnn Npu gobasneHun cnmcka goctyna Ha VLAN ¢ ykasaHuem npuoputeTa
Ha VLAN yxe eCTb CNMCOK C TakUM Xe NPUOPUTETOM, OH ByAeT 3aMeHeH Ha
JobaBnsembli;

npaBu/ia BHYTPU CNCcKa A0CTyrna NPUMeHATCA NocnejoBaTe/IbHO B
nopsiake nx gobasneHus;

Npv NPYIMEHEeHUY HeCKONbKMX CNNCKOB goctyna Ha VLAN, B nepByto
oyepesb byayT NprIMeHeHbl NpaBWIa, BXOAdLMEe B CAKCOK AOCTyNa C
HaVBbICLLMM MPUOPUTETOM, a 3aTeM Npasuia, BXoAALLME B CNNCOK A0CTyMna
c 6osiee HMU3KUM MPUOPUTETOM;

eCIN MakeT rnorasn NoJj KOHKpeTHoe NpaBwnIo Crcka AoCTyna, NpoBepka
npekpaLllaeTcs, nakeT NpU3HaeTcs paspeLlleHHbIM 1160 3anpeLleHHbIM, B
3aBUCMMOCTM OT TUMa Npasuaa (permit uam deny);

ec/i1 NakeT Npu NpoBepke He NoZoLlen HU K O4HOMY MpaBuy, OH byaeT
OTOpOLLEH.

Hactpoitka MAC ACL

JlaHHbIV BUA CMINCKOB A0CTYNa NCNONb3YeTcs AN 3a4aHNS NPaBu MPOXOXAEHNS
TpadmKa Ha OCHOBaHUW 3Ha4YeHWIN nonen 3aronoska Ethernet.

War 1. Co3aaHne cNUCKOB KOHTpPOJIA A0oCTyna

HacTpolika HauMHaeTCs ¢ CO34aHMsA CNMcKa AOCTyNa C yKa3aHeM ero MMeHu:

(als_sw) #configure
(als_sw) (configure) #mac access-list extended "NameACL"

Mocne co3aaHns cnvcka 4oCTyna HeobxoAMMO Co34aTh NpaBuaa Ast 3TOro Crmcka.

Lar 2. Jo6aBneHne npaBu/ B CMUCOK AOCTYyMNa

Mona ansa MAC ACL:
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Source MAC address;
Destination MAC address;
Ethertype.

Kaxxgoe 13 nonew sBnseTcs HeobsaA3aTeNbHbIM.

O6wuin popmaT KOMaHZbI:

(als_sw) (configure) (mac-access-list "<name>") #(deny|permit) (<source mac> <source mask>|any)
(<destination mac> <destination mask>|any) [<ethertype>]

MNapameTpbl:

deny — 3anpeLuatoLee npasuno;

permit — paspeLuaroLee Npasuso;

<source mac> — MAC-agpec nctouHmka B popmate XX XXXXXXXX:XX
(pernctp 3HayeHusa He nmeeT);

<source mask> — macka MAC-agpeca nctouyHvuka B popmaTte
KXXKXKXKXKXX (perncTp sHauyeHus He 1MmeeT);

<destination mac> — MAC-agpec Ha3zHauveHus B popmaTte XX XX XX XX XX XX
(pernctp 3HayeHusa He nmeeT);

<destination mask> — macka MAC-agpeca Ha3HaueHusa B dopmarte
KXXKXKXKXKXX (perncTp sHauyeHus He 1MmeeT);

any — ntobon MAC-agpec;

<ethertype> — 3HaueHune Ethertype B dopmate OXXXXX (perncrp sHavyeHus
He NMEeET), MOXHO NCMOJIb30BaTb KOHCTAHThI.

Ansa 3HaveHns Ethertype MOXHO MCNONb30BaThb TEKCTOBbIE KOHCTAHTbI:

arp = 0x0806, npoTokon ARP;

ipv4 = 0x0800, npoTokon IPv4;

ipv6 = 0x86DD, npoTtokon IPv6;

pppoed = 0x8863, npotokon PPPOE, ynpaenstoLLas yacTb;
pppoes = 0x8864, npoTokosn PPPOE, AaHHbIe.
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JobaBnM paspeluaroLlee npasuno ana ARP-tpaduka ¢ MAC-agpecaMmm NCTOYHMKA
00:13:AAXX:XX:XX 1 ntobbIMy MAC-agpecaMy Ha3HaYeHUs:

(als_sw) #configure

(als_sw) (configure) #mac access-list extended "NameACL"

(als_sw) (configure) (mac-access-list "NameACL") #permit 00:13:AA:12:34:56 00:00:00:FF:FF:FF any
0x0806

3anpeLuatolLee NnpaBwIo Ana nroboro Trna Tpaduka c nobsiM MAC-agpecom
ncrouHrka n MAC-agpecom HasHaveHus 00:14:BB:24:CB:4A.

(als_sw) (configure) (mac-access-list "NameACL") #deny any 00:14:BB:24:CB:4A 00:00:00:00:00:00

Pa3peluatoLee npasuno and IPv4 Tpadurika c agpecaMm NCTOYHMKA
00:13:AA:xx:xx:xx 1 MAC-agpecamu Ha3zHayeHna 00:14:BB:24:CB:xx.

(als_sw) (configure) (mac-access-list "NameACL") #permit 00:13:AA:00:A0:11 00:00:00:FF:FF:FF
00:14:BB:24:CB:4A 00:00:00:00:00:FF ipv4

Macka ana MAC-azpecoB B npaBuiax ykasblBaeTca MHBEPTMPOBaHHasA. To eCTb
ec/In B Macke CTOUT 3HayeHne OxFF — Ha 3Toi no3numm B MAC-agpece moryT
HaxoAuTbCA Ntobble 3HayveHus. Ecnm B macke ctonT 0x00 — 3HauunT TpebyeTca
nosiHoe coBnajeHne co 3HavdeHnem MAC-agpeca.

War 3. MpymeHeHMe CNNCKOB A0CTYyNa Ha uHTepdeiice

CO3AaHHbIe CMNCKM 4OCTYTa NPUMEHAKTCA Ha |/|HTep¢e|7|ce CyKasaHnem
npmopmrteTa:
(als_sw) #configure

(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #mac access-group "NameACL" in 5

NapameTpbl:

* "NameACL" — yHrKanbHoOe 1MA CO34aHHOro paHee Crrcka AoCTyna;

* 5 — [IpyopuTeT CnNncka AoCTyna Ha JaHHOM UHTepdeince, MOXeT NMeTb
3HayeHwue ot 1 g4o 10000, HamMeHbLLUee YNCI0 COOTBETCTBYET HauBbICLLEMY
npuiopuTeTy (Heobs3aTenbHbIN NapameTp).
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MpocmoTp KOHPUrypaummn

Mocne Bcex NpuMepoB KOHOUTypaLmsa byaeT ciesyroLas:

configure

mac access-list extended "NameACL"

permit 00:13:AA:12:34:56 00:00:00:FF:FF:FF any 0x0806

deny any 00:14:BB:24:CB:4A 00:00:00:00:00:00

permit 00:13:AA:00:A0:11 00:00:00:FF:FF:FF 00:14:BB:24:CB:4A 00:00:00:00:00:FF ipv4
exit

interface 0/1

mac access-group "NameACL" in 5

exit

exit

NTorosasi cxeMa NpoxoxzeHns Tpaduka yepes ycTpoicTBO byAeT BbIrsAeTb
cnefyroLLM 06pa3omM:

0/2 egress port 0/1 ingress port

Ingress traffic

Egress traffic

KOMMYTATOP

PrncyHok 34. CxeMa NpoxoxaeHus Tpaduka

Source MAC Destination MAC Ethertype MpaBuio MpoxoxzaeHue
00:13:AA:12:34:60 00:13:AA:12:34:62 ARP (0x0806) #1 cnncka "NameACL" PaspelueHo
00:13:AA:12:34:60 00:14:BB:24:CB:4A IPv4 (0x0800) #2 cnncka "NameACL"  3anpelyeHo
00:13:AA:00:B0:30 00:14:BB:24:CB:5C IPv4 (0x0800) #3 cnncka "NameACL"  PaspelueHo
00:13:AA:12:34:60 00:13:AA:12:34:62 IPv6 (0x86DD) - 3anpetleHo
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MNpwu HacTporike npaBua MAC ACL ecTb 0co06eHHOCTb. K mpriMepy, HY>XHO 3anpeTnTb
TpaduK, ONMMCaHHbBIN onpeesieHHbIM NpaBwIoM (deny), a BeCb 0CTa/IbHOM TpaduK
paspewmnTb. N8 KOPPEKTHOW paboThbl TAKOW HACTPOWMKKM HY>XXHO Moc/ie rnpasuia
deny nomMecTuUTb pa3speLuatoLee NpPaBuIo A5 BCEro oCTasbHOro Tpaduka:
configure

mac access-list extended "NameACL"

deny any 00:14:BB:24:CB:00 00:00:00:00:00:FF

permit any any

exit

interface 0/1

mac access-group "NameACL" in 5

exit

exit

B aaHHOM npumepe Ha nHTepderice 0/1 3anpeLLeHo NpoxoxaeHve Tpaduika ¢
Destination MAC 00:14:BB:24:CB:XX, a BeCb 0CTa/ibHOM TpaduK paspeLleH.

HacTtpowka IPv4 ACL

IPv4 ACL ncnonbsyetca ans ¢unbTpaumm IPv4-Tpadpurka Ha ocHoBaHWM nonew us IP-
3arosoBKa.

War 1. Co3aaHue cNUCKOB KOHTpPOJIA AOoCTyna

HacTpolika HauMHaeTCs ¢ CO34aHMsA CNMcKa AOCTyna C yKa3aHeM ero MMeHu:

(als_sw) #configure
(als_sw) (configure) #ip access-list "NameACL"

LWar 2. Jo6aBneHve npaBu/ B CMUCOK KOHTPOJIA AOCTYyna

Bcero B kaxzom npaswune IPv4 ACL 5 napameTpoB, kKnaccnbuumpyrowmx Tpaduk,
KaXAblA 13 KOTOPbIX ABSAETCA HeobA3aTeIbHbIM:

IP protocol;

Source IPv4 address;
Destination IPv4 address;
Source L4 port;
Destination L4 port.
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O6wuin popmMaT KOMaHZbI:

(als_sw) #configure

(als_sw) (configure) #ip access-list <name>

(als_sw) (configure) (ip-access-list "<name>") #(deny|permit) <ip protocol> (<source ip> <source
mask>|any) [eq <source L4 port>] (<destination ip> <destination mask>|any) [eq <destination L4
port>]

MNapameTpbl:

* deny — 3anpeLuatoLLee NpaBuIo;

* permit — pa3speLuatoLLee npaswuio;

* ip protocol — IP npoTokon B Anana3oHe oT 1 40 255, MOXHO 1CMob30BaTh
KOHCTaHTbI.

KoHcTaHTa "ip" ncnonb3yetcs 418 ykasaHus nboro IP-npoTtokona. Apyrue
KOHCTaHTbI:

* icmp=1,;

* igmp = 2;

* tcp =6,

e udp =17,

* ipv6 =41,
MNapameTpbl:

* any — ntob6on IP-agpec;

* <source ip> — IP-agpec nctouHumka, B popmate ddd.ddd.ddd.ddd;

* <source mask> — macka IP-agpeca NcTouHuka, B popmaTte
ddd.ddd.ddd.ddd;

® <source L4 port> — L4 nopT ncTo4HuKa B gMnanasoHe ot 0 4o 65535;

* <destination ip> — IP-agpec Ha3HayeHWs, B dopmaTe ddd.ddd.ddd.ddd;

* <destination mask> — macka IP-agpeca Ha3HaueHus, B bopmaTte
ddd.ddd.ddd.ddd;

* <destination L4 port> — L4 nopT Ha3HayeHUs B gnana3oHe ot 0 go 65535.

[na IP agpecoB B 3TUX KOMaHAaX yKa3blBatoTCA VIHBEPTMPOBAHHbIE MacKU, TakxXe
kak ana MAC-agpecos B MAC ACL.
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Cosgagum paspeluatoulee npaswio ana TCP Tpaduka ¢ IP-agpecamm NCTOYHMKA
82.52.0.0/16, nobbiMU IP-agpecaMmu Ha3HauveHNs U L4 NOpTOM HasHayeHus 22:

(als_sw) #configure
(als_sw) (configure) #ip access-list "NameACL"
(als_sw) (configure) (ip-access-list "NameACL") #permit 6 82.52.0.0 0.0.255.255 any eq 22

3anpeLatoulee npaBwao ans IPva-tpaduka c nobbiM IP-agpecom nctouHmka v IP-
ajpecom HasHayeHus 82.54.172.5:

(als_sw) (configure) (ip-access-list "NameACL") #deny ip any 82.54.172.5 0.0.0.0

Pa3peluatollee npasuno ans IPva-tpadwuka c IP-agpecamum nctouHmka 82.52.0.0/16
n IP-agpecamn HasHauveHus 82.54.172.0/24:

(als_sw) (configure) (ip-access-list "NameACL") #permit ip 82.52.0.0 0.0.255.255 82.54.172.0
0.0.0.255

War 3. MpnmeHeHUe CNNCKOB A0CTYNa Ha MHTep¢eiice (ONLMOHANIbHO)

Co3AaHHble CNNCKM KOHTPOAS A0CTYNa NPUMEHSIIOTCA Ha NHTepdeiice C ykasaHnem
npuopuTteTa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #ip access-group "NameACL" in 5

MNapameTpbl:

* "NameACL" — yHrKanbHoOe 1MA CO34aHHOro paHee Crvcka 4oCTyna;

* 5 — npuopuTeT Ccnucka AocTyna Ha JaHHOM nHTepdeince, MOXeT UMeTb
3HayeHve ot 1 go 10000, HaviMeHbLLIee YNCN0 COOTBETCTBYET HavBbICLLEMY
npuopuTeTy (Heobs3aTenbHbIN NapameTp).

LWar 4. MNpumeHeHne cnuckoB goctyna Ha VLAN (onuynoHanbHO)

Co3gaHHble CrNCKY KOHTPOANA AoCTyna npumMeHsTca Ha VLAN ¢ ykasaHuem
npuopuTeTa:

(als_sw) #configure
(als_sw) (configure) #ip access-group "NameACL" vlan 1 in 5

MNapameTpbl:
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* "NameACL" — yHVKanbHOe 1MA CO34aHHOro paHee Crvcka 4oCTyna;

* 1 — VLAN ID, K KOTOPOMY ByZeT NpUMeHeH CrMcoK AOCTynNa;

* 5 — npunopwuTeT cnuncka Joctyna Ha gaHHoM VLAN, MoXeT MMeTb 3HaueHune
oT 1 go 10000, HarMeHbLLEee YNCN0 COOTBETCTBYET HaBbICLLEMY
npuopuTeTy (Heobs3aTenbHbI NapameTp).

MpocmoTp KOHPUrypaummn

Huvxe npuBeseHa nonHas KOHGUrypauus A5 BapuaHTa NpyUMeHeHus cnmncka
KOHTPOJIA AOCTyNa Ha nHTepgece:

configure

ip access-list "NameACL"

permit 6 82.52.0.0 0.0.255.255 any eq 22

deny ip any 82.54.172.5 0.0.0.0

permit ip 82.52.0.0 0.0.255.255 82.54.172.0 0.0.0.255
exit

interface 0/1

ip access-group "NameACL" in 5

exit

exit

NTorosasi cxeMa NpoxoxzaeHns Tpaduka yepes yCTpoicTBO byAeT BbIrsAeTb

cnefyroLLM 06pa3omM:

0/2 egress port 0/1 ingress port

Egress traffic Ingress traffic

KOMMYTATOP

PrncyHok 35. CxeMa npoxoxaeHus Tpaduka

Source IP Destination IP Dst L4 port protocol [MpoxoxaeHne
82.52.127.17 54682 82.54.172.11 22 TCP (6) #1 Pa3peLueHo
82.52.127.17 - 82.54.172.5 - ICMP (1) #2 3anpeLyeHo
82.52.127.17 54682 82.54.172.12 23 UDP (17) #3 Pa3peLueHo
82.54.172.12 - 82.52.127.17 - IGMP (2) - 3anpelLyeHo
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HacTtpoiika IPv6 ACL

IPv6 ACL ncnonbsyetca ans ¢unbTpaunm IPve-Tpadpuka.

War 1. Co3aaHne cNCKOB KOHTpPOJIA A0oCTyna

Hactporika ACL HaumMHaeTcs € CO34aHWs CrmMcka AOCTyna C YKa3aHVeM ero VIMeHu:

(als_sw) (configure) #ipv6 access-list "NameACL"

Mocne co3aaHns cNmncka A4oCTyrna HeobXxoAMMO CO34aTb NpaBua A8 3TOro cnmcka.

War 2. flo6aBneHme npaBua B CNUCOK KOHTPOA AOCTyNa

Bcero B kaxzom npasune IPv6 ACL 5 napameTpos, Kiaccnpuumpyrowmx Tpapurk no
TUMY, KaXAbIV 13 KOTOPbIX ABNSETCH He0bA3aTeIbHbIM:

e Source IPv6 address;

e Destination IPv6 address;

* |Pv6 protocol (NextHeader);
Source L4 port;

Destination L4 port.

O6wmin dopmat KOMaHAbI:

(als_sw) #configure

(als_sw) (configure) #ipv6 access-list <name>

(als_sw) (configure) (ipv6-access-list "<name>") #(deny|permit) <ip protocol> (<source masked
ip>|any) [eq <source L4 port>] (<destination masked ip>/<prefix>|any) [eq <destination L4 port>]

MNapameTpbl:
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* deny — 3anpeLuatoLLee NpaBuIo;

* permit — pa3speLuatoLee Npaswuio;

* <ip protocol> — IP npoTtokon B gnanasoHe oT 1 4o 255, MOXHO
MCNONb30BaTb KOHCTaHTLI: icmp =1, igmp = 2, tcp =6, udp = 17;

* any — ntob6on IPv6-agpec;

* <source masked ip> — IPv6-agpec nctouHuka ¢ npedumkcom, B popmate
XXX XXX XK XXXKXXXK XXX XXXXKXXXX/ prefix (pernctp 3HaueHns He
nMeeT, fJonyckaeTcs cokpawieHHas ¢opma 3anmcn XXXX: XXXX/prefix);

® <source L4 port> — L4 nopT NCToYHMKa B gManasoHe oT 0 4o 65535;

* <destination masked ip> — IPv6-agpec HasHauyeHus ¢ NnpedunKcom, B
dopmaTe XXXXXXXKXXXXXXXXXXXX XXX XXX XXX X prefix (pernctp
3HaueHNs He VIMeeT, JoMycKaeTcs cokpalleHHas popma 3anmcu
XXXX::XXXX/ prefix);

* <destination L4 port> — L4 nopT Ha3HayeHUs B gnana3oHe ot 0 go 65535;

Co3gapum paspeluatolee npasuno agna TCP-Tpaduka c IPv6-agpecamMmum MCTOYHKKA
2001:1:a100:b500::/64, ntobbiMK IP-agpecamu HazHavyeHUs 1 L4 nopTom
Ha3HaveHna 22:

(als_sw) #configure
(als_sw) (configure) #ipvé access-list "NameACL"
(als_sw) (configure) (ipv6-access-list "NameACL") #permit 6 2001:1:a100:b500::/64 any eq 22

3anpeLuatoulee npaBwao ans IPve-tpaduka c nobbiM IPV6-agpecomM NCTOUHMKAE U
IPv6-agpecom HasHaueHmsa 2001:175:a500:b100::1/128:

(als_sw) (configure) (ipvé6-access-list "NameACL") #deny ipv6 any 2001:175:a500:b100::1/128

Pa3pewwatoLlee npasuno ans IPve-tpaduka c IPvb-agpecamm NCTOYHMKA
2001:1:2100:b500::/64 v IPv6-agpecamm HasHayveHunsa 2001:175:a500:b100::1/112:

(als_sw) (configure) (ipv6-access-list "NameACL") #permit ipv6 2001:1:a100:b500::/64
2001:175:a500:b100::1/112
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LWar 3. MpymeHeHMe CNNCKOB KOHTPOJIS 40CTYNa Ha nHTepdeiice
(onuvoHanbHO)

Co3faHHble CNUCKM KOHTPOAS ZOCTyrNa NPUMEHSIOTCA Ha MHTepdeiice ¢ ykasaHnem
npuopuTeTa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #ipv6 traffic-filter "NameACL" in 5

MNapameTpbl:

* "NameACL" — yHMKanbHOe MM#A CO3/aHHOro paHee crvcka AocTyna;

* 5 — npuopuTeT cnmncka AocTyrna Ha AaHHOM nHTepdeice, MOXeT MeTb
3HayeHue ot 1 g4o 10000, HaviMeHbLLIee YNCI0 COOTBETCTBYET HaMBbICLLEMY
npuopuTeTy (Heobs3aTenbHbIN NapameTp).

LWar 4. MpymeHeHMe cNUCKOB KOHTponA Aoctyna Ha VLAN (onuuoHanbHO)

Co3gaHHble CNCKM KOHTPOAA AocTyna npumMmeHaroTca Ha VLAN ¢ ykasaHmnem
npuopureTa:

(als_sw) #configure
(als_sw) (configure) #ipv6 traffic-filter "NameACL" vlan 1 in 5

[NapameTpbl:

¢ "NameACL" — yH1KanbHOe 1MA CO34aHHOro paHee Crvcka 40CTyna;

* 1 — VLAN ID, K KOTOPOMY ByZeT NpUMeHeH CrncoK AOCTynNa;

* 5 — npmnopwuTeT Ccnmncka Joctyna Ha gaHHoM VLAN, MoXeT MMeTb 3HaueHune
oT 1 go 10000, HarMeHbLLEee YNCN0 COOTBETCTBYET HavBbICLLEMY
npuopuTeTy (Heobs3aTenbHbIN NapameTp).
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MpocmoTp KOHPUrypaummn

Huxe nprBeseHa NoiHasa Bepcns KOHGUrypaunm Ans BapraHTa npuMeHeHns
cnuncka Aoctyna Ha nHTepgeiice:

configure

ipv6 access-list "NameACL"

permit 6 2001:1:a100:b500::/64 any eq 22

deny ipv6 any 2001:175:a500:b100::1/128

permit ipv6 2001:1:2100:b500::/64 2001:175:a500:b100::1/112
exit

interface 0/1

ipv6 traffic-filter "NameACL" in 5

exit

exit

NTorosasi cxeMa NpoxoxzeHns Tpaduka yepes ycTpoicTBO byAeT BbIrsAeTb

cnefyroLLM 06pa3omM:

0/2 egress port 0/1 ingress port

Egress traffic Ingress traffic

KOMMYTATOP

PrncyHok 36. CxeMa NpoxoxaeHus Tpaduka

Source IP Destination IP Dst L4 port protocol [MpoxoxaeHne
2001:1:a100:b5 54682 2001:175:a500:b 22 TCP (6) Ne1 Pa3pelueHo
00::1 100::1

2001:1:a100:b5 - 2001:175:a500:b - ICMP (1) Ne2 3anpeLleHo
00::1 100::1

2001:1:a100:b5 54682 2001:175:a500:b 23 UDP (17) Ne3 PaspeLueHo
00::1 100::a

2001:1:a100:b5 - 2001:175:a500:b - IGMP (2) - 3anpeLleHo
00::1 501::1
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14.3 TunoBble BONPOCHI N OLLNGKN

ACL — MOLLHbI MexaHM3M ynpaBneHuns Tpadrkom, Mo3TOMyY Npu ero
MCMONb30BaHWKM cnejyeT NpUHUMaTb Mepbl MPefOoCTOPOXHOCTY. HeBepHoe
KOHUrypmpoBaHMe CrcKoB AOCTyrNa MOXeT NPUBECTU K 610KMPOBKE MONE3HOro
Tpaduka, B TOM YMc/Ie K NoTepe yAaneHHOro ynpasieHnst KOMMYTaTOPOM.

Cnncok Toro, Ha YTo CTOUT 06paLLaTh BHUMaHMe Npu KoHGUryprposaHmm ACL:

* BeCb TPaduK, He NnoAnagaroLwmin HM rnog ogHo 13 npasua ACL,
NPVYIMEeHEeHHbIX ANA BXOAALLEero Tpaduka, byseT 6/10KMpoBaH;

* KoHurypmposaHue ACL Ha ynpasnstowem VLAN nnn nHtepdeiice,
BeAyLleM K BblLLeCcTosLLeMy 060pyL0BaHUIO, MOXET NPUBECTU K noTepe
yrnpasneHnss KOMMyTaTopoM. [py KOHPUIYPUPOBAHUM CMNCKOB AOCTYMNa
HeobXxo4MMO yAeNnTb 0Co0boe BHVMaHVe HacTPoriKaM yaaneHHOoro
ynpaBieHNs KOMMYTaToOpPOM;

* MAC ACL nmeet npuoputeT Hag IPv4/IPv6 ACL. Tpaduk, 3a6n10KNPOBaAHHBIN
MexaHn3MoM MAC ACL, He MOXeT 6bITb pa3peLueH ¢ MomMoLLbio IPv4/IPve
ACL. 3TO CTOUT yUnTbIBaTb NPU KOHGUTYPUPOBAHUN HECKONBbKMX CMCKOB
[OCTyNa pa3HbIX YPOBHEN Ha OAHOM nHTepderice nnm VLAN;

* CMUCKW AOCTYNa, NPYMEeHeHHble Ha nHTepdernice, UMeKT NPUOPUTET Haj
cnuckamuy, nprMeHeHHbIMY Ha VLAN. Tpaduk, 3ab610KMPOBaHHbIV CMUCKOM
A0CTyMNa Ha NHTepdelice, He MOXeT HbITb pa3peLleH npasuIamu,
nprMeHeHHbIMK Ha VLAN.
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FMABA 15. MULTICAST

15.1 BBegeHue B Multicast

B ceTsax Ethernet cyliecTByeT Tpu cnocoba agpecauun 41 nepesayn nakeTos:

* unicast — ogHoueNneBas Nepesaya NakeToB, NoApa3yMeBaeT rnepegavy
nakeTa eMHCTBEHHOMY apecary;

* broadcast — wWnpokoBeLLlaTenbLHas nepegaya nakeTos, NogpasymMmeBaeT
AOCTaBKy NakeTa BCeM ajpecatam, HaxoAaLWMMCS B O4HOM L2-10MeHe;

e multicast — rpynnosas nepegaya, popmMa LLUMPOKOBELLAHUS, NP KOTOPOWA
aZpecom HasHa4yeHusi CeTeBOro naketa saeasetca multicast rpynna.

Multicast-agpecauma Ncnonb3yeTcs B TOM C/lyyae, eCN HY>XKHO nepeaaBaTb
OZMHAKOBYH NHbOPMaLMO MHOTUM agpecatam. Ecam ans aTol uenm ncnonb3oBaTb
unicast-agpecauunto, To NPUAETCS NepeaaBaTb KOMMIO MHPOPMALUKL ANSt KaXKAOTO
nonyyatens. CeTb 6yseT neperpyxxeHa naketTamm ¢ 0AMHAKOBbIM COAePXKaHMEM, HO
C pa3HbIMU apecamy HazHauYeHNs.

B ganbHenwem IPv4 multicast-agpec HasHaueHUs byaeT HasblBaTbCA multicast-
rpynnoi. Multicast-rpynna — multicast IPv4 agpec, ncnonb3syemblil B KayecTse
ajpeca HasHaYeHVs B MHOroapecHOM pacchbike.

MpoTtokon IGMP

Multicast router — UCTOUYHUK NN PETPAHCIATOP MHOTOAAPECHbIX MaKeToB, AaHHbIN
y3en Jo/KeH MMeTb BO3MOXHOCTb HE3aBNCMO OCTaHaB/IMBaTb U BO3OOHOBATL
BeLLaHMe ntboi multicast-rpynneil.

MpoTokon IGMP pa3paboTaH Ansa ynpasaeHnsa NoAnNnCcKon Ha multicast-rpynnel. B

npotokosie IGMP KnveHT ¢ cepBepoM nepesatoT nHPopmMaLuio apyr Apyry C
MOMOLLIbIO COObLLEeHN. MOXHO BbIAeNNTb C/ieAytoLLe TUMbl COOBLLEHWNIA:
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* IGMP Membership Report — coobLyeHune KneHTa cepBepy, KNNeHT XxenaeT
£A06aBnTb multicast-rpynny K CAUCKy NosyyYaemslx;

* |GMP Leave — coobLLeHMe KNneHTa cepBepy, KIMEeHT XenaeT yopaTtb
multicast-rpynny 13 cnmucka noay4yaemblx;

* |IGMP Membership Query — coobuieHne cepBepa KJIMEHTY, B KOTOPOM
cepBep NPOCUT O6HOBUTL MOAMMCKY Ha MOJlyYaeMyto KAVEHTOM rpynny
(Speicific Query) nnmn Ha Bce rpynnbl (General Query). Ecin nognuncka He
6yseT o6HOB/IEHa B TeYEHMIN onpejesieHHOro BpeMeHu, cepBep nepecraHeT
BellaTb rpynny (uav rpynnel, B ciydae General Query) B JAaHHbIA CErMeHT
ceTu.

Bcero npoTtokon IGMP nmeeT 3 Bepcri. OCHOBHBbIE TUMbl COOOLLEHVIA AN15 KaXA0W
N3 BEpCUiA NpuBeAeHbl B Tabanue:

IGMP Membership Report v1 IGMPV1
IGMP Membership Report v2 IGMPVv2
IGMP Membership Report v3 IGMPv3
IGMP Membership Query IGMPVv1/v2/v3
IGMP Leave IGMPv2

CoobuieHusa "IGMP Membership Report" Bcex Bepcuii Takxke NHOTAA Ha3bIBatOT
"IGMP Join".

IGMP Snooping Ha L2-kommyTaTopax AoCTyna
IGMP Snooping — npouecc oTcexmnsaHusa IGMP coobLeHmin. OCHoBHas 3aaya

IGMP Snooping — npeAoTBpaTuUTb OTCbIIKY multicast-rpynn knaneHTam, Kotopble
ABHO He 3anpoCuNN AaHHble rpynnbl.
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PaccMoTpum cxemy:

0/1

]
G
— CIVEHT 1
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CE— KOMMYTATOP
MULTICAST
CEPBEP
]
GED

0/2 KIAVEHT 2

PucyHok 37. Cxema nepegaym Multicast-Tpaduka

PaccMoTpuM cnTyaLmto, KOrAa Ha KOMMYyTaTope OTCyTCTBYeT Uan oTkIro4YeH IGMP
Snooping. Bce rpynnbl multicast-tpadumka byayT nepesaBatbcs ¢ uplink-
NHTepdelica BCcem KAMeHTaM, BHe 3aBUCMOCTY OT TOrO, TpebyeTcsa KAMeHTaM 3ToT
TpadpuK nnn HeT. B nTore BXOAALLNI KNNEHTCKNM KaHal OKaXeTCsa 3ab6UT HEHYXXHbIM
TpadnKom. BeIxogoM 13 Takor cnTyauum aensetcs skatoyeHmne IGMP Snooping Ha
KomMMyTaTope. B 3ToM c/lydae kimeHTam byayT nepesaBaTbCa TONbKO Te multicast-
rpynrbl, KOTOPble ABHO 3aMpoCu/l K/INEHT.

TexHnyeckn NoAgnmncka Ha onpegeneHHble rpynnbl Ha KOMMYTaTopax NPONCXOAMUT C
NOMOLLbIO TabuLbl NOANMCOK. DTO CneynanbHasa annapaTtHasa Tabanua, B KOTOPO
XpaHUTCa agpec multicast-rpynnel, a Takxke nHTepdecobl, Ha KOTopble cneayeT
nepezaBatb 3Ty rpynny. JaHHasa Tabanua bopmmpyeTcsa ¢ nomowybo IGMP
Snooping.
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15.2 Hactpouka Multicast Ha kommyTaTopax AJICUTEK

o6uwure NpHUUNbI KOHPUTYpMpoOBaAHUA

Cny>x6a IGMP Snooping

Cnyx6a IGMP Snooping HacTparBaeTcsi B HECKOJIbKO LWaroB. ECTb BO3MOXHOCTb
HacTpolkun IGMP Snooping Ha nHtepdencax 1 Ha VLAN.

Echv HacTpouTb IGMP Snooping Ha nHTepdelice, To byayT obpabaTbiBaTbCA BCe
IGMP coobLyeHuns, npuxoasiine Ha AaHHbln nHTepdelc Bo Bcex VLAN. Ecnn
HacTpouTb IGMP Snooping Ha VLAN, To 6yayT obpabaTbiBaTbcs BCe IGMP
coobuieHus B gaHHOM VLAN.

Mpv HacTporikax Ha NHTepderce KaxaoMy MHTepdency KOMMYyTaTopa OTBOANTCS
o4Ha 13 ponei:

* nHTepdeinc He yuacTeyeT B 06paboTke IGMP-coobLeHnin — IGMP-
COOOLLEHMS, KOTOPbIE MPUXOAAT Ha JaHHbIV UHTepdeinc, He byayT
06pabatbiBaTbCs, HO MOTYT MNepeAaBaTbCs Ha Apyrve nHTepdencsl B
COOTBETCTBUM C TabauLen noanmncok;

* NHTepdenc ABNAeTCA KINEHTCKUM — 3a AaHHbIM NHTepdericom
pacrnoniaraetca notpebutens multicast-tpagpurka. CoobrieHnsa "IGMP
Membership Report", "IGMP Leave" byayT nepesaBaTbCs C JaHHOIO
NHTepderica Ha cepBepHble HTepdelncol, Npv 3ToM byaeT
COOTBETCTBYIOLLMM 06pa3oM U3MeHATLCA Tabanua nognmncok. Ecam Ha
JaHHbIA nHTepdenc npuget "IGMP Query" nakeT, To nakeT 6ygeT oTOpoOLLEH,
Tak Kak posib MHTepderca He nNogpasymeBaeT BellaHe multicast-Tpaduka;

* NHTepdeinc aBnaeTCcs cepBepHbIM — 3a JaHHbIM NHTepdencom
pacrnoniaraeTca NCcTouHMK multicast-tpaguka. CoobuieHms "IGMP Query",
npuxoAsaLLMe Ha AaHHbIN NHTepdeic, byayT NnepesaBaTbCA Ha KIVEHTCKME
nHtepoericol. CooblueHnsa "IGMP Membership Report" n "IGMP Leave",
npuxoAsaLLne Ha AaHHbIN nHTepdeiic, byayT oTbpackiBaTbCS;

* NHTepdenc ABNseTCa CMeLaHHbIM — KOMBUHALMS N3 KINEHTCKOro 1
cepBepHOro HTepgeincos, Bce IGMP-coobLeHns 6yayT obpaboTaHsbl.
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Mpwn HacTporke Ha VLAN BbibupaeTcs oguH Unn Heckonbko VLAN, B KOTOpbIX byaeT
nponcxoanTb 06paboTka coobLueHnin IGMP. Kaxzablh nHTepderic, Ha KOTOPOM
byaeT paspelleHa o6paboTka BbibpaHHbIX VLAN, aBTOMaTnyeckn ctaHet
KJIMEHTCKUM. 3aTeM HaCcTpanBaeTCa OANH UIN HECKO/IbKO CEPBEPHbIX NHTepdencoB
Aans kaxgoro 13 VLAN. MNocne HacTporikn IGMP Snooping HauHeT obpabaTbiBaTb
IGMP-coo6LLeHVs 1 CTPOUTb Ha X OCHOBE Tabsinuy NoAnmcoxk.

HacTpoiika nepegaum multicast-naketoB

YT0o6bI BKNHOUNTL Nepegady multicast-nakeToB TO/IbKO OonpeAesieHHbIM KAeHTaMm,
He JOCTaTOYHO TO/IbKO BKIHOUUTE IGMP Snooping. IGMP Snooping ¢popmupyet
Tabnnuy nognuncok. Nepegayva multicast-nakeToB MOXeT OCYLLECTBAATLCA KakK Mo
3anncam B Tabnuue, Tak 1 UITHOPMPYSA 3anncy B Tabanue NoAnmucok. 3a JaHHoe
noeejeHune oTBeYaeT pexum rnepegayum multicast so VLAN (Multicast VLAN
Forwarding Mode) nnn cokpaweHHo "mcast_vfm".

B kommyTaTtopax A/ICUTEK ecTb ABa pexxvma nepegadn multicast so VLAN:

* nepegaBaTb multicast-nakeTbl aHanorn4yHo broadcast-naketam, 3anmncu
TabAnubl NOANNCOK UTHOPUPOBATL (KoMaHaa: "mcast_vfm <VLAN>
forward_all");

* nepegaBaTb multicast-nakeTbl Mo Tabavye nognmncok. Ecam sanvcn B
Tabnuue HeT, TO He nepejaBaTh NakeTbl (KoMaHAa: "mcast_vfm <VLAN>
forward_registered").

Mo ymonuaHuto ansa scex VLAN ncnonb3yeTcs nepBas HacTpoika, Bce multicast-
nakeTbl NepeAatoTca BHE 3aBUCMOCTU OT TabinLbl MOAMUCOK. TaKor pexmnm
06bIYHO MPYIMeHseTCs B C/lydasix, Korga otkatodeH IGMP Snooping nnuv xe KNneHThbl
He moryT nocnatb IGMP-coobLeHus, a obecneunTb 4ocTaBky multicast-rpynn go
K/IMeHTOB TpebyeTcs.

BTopoli pexum, Korga nakeTbl NepeaatoTcst B COOTBETCTBUM C TabANLEN NOAMMCOK,

06bIYHO MprMeHsieTcss coBMecTHO ¢ IGMP Snooping, korga Hy>XHO obecrneynTb
nepezavy To/1bKO 3anpoLUeHHbIX KINeHTaMun rpynnm.
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Hactpoiika IGMP Snooping Ha uHTepdeicax

Hactpoiiky IGMP Snooping 6yaeM Npon3BOAUTb Ha NpUMepe NOAKAYEHNS
KnveHTa 1 1 knneHTa 2 K multicast-cepepy. Multicast-cepBep BelLLaeT HekOTOpble
rpynnbl Bo VLAN 10 1 20 v nogknto4eH K KOMMyTaTopy yvepes nHTepdenc 0/28.
KnneHT 1 n knneHT 2 nonyyatrotT multicast-tpaduvik B 10 1 20 VLAN 1 nogxkntoueHbl K
nHTepdericam kommytatopa 0/1 n 0/2 cooTBEeTCTBEHHO.

TMﬂOBaﬂCXGMaﬂOAKﬂquHMﬂﬂpMBeAeHaHMXQZ

0/1

KVIEHT 1
- - -VLAN10,20- - »

KOMMYTATOP
MULTICAST

CEPBEP

L

0/2 KIVEHT 2

PricyHoK 38. Cxema noAk/1tYeHUs C ABYMSA KINeHTaMun

LWar 1. HacTtpoiika VLAN Ha ycTpoicTBe

Ansa koppekTHo paboTel IGMP Snooping Ha kommyTatope AJICMTEK cornacHo
npuBeAeHHOW cxeme TpebyeTcs Mpomn3BecTy ciesytoLe npejBapuTeibHble
HaCTPOWKMW.

Coszgaem VLAN 10 n 20, B KOTOPbIX ByAeT OCyLLLeCTBAATLCS BeLlaHNe:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 10,20
(als_sw) (Vlan) #exit
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HactpaviBaem VLAN 10 1 20 Ha KNMEHTCKUX HTepdencax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1,0/2

(als_sw) (configure) (interface @/1-0/2) #vlan participation include 10,20
(als_sw) (configure) (interface @/1-0/2) #vlan tagging 10,20

(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #exit

HactpaviBaem VLAN 10 1 20 Ha cepBepHOM VHTepdelice:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #vlan participation include 10,20
(als_sw) (configure) (interface 0/28) #vlan tagging 10,20

(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

War 2. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpoucTBe

AﬂﬂFﬂ06aﬂbHOFOBKﬂmquMﬂCﬂyX6blBHHOHHH@MKOMaHAM

(als_sw) #configure
(als_sw) (configure) #set igmp
(als_sw) (configure) #exit

LWar 3. HasHaueHne KNUeHTCKNX uHTepdericos IGMP Snooping

Ans YKa3aHNA KITNEHTCKNX MHTepq)eVICOB BbIMNOJ/IHAEM KOMaHAY:

(als_sw) #configure

(als_sw) (configure) #interface 0/1,0/2

(als_sw) (configure) (interface 0/1-0/2) #set igmp
(als_sw) (configure) (interface 0/1-0/2) #exit
(als_sw) (configure) #exit

Mocne paHHoro wara nHTepdericel 0/1 1 0/2 cTaHyT KANEHTCKUMN NHTepdericamu,
TO ecTb coobuieHusa "IGMP Membership Report" 1 "IGMP Leave" 6yayT n3MeHATb
Tabnnuy noagnncok kKommyTtaTopa. OgHako coobuieHns "IGMP Membership Report"
n "IGMP Leave" He byayT nepefaBaTbCa Ha Apyrne nHTepdercol, Tak Kak B TeKyLLein
KOHPUrypauum HeT cepBepHbIX MHTepdencos.
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Lar 4. HasHaueHune cepBepHbIX MHTepdeicoB IGMP Snooping

Ansa ykasaHnsi cepBepHOro HTepdeiica BbIMOIHSEM KOMaHAy:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #set igmp mrouter interface
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

MNocne gaHHoro wara coobuieHns "IGMP Membership Report" n "IGMP Leave",
npuxogaiine Ha 0/1 n 0/2 nutepdencsl, byayT He ToNbKO 06pabaTbiBaTbCs, HO U
nepesaBaTtbcsa Ha 0/28 nHTepdeiic. CoobueHms "IGMP Query", npuxogdaiine Ha
0/28 nHtepdelic, byayT nepesaBaTbcs Ha nHTepdericel 0/1 n 0/2.

LWar 5. HacTpoiika nepepgaum multicast-naketos Bo VLAN

HactpavBaem nepegavy multicast-naketos B 10 1 20 VLAN Takrm 06pa3om, 4Tobbl
npv Nepegaye yunTbiBaANCh 3aNncK B TabanLe NOAMMCOK KOMMYTaTopa:

(als_sw) #configure

(als_sw) (configure) #mcast_vfm 10 forward_registered
(als_sw) (configure) #mcast_vfm 20 forward_registered
(als_sw) (configure) #exit

MpocMoOTp KJINEHTOB

MpocmoTpeThb TekyLwme nognuckn IGMP Snooping MOXHO KOMaHZA0M:

(als_sw) #show igmpsnooping groups all

VlanId Multicast Group Version Iface Uptime GMI (sec) QRI (sec)
10 224.0.21.11 IGMPv2 0/1 0d, 00:00:48 212
20 224.1.21.87 IGMPv2 0/1 0d, 00:00:48 212
20 224.1.21.121 IGMPv2 Q/2 0d, 00:00:48 212

KoMaHAa BbIBOAUT cnesyroLLyto nHdopMaLmio:

* Vlanld — Homep VLAN, B KOTOpOM 6bl/1a OCyLLecTBAeHa MOAMNNCKS;

* Multicast Group — IPv4-agpec multicast rpynnebl;

* Version — Bepcua npotokona IGMP;

* |face — nHTepdelic, 3a KOTOPbLIM PACMONOXEH K/IMEHT, 3aNpoCUBLLNIA
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JaHHYH rpynny;
* Uptime — BpemMsa A4NTENbHOCTU NOAMNCKN;

* GMI (sec) — 3Ha4veHMe TarMepa "group membership interval”;
* QRI (sec) — 3HaueHue Taimepa "query response interval".

Hactpoiika IGMP Snooping Ha VLAN

Hactpoiiky IGMP Snooping Ha VLAN 6yzem npov3BOAUTbL Ha Npumepe
NoAK/IHYeHNA KNeHTa 1 1 KnmeHTa 2 K multicast-cepepy. Multicast-cepsep
Belaet HekoTopble rpynnbl B VLAN 10 1 20 1 nogkntoyeH K KOMMyTaTopy yepes
nHTepderic 0/28. KnneHT 1 n knneHT 2 nonyyaroT multicast-tpagumk so 10 n 20 VLAN
N NOAKNHOUYEHbI K MHTepdericam kommyTaTopa 0/1 n 0/2 cooTBeTCTBEHHO.

0/1

KVIEHT 1
- - -VLAN10,20- - »

KOMMYTATOP
MULTICAST
CEPBEP
[ ]
CGED
0/2 KIVEHT 2

PricyHok 39. Cxema noAk/ito4YeHus ¢ ABYMSA KINeHTaMu

LWar 1. HacTtpoiika VLAN Ha ycTpoicTBe

CmoTpuTe NyHKT "HacTtpoiika IGMP Snooping Ha nHtepdencax"”, war 1.

War 2. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpoucTBe

CmoTpuTe NyHKT "HacTtpoiika IGMP Snooping Ha nHtepdencax"”, war 2.
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War 3. HasHayeHwne IGMP Snooping Ha VLAN

Ana BKIOYeHUS c1yK6bl Ha onpeeneHHbIX VLAN BbimoHAEM KOMaHAYy:

(als_sw) #vlan database
(als_sw) (Vlan) #set igmp 10,20
(als_sw) (Vlan) #exit

Mocne gaHHoro wara Bo VLAN 10 1 20 HauHYT obpabaTbiBaTbCsa coobLieHuns "IGMP
Membership Report" n "IGMP Leave". CooTBeTCTBEHHO Tabauua NogNNCOK byaeT
3anonHATLCA ToNbko 418 10 1 20 VLAN. IGMP-coobLueHns B apyrux VLAN byayT
nepeAaBaTbCsA COMNACHO pexumy nepegaym multicast-tpadumka o VLAN 1 He byayT
obpaboTaHbl cnyxx6oi IGMP Snooping.

LWar 3. HasHaueHune cepBepHbIX MHTep¢peircoB IGMP Snooping

Ansa ykasaHuns cepsepHoro nHtepderica B 10 n 20 VLAN BbINONHAEM KOMaHAy:

(als_sw) #configure

(als_sw) (configure) #interface @/28

(als_sw) (configure) (interface 0/28) #set igmp mrouter 10,20
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

Mocne gaHHoro wara Bo VLAN 10 n 20 coobuweHuns "IGMP Membership Report" n
"IGMP Leave" ¢ kKNneHTCKUX NHTepdencos byayT nepesaBaTbCA Ha CepBepHble. A
coobueHus "IGMP Query" B VLAN 10 n 20 ¢ cepBepHbIX NHTepdericoB byayT
nepesaBaTbCA Ha KnneHTckue. IGMP-coobLueHns B apyrux VLAN byayt
06pabaTbiBaThCsA COrlacHoO pexmnMy nepegaydn multicast-tpaduika so VLAN n He
6yayT o6paboTaHbl cnyxbon IGMP Snooping.

LWar 4. HacTtpoiika nepepayum multicast-naketoB Bo VLAN

HactpaviBaem npogsuxeHne multicast-naketos B 10 1 20 VLAN Takmm 0bpasom,
YTOObI NPY Nepejaye yuynTbiBaNUCh 3anncK B Tabanue noAnmncok:

(als_sw) #configure

(als_sw) (configure) #mcast_vfm 10 forward_registered

(als_sw) (configure) #mcast_vfm 20 forward_registered
(als_sw) (configure) #exit
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HacTtporika MVR

IGMP Snooping no3songeTt oTnpaeaTb yrnpasnstowme IGMP-coobuieHns B
onpegeneHHoM VLAN. Takaa HacTpoika MOXeT NOHaL0bUTLCA B Clyyae, ecnun 'y
KaXA0ro U3 KIMEHTOB, NMOAKNHOYEHHbIX K KOMMYTaTopy, CBOV CO6CTBEHHbIV VLAN, a
ycnyrin IPTV fo/IKHbI OKa3biBaTbCA BCEM KMEHTaM.

Ana peanusaumn ncrnonesyetcs TexHonorna MVR (aHrn. Multicast VLAN Replication).
[laHHasa TeXHOors No3BoONSeT 06 beJMHUTL 3aNpPoChl KIMEHTOB 13 pa3Hblix VLAN B
OAVH, U NepejaBaThb 3anpockl KineHTos Ha cepep B MVR VLAN.

Hactporiky IGMP MVR 6yzeM Npov3BOAUTb Ha NpUMepe MOAKAOYEHUS KINEHTOB 1
n 2 kK multicast-cepsepy. Multicast-cepsep BewyaeTt multicast-rpynnsl 8 VLAN 10 u
NOAKNOYEH K KOMMYTaTopy yvepes nHtepoeric 0/28. KnneHTsl nonyyaroT multicast-
TpaduK HeTerMpoBaHHbIM 1 MOAKAKOUEHbI K MHTepdelricam kommyTaTopa 0/1 n 0/2
COOTBETCTBEHHO. YCyru Internet kveHTbl NonyyaroT KaxAablin B cBoem VLAN, 1208
1 1209 cOOTBETCTBEHHO.

0/1

KIAVEHT 1

VLAN 10

KOMMYTATOP
MULTICAST

CEPBEP

0/2 KJIMEHT 2

PrncyHok 40. Cxema paboTel MVR

1. VIHTepdeinc nepBoro KAMeHTa, Ha BXoje BceMy Tpadurky HasHadaeTcs VLAN
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1208.
2. NHTepdelic BTOPOro KMeHTa, Ha Bxoze BceMy Tpaduky HasHayaeTcd VLAN
1209.

War 1. HacTtporika VLAN Ha ycTpoiicTBe

Ana koppekTHo paboTtel IGMP Snooping Ha kommyTaTtope AJTICUTEK cornacHo
npuBeLeHHON CxeMe TpebyeTca NPOon3BeCTY ChesytoLne npejsaputenbHble
HaCTPOWKN.

Coszpaem VLAN 10, 1208 n 1209:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 10,1208,1209
(als_sw) (Vlan) #exit

HactpavBaem VLAN Ha KAneHTCKUX nHTepdencax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #vlan participation include 10,1208
(als_sw) (configure) (interface ©0/1) #vlan pvid 1208

(als_sw) (configure) (interface @/1) #exit

(als_sw) (configure) #exit

(als_sw) (configure) #interface 0/2

(als_sw) (configure) (interface @/2) #vlan participation include 10,1209
(als_sw) (configure) (interface 0/2) #vlan pvid 1209

(als_sw) (configure) (interface 0/2) #exit

(als_sw) (configure) #exit

HactpavBaem VLAN 10 v knmneHTckne VLAN 1208, 1209 Ha cepBepHOM MHTepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #vlan participation include 10,1208,1209
(als_sw) (configure) (interface 0/28) #vlan tagging 10,1208,1209

(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit
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War 2. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpouicTBe

Pabota MVR BO3MOXHa TONbKO Mpw BkItoUeHHOM IGMP Snooping. BeinonHNM
cnefyroLime KoMaHAbl:

(als_sw) #configure

(als_sw) (configure) #set igmp

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface 0/1-0/2) #set igmp

(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface @/28) #set igmp mrouter interface
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

War 3. BkntoyeHne mexaHmnsma IGMP MVR Ha ycTpoicTBe

Ana sknrodeHns mexaHnsma IGMP MVR BbinonHsgeM KOMaHAbl:

(als_sw) #configure

(als_sw) (configure) #set igmp mvr
(als_sw) (configure) #set igmp mvr 10
(als_sw) (configure) #exit

Mocne gaHHOro Wwara Bkato4aeTcs mexaHnsm IGMP MVR, ana MVR BblbupaeTcs
VLAN 10. KnneHTbl nocbinatoT coobulenus "IGMP Membership Report" n "IGMP
Leave" 6e3 Tera. Ha knneHTCcKOM MHTepdelice coobuieHnsa nonyyatoT 1208 naum
1209 VLAN. MexaHu3sm IGMP MVR nomeHsert Ter knvieHTa Ha 10 MVR VLAN. MNocne
3TOro CoobLLeHVs ByayT nepesaHbl Ha CEPBEPHbIV MHTepdenc 1 OTNPaBATCA Ha
multicast-cepsep ¢ VLAN 10. MNMognucka byaeT coxpaHeHa Bo VLAN 10.

MpocmMoTp KNNEeHTOB
KoHTponvnpoBaTh TekyLre nognucku IGMP Snooping MOXHO € MOMOLLbIO KOMaHAbl

"show igmpsnooping groups all". ObpaTtuTe BHMMaHwWe, 4YTo B none "Vlanld"
oTobpaxaetcsa MVR VLAN, a He knneHTckmin VLAN.

189



Bua Tabnvigsl MoXeT 6bITh CnelyroLwym:

(als_sw) #show igmpsnooping groups all

VlanId Multicast Group Version Iface Uptime GMI (sec) QRI (sec)
10 224.0.21.11 IGMPv2 0/1 0d, 00:00:42 210
10 224.1.21.87 IGMPv2 0/1 0d, 00:00:48 209
10 224.1.21.121 IGMPv2 0/2 0d, 00:00:31 212

HaCTpOﬁKa AVNHaMMn4yeckKoro HasHa4deHusd mrouter-MHTepq)el‘/'lcos

HacTtporika AnHaMnyeckoro HasHauyeHus mrouter-mHTep$encoB Npon3BOANTCH B
Tex cyyasx, Koria Henb3s 3apaHee onpejennTb, KaKo MMeHHO nHTepdeinc
A0/KEH UrpaTh PO/b CepBEpPHOro. PaccMOTPUM AaHHYHO HacTPOIKY Ha npumepe
noAknoyeHns knmeHTa 1 Kk multicast-cepeepy yepes gBa kommyTatopa. Multicast-
cepBep NOAKJIHOYEH K KOMMYyTaTopy 2 vepes nHTepdenc 0/28. KommyTaTop 2
coeAnHeH ¢ kKoMMmyTaTopoMm 1 yepes nHtepdercol 0/26 n 0/27. KnneHT 1
noAK/ItoYeH K kKoMMmyTaTopy 1 yepes nHTepdeiic 0/1.

B AaHHOW cxeMe KOMMyTaTopbl 1 1 2 coeAnHeHbI ABYMS IMHKaMW. Takoe
coegViHeHMe ABNAETCS N36bITOYHBIM ANs ceTu Ethernet, 06bIUHO B TakMX CUTyaLMSAX
npoxoxaeHue Tpaduka yepes o4VH 13 UHTepdencos byaeT 3a610KNPOBAHO C
nomolLubio STP. O4HaKo 3apaHee He N3BEeCTHO, KakoW U3 nHtepdencos byaet
3a610KMPOBaH. B Taknx ciydasix MOXHO NPUMeEHUTb MexaHu3Mm IGMP dynamic
mrouter.

0/28 0/26 0/27 01

[ ]
] G
L
MULTICAST KOMMYTATOP 2 KOMMYTATOP 1 KIVEHT 1

CEPBEP 0/27 0/28

PuncyHok 41. Cxema paboTtbl IGMP dynamic mrouter
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[Janee byzem paccMaTpuBaTh TONbKO KOHGUrypaLmo kommyTaTopa 1.

War 1. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpouicTBe

AﬂﬂFﬂ06aﬂbHOFOBKﬂquHMﬂCﬂyX6blBHHOHHH@MKOM&HAY

(als_sw) #configure
(als_sw) (configure) #set igmp
(als_sw) (configure) #exit

LWar 2. HasHaueHne KINeHTCKNX uHTepdericos IGMP Snooping

Nomeuvaem nHTepdericel 0/1, 0/27, 0/28 KaK KNneHTCKme:

(als_sw) #configure

(als_sw) (configure) #interface @/1,0/27,0/28

(als_sw) (configure) (interface ©/1,0/27-0/28) #set igmp
(als_sw) (configure) (interface 0/1,0/27-0/28) #exit
(als_sw) (configure) #exit

War 2. BkntoveHne mexaHmsma IGMP dynamic mrouter Ha ycTpoiicTBe

Ansa BkoyeHUs mexaHnamMa IGMP dynamic mrouter BeINosHAEM KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #set igmp mrouter dynamic
(als_sw) (configure) #exit

Mocne gaHHOrO wWara Bkat4aeTcs mexaHnsm IGMP dynamic mrouter. Ecan Ha
nHTepoelic, yyacteyrownii B IGMP Snooping ("set igmp" Ha nHTepdeiice nnm "set
igmp <vlan>"), npuxoant coobeHune "IGMP Query" oT multicast-cepsepa, TO
nHTepdernc NnepexoinT B cCepBepHbI PexumM.

HacTtpouka ¢unbTpayum IGMP-rpynn

MexaHun3m ¢unbTpaumm multicast-rpynn no3BongeT orpaHNYMBaTb AOCTYM K TeM
AN HbIM Multicast-rpynnam. PunbTpaumnsa NPOUCXOANT C MOMOLLbIO NMpoduen.
Mpodunab MOXET COCTOATb U3 HECKOIbKUX MPaBu/, KOTOPbIMK 3ajaroTcs multicast-
rpynnbl. ECTb BO3MOXHOCTbL 3a4aTb rpynnbl Mo Macke Uav B BUAE AManas3oHa.
Mpodunnn MoryT 6biTb ABYX TUMOB:
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* permit — pa3spewlarowmin Nnpodunb, ykasaHHble B npodune multicast-
rpynnbl 6yayT pa3peLueHbl, BCe OCTanbHble rpynnbl 6yayT 3anpeLLeHsb;

* deny — 3anpeLwarownin Nnpodunb, ykasaHHble B npodune multicast-rpynneol
6yAyT 3anpeLLeHbl, BCe OCTasibHble rpynnbl 6yAyT pa3peLueHsb!.

Ha ogHOM nHTepdeince MOXHO NPUMEHATb MPOPUAN TONBLKO OA4HOTO TUMa.
Mpodurnun BANSKOT Ha BO3MOXHOCTb MOAMUCKN KIIMEHTOB Ha onpejenieHHble rpynnbl
1N paboTatoT B MOMEHT MOAMUCKN.

CxeMa Ana nprMepa n3obpaxeHa HUXe:

0/1

KIAVEHT 1

KOMMYTATOP
MULTICAST

CEPBEP

L

0/2 KJTMEHT 2

PuncyHok 42. Cxema paboTbl npodunert IGMP
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War 1. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpouicTBe

PaboTta dunnbTpaunm IGMP-rpynmn BO3MOXHa TO/IbKO Npuv BKAoYeHHOM IGMP
Snooping. Hactpoum 0/1 n 0/2 nHTepdeincel Kak kKnneHTckmne, 0/28 nHrepgenc Kak
CcepBepHbIiA:

(als_sw) #configure

(als_sw) (configure) #set igmp

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface ©/1-0/2) #set igmp

(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface @/28) #set igmp mrouter interface
(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit

LWar 2. CosgaHue npodunei

CoszgaeM paspewwatowmii npoduns "Client1", gobasnsem B npodunb paspeLleHHble
KAneHTy 1 rpynnbi:

(als_sw) #configure

(als_sw) (configure) #set igmp profile "Client1" permit

(als_sw) (configure) (permit profile: "Client1") #group 224.1.1.1 to 224.1.1.4
(als_sw) (configure) (permit profile: "Client1") #group 224.1.20.0 mask 255.255.255.0
(als_sw) (configure) (permit profile: "Client1") #exit

(als_sw) (configure) #exit

Cosgaem 3anpewarownii npodune "Client2", gobasnsgem B Npodunb 3anpeLleHHble
ANS KNneHTa 2 rpynnbl:

(als_sw) #configure

(als_sw) (configure) #set igmp profile "Client2" deny

(als_sw) (configure) (deny profile: "Client2") #group 224.1.1.5 to 224.1.1.9

(als_sw) (configure) (deny profile: "Client2") #group 224.1.30.1 mask 255.255.255.255
(als_sw) (configure) (deny profile: "Client2") #exit

(als_sw) (configure) #exit

LWar 3. MpmeHeHne npoduns Ha KIMEHTCKOM UHTepdelice

MprMeHsiemM pa3peLuaroLnii npodunb Ansa kaveHTa 1:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #set igmp profile "Client1"
(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit
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Mocne gaHHOro wara Ha nHtepderice 0/1 6yayT paspeLLeHbl TONbKO rpynnbl B
AnanasoHe 224.1.1.1 — 224.1.1.4, 224.1.20.0 — 224.1.20.255. OcTanbHble rpynnbl
6yayT 610KNPOBaTHCS.

MNpuMeHsiem 3anpeLuarowyin Npoduib ANa KNieHTa 2:

(als_sw) #configure

(als_sw) (configure) #interface 0/2

(als_sw) (configure) (interface @/2) #set igmp profile "Client2"
(als_sw) (configure) (interface 0/2) #exit

(als_sw) (configure) #exit

Mocne gaHHoro wara Ha nHtepderice 0/2 6yayT paspeLleH Bce rpynnbl, Kpome
rpynn B AnanasoHe 224.1.1.5 — 224.1.1.9, 224.1.30.1.

OrpaHunuyeHue Kosn4vectBa multicast rpynn Ha KAMeHTCKOM
nHTepdeiice

JaHHas HaCTpOIZKa Heo6xop,|/||v|a B TeX CJiy4adX, Korga Heo6xop,|/||v|o OrpaHN4YnNTb
MakKcMManbHoe KonmyectBo multicast rpynn, Tpaq)I/IK C KOTOPbIX KNMNEHT MOXKET
nosly4atb 0 AHOBpPEMEHHO.

Ha cxeme nokasaH cniy4dai, Korga KaveHT nonyyvaeT ase rpynnbl: 224.1.1.1 w
224.1.1.2, 3aTeM 3anpawimBaeT TpeTbto rpynny 224.1.1.3. 3anpoc Ha NoAKItoYeHne
K rpynne 224.1.1.3 6yaeT 610KMpOBaThCA 40 TeX Nop, NOKa ecTb ABe Ntobble
aKTVBHbIe MOAMUCKW Ha rPynnbl.

0/28 01

224.1.1.1-224.1.1.9- > 224.1.1.1-2241.1.2- >

- 2224113-M - >

KIAVEHT 1

KOMMYTATOP

MULTICAST
CEPBEP

PuncyHok 43. Cxema paboTbl orpaHnyeHmns Konmyectsa multicast-rpynn Ha
KJIMEHTCKOM nHTepdeiice
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LWar 1. ba3oBas HacTpoiika cny>k6bl IGMP Snooping Ha ycTpoiicTBe

PaboTta orpaHnyeHunsa konnyectsa multicast-rpynn Ha nHTepderice BO3MOXHA
TONLKO Npwn BkAtoYeHHOM IGMP Snooping. 3To MOXHO CAe/laTb C MOMOLLbIO
KOMaHA.

(als_sw) #configure

(als_sw) (configure) #set igmp

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #set igmp

(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface @/28) #set igmp mrouter interface

(als_sw) (configure) (interface 0/28) #exit
(als_sw) (configure) #exit

LWar 2. BkoyeHne orpaHnYeHus Konu4vecTtBa multicast-rpynn Ha
K/INEHTCKOM MHTepdeice

Ans 3ajlaHna orpaHnYeHns KoamyectTsa multicast-rpynn Ha KJAMEHTCKOM
NHTepderice BbINONHAEM KOMaHAY:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #set igmp mcastgrouplimit 2

(als_sw) (configure) (interface @/1) #exit
(als_sw) (configure) #exit

Mocne AaHHOrO LWara KAMeHTCKNM NHTepdeinc CMOXeT MoANNCaTLCA TONbKO Ha ABe
rpynnbl O4HOBPEMEHHO.

HacTpoiika ctaTuueckmx rpynn

HacTpoika ctaTuyecknx rpynn nprMeHsieTcsa B C/lyyae, Kor4a KaneHT He MoXeT
3anpocnTb noayyeHre multicast rpynnbl ¢ noMoLbio npoTtokonia IGMP. B aTom
C/lyyae Ha KNNeHTCKUI nHTepderc cTaTtnyeckn NponucbiBaeTcs onpeaeneHHbIn
AvanasoH multicast rpynn. KnneHT 6yaeT nonyyaTtb BCce NponvcaHHble multicast-
rpynnbl. ECin Ha nHTepdelice BMeCTe CO CTaTudeckumMy rpynnamm skatodeH IGMP
Snooping, To IGMP 3anpockl Ha NOAK/IOYEHEe K CTaTUYeCKUM rpyrnnam oyayT
610KMPOBATbLCA.
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HacTpoiiky ctatuyeckmx rpynn bygem npon3BoANTb Ha NprIMepe NMoAK/IIYeHSs
knveHTa 1 K multicast-cepsepy. Multicast-cepsep BelaeT multicast-rpynnbl B 10
VLAN n noaxntoveH K KomMyTaTopy yvepes nHtepoeric 0/28. KnneHT 1 nonyyaet
multicast-tpapuk B 10 VLAN, 1 nogkntoueH K nHtepgericy kommytatopa 0/1.

0/28 01

224.1.1.1-224.1.1.9- > 224.1.1.1-224.1.1.9- >

- - 224112~ -
< ]
G
MULTICAST KOMMYTATOP KMEHT 1
CEPBEP

PuncyHok 44. Cxema paboTbl CTaTUYECKNX TPy

War 1. KoHpurypauumsa VLAN

Coszzaem VLAN 10, B KOTOPOM ByZeT OCyLLeCTBASATLCA BeLlaHue:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 10
(als_sw) (Vlan) #exit

HactpaviBaem VLAN 10 Ha K1MeHTCKOM MHTepdelice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #vlan participation include 10
(als_sw) (configure) (interface 0/1) #vlan tagging 10

(als_sw) (configure) (interface 0/1) #exit

(als_sw) (configure) #exit

HactpavBaem VLAN 10 Ha cepBepHOM VHTepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface ©0/28) #vlan participation include 10
(als_sw) (configure) (interface ©/28) #vlan tagging 10

(als_sw) (configure) (interface 0/28) #exit

(als_sw) (configure) #exit
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LWar 2. CosgaHue cTaTUYeCKOW rpynnbl

Azpeca rpynn MOXHO yka3blBaTb AByMsi CNOCO6aML: agpec rpynmbl WAV AMana3oH
aapecos. Co3zaeM cTaTUYeckyto rpynny, 4o6aBaseM B Hee AMana3oH
224.1.1.1-224.1.1.9 B 10 VLAN:

(als_sw) #configure

(als_sw) (configure) #set igmp static-group StaticMulticast

(als_sw) (configure) (static-group: "StaticMulticast") #group 224.1.1.1 to 224.1.1.9 vlan 10
(als_sw) (configure) (static-group: "StaticMulticast") #exit

(als_sw) (configure) #exit

LWar 3. MpMmeHeHUe rpynnbl Ha KJIMEHTCKOM nHTepdelice

MprMeHsieM cTaTUYecKyo rpynmny Ha nHTepdelice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #set igmp static-group StaticMulticast
(als_sw) (configure) (interface @/1) #exit

(als_sw) (configure) #exit

Mocne AaHHOrO Wara KAMeHTCKNY MHTepdenc byaeT nonyyaTb multicast-Tpadpuk
CTaTU4Yecku, BHe 3aBUCKMOCTU OT pexuma nepegaydn multicast-tpaduka B 10 VLAN.
Kpome Toro, KNMeHTy He HY>XHO MOAMUChIBAaTLCSA Ha 3TW rpynmbl, YTOObI NONYYNTb
nX. TakxKe 3TV rpynmnbl He 0OTOBpPaXaroTcs B CNCKe NOAMNCOK.

HacTtpowka IGMP Snooping proxy

IGMP Snooping proxy — mexaHun3Mm, Kotopbli 3ameHseT MAC-agpec u IP-agpec
NCTOYHMKa coobLeHnin "IGMP Membership Report" n "IGMP Leave" Ha MAC-agpec
n IP-agpec kommyTtaTopa. IGMP Proxy HacTpavBaeTcsd TO/IbKO Ha CEPBEPHOM

nHtepderice.
Hactpoiiky IGMP Snooping proxy 6ysem npov3BoAnTb Ha NpriMepe MOAKIHYEeHUS

KnneHTa 1 k multicast-cepsepy 4epes gBa koMmyTaTopa. Multicast cepsep BeLyaet
multicast-rpynnbl 1 NOAKAOYEH K KOMMYyTaTopy 2 yepes nHtepderic 0/28.
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KommyTaTop 2 coeanHeH c KoMmmyTaTopom 1 yepes nHtepdeiic 0/27, a KOMMyTaTop
1 coefnHeH C KOMMYTaToOpoMm 2 yepes nHtepdenc 0/28. KnneHt 1 nonyyaer
multicast-Tpapuk n NnoakItoUeH K KOMMyTaTopy 1 Yepes nHTepdeiic 0/1.

[ |
GRS
MULTICAST

CEPBEP

0/28

KOMMYTATOP 2

0/27 0/28

01
]
CGEED

KIAVEHT 1

KOMMYTATOP 1

PuncyHok 45. Cxema paboTtbl IGMP Proxy

War 1. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpouicTBe

Hactporika IGMP Snooping proxy BO3MOXHa ToNbKO Npu BKAOYeHHOM IGMP
Snooping. Bkntounm IGMP Snooping Ha kommyTaTope 1:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)

#set igmp
#interface
(interface
(interface
#interface
(interface
(interface
#exit

0/1

0/1) #set igmp

0/1) #exit

0/28

0/28) #set igmp mrouter interface
0/28) #exit

Ha kommyTaTope 2 Takxke Bkato4ymM IGMP Snooping:

(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)
(als_sw)

#configure

(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)
(configure)

#set igmp
#interface
(interface
(interface
#interface
(interface
(interface
#exit

0/27

0/27) #set igmp

0/27) #exit

0/28

0/28) #set igmp mrouter interface
0/28) #exit
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War 2. BkntoyeHue IGMP Snooping proxy

Ana sBknoveHns IGMP Snooping proxy BbIMO/IHAEM KOMaHAYy Ha CepBEPHOM
nHTepderice kommyTtatopa 1:

(als_sw) #configure

(als_sw) (configure) #interface 0/28

(als_sw) (configure) (interface 0/28) #set igmp proxy

(als_sw) (configure) (interface 0/28) #exit
(als_sw) (configure) #exit

MNocne gaHHoro wara coobuieHus "IGMP Membership Report" n "IGMP Leave",
BbIxogdAwme ¢ 0/28 nHTepdeica kommyTtaTtopa 1, nomeHstoT ceon MAC n IP-agpeca
ncrouHrka Ha MAC n IP-agpec kommyTtaTtopa 1.

Hactpoiika BpemMeHHbIX xapakTepuctuk IGMP Snooping

Y Kaxaon noanuckn Ha multicast-rpynny B Tabnvue noAgnmMcok Ha KoMMyTaTope
ecTb ABa Tarimepa: Group Membership Interval (GMI) n Query Response Interval

(QRI).

Tarimep GMI oTcunTbIBaeT BpeMsi, Noc/e KOTOPOro NOAMMcKa KINeHTa, eCiv OH ee
He 06HoBWA, yaanseTcs. CTaHAapTHOe 3HaveHve Tarimepa 260 cekyHA. Ecnm ot
KNVeHTa 3a Bpemsa genctena Tarimepa GMI npuxogut "IGMP Membership Report”,
TO NOANMNCKa O6HOBASETCS, a 3HaUYeHVe TaiMepa copacbiBaeTca 1 oTcyeT
HauMHaeTca cHavana.

Tarimep QRI oTcunTbIBaET BpeMS, KOTOPOE OTBOAMUTCA KIMEHTY Ha OTBET Ha
coobueHme multicast-cepepa "IGMP Group Specific Query". B MOMeHT npurxoaa ¢
cepBepa 3TOro COObLLEeHNA Ha KOMMYTATop TaliMep 3anyckaeTcs, a coobLleHmne
HanpaBnseTca KNNeHTy. ECan KAneHT He OTBETUT Ha COObLLEeHMe OT cepBepa B
TeyeHne BpeMeHy paboTbl TaliMepa, TO NoANKMCKa KIneHTa byjeT yaaneHa.
CraHaapTHOe 3HayveHve Tarimepa paBHO 10 cekyHAaM. ECn kKIneHT oTBeyaeT Ha
coobLLeHMe cepBepa B YCTaHOB/IEHHOE BpeMs, Talimep copacbiBaeTcs, MOAMMCKa
ocTaeTcs.
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HacTpoiiky BpeMeHHbIX XapakTepucTuk byaem NnponsBoANTbL Ha NpuMepe
noAxkntoveHnsa knveHTa 1 kK multicast-cepsepy. Multicast-cepsep Beluaet multicast-
rpynnbl N NOAKIHOYEH K KOMMYTaTOpy Yepes nHTepdenc 0/28. KnneHT 1 nonyyaet
multicast-Tpapuk n NnoAxkNtoUeH K UHTepdercy kommyTtaTopa 0/1:

0/28 01

CEPBEP

PucyHok 46. Cxema noAk/toYeHUs C O4HVM KJIIEHTOM

War 1. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpouicTBe

Hactpolika BpemMeHHbIX Xxapaktepuctuk IGMP Snooping BO3MOXHa TO/bKO Npun
BKJIl0UeHHOM IGMP Snooping. CmoTpuTte nyHKT "Hactpoika IGMP Snooping Ha
nHTepoericax”, warm 1-5.

LWar 2. HacTpoiika BpeMeHU NoANNCKU KaneHTa Ha multicast-rpynny

Ana HaCcTpPOMKM BpeMeHW NMOANUCKKU KaneHTa Ha multicast-rpynny (GMI) BbinonHsem
KoMaHay:
(als_sw) #configure

(als_sw) (configure) #set igmp groupmembership-interval 250
(als_sw) (configure) #exit

Mocne gaHHOro Wwara nognucka KaneHTa Ha multicast-rpynny éyzaeT yganeHa, ecnu
KnneHT He npuwneT "IGMP Membership Report" 3a otBegeHHbIN MHTepBan B 250
CeKYH.

200



LWar 3. HacTpolika BpeMeHM OoTBeTa Ha 3anpoc ot multicast-cepsepa

Ana HaCcTpPOMKN BpeMeHK oTBeTa K/IMeHTa Ha 3anpoc oT multicast-cepsepa (QRI)
BbIMOJIHAEM KOMaHZAy:

(als_sw) #configure
(als_sw) (configure) #set igmp maxresponse 5
(als_sw) (configure) #exit

Mocne AaHHOrO Wara noAnuncka kaneHTa Ha multicast-rpynny éyzeT yaaneHa, ecim
KnveHT He npuwnet "IGMP Membership Report" B otBeT Ha "IGMP Specific Query"
3a OTBeZEHHbIN NHTepBan B 5 CekyHA,

MpocMoTp cocTOAHMSA TalimepoB

HPOCMOTpeTbTEKWMMe3HaHeHMﬂTaMMepOBAﬂﬂHOAHMGN(MOXHOKOMaHAOW

(als_sw) #show igmpsnooping groups all

VlanId Multicast Group Version Iface Uptime GMI (sec) QRI (sec)
10 224.0.21.11 IGMPv2 0/1 0d, 00:00:48 250 5
20 224.1.21.87 IGMPv2  0/1 0d, 00:00:48 250 5
20 224.1.21.121 IGMPv2 0/2 0d, 00:00:48 250 5

HacTtpowka IGMP fast-leave Ha knneHTCcKOM MHTepdeiice

MNpn nony4yeHnn coobLieHns KommyTatopoM "IGMP Leave" OT kK1MeHTa KOMMYTaTop
He cpasy yaanseT nognucky. CornacHo npoTtokony IGMP, B 0TBET Ha coobLeHre
knveHTa "IGMP Leave", multicast-cepsep gomkeH nocnatb "IGMP Specific Query".
Echv knneHT urHopupyeT "IGMP Specific Query" (He otnpasnseT Ha Hero "IGMP
Join"), To KOMMyTaTOp yAanseT NOAMMUCKY.

CyLuecTByeT BO3MOXHOCTb YAanATb NOAMNMCKY Cpa3y nocne rnonyyeHus "IGMP
Leave". laHHbIM MexaHU3M Noayymn HasBaHue "fast-leave".

LWar 1. BkntoyeHue cny>x6bl IGMP Snooping Ha ycTpoiicTBe

BkntoueHue "fast-leave" BO3MOXHO TONbKO NMpw BkItoUeHHOM IGMP Snooping.
CMoTpuTe NyHKT "HacTporika IGMP Snooping Ha nHtepdericax”, warm 1-5.
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War 2. BkatoveHue HacTpoiikm IGMP fast-leave Ha knneHTckom uHTepdeiice

Ansa BkatoueHns HacTporikn IGMP "fast-leave" Ha knveHTCKOM nHTepdelice
BbIMNOJ/IHAEM KOMaHAY:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #set igmp fast-leave

(als_sw) (configure) (interface @/1) #exit
(als_sw) (configure) #exit

MNocne faHHOrO LWara, ecnv KneHT 3a nHtepdeincom 0/1 nownet "IGMP Leave",
NOAMNMNCKa KNEHTa Ha rpynny byaeT yAaneHa cpasy.

HacTponka nposepku onuyum Router Alert

Router Alert — onuwms IPv4-3aronoBka, yKa3sblBatoLL,as Ha To, YTo multicast-poyTtepbl
AO/KHbI 06pabaTtbiBaTb AaHHbIN NakeT. JaHHasa onumsa AO/IKHA NPUCYTCTBOBATb BO
BCcex coobuieHmsax "IGMP Membership Report" n "IGMP Leave". o cTaHZapTy nakeT
6e3 JaHHOW onuun AO/KEH NepeAaBaTbCa COr1acHO Tabanue NoAnNMCcoK U He
AO/KeH obpabatbiBaTbcs Kak IGMP-nakeT. YcTapeBLUme ceTeBble YCTPOWCTBA MOTyT
OTCbINaTb CO0bLeHMa 6e3 onumn Router Alert, N03TOMy eCTb BO3MOXHOCTb
HaCTPOUTb NoBeAeHMe KOMMYyTaTopa npu nonydeHun "IGMP Membership Report" n
"IGMP Leave" 6e3 onuun Router Alert.

BkntoueHve nposepku onumu Router Alert npusegeT K Tomy, 4To BCe "IGMP
Membership Report" 1 "IGMP Leave" 6e3 onuumn 6yayT nepesaBaTbCA COMNAaCHO
Tabnnue noanumcok. Mpr 3ToM 3anNpoc Ha NOAKAKOYEHVe UK OTKArYeHne multicast-
rpynnbl, cogepXallencs B JaHHOM nakeTe, He byzeT obpaboTaH. Mpwu
BbIK/ItOYEHHOW NpoBepke onuun Router Alert 6yayT o6paboTtaHbl Bce "IGMP
Membership Report" 1 "IGMP Leave" BHe 3aBUCMOCTA OT HaMYUS ONLMN B
nakere.

War 1. BkatoveHue cny>x6bl IGMP Snooping Ha ycTpoucTBe
Hactpolika npoBepku onumn Router Alert BO3MOXHa TO/IbKO Mpw BKAKOYEHHOM

IGMP Snooping. CmoTpuTe nyHKT "HacTtpoiika IGMP Snooping Ha nHtepdericax",
warm 1-5.
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LWar 2. BkatoyeHue npoBepku onumm Router Alert

Ana BkIOYeHWA npoBepkn onumy Router Alert BeinosIHAEM KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #set igmp router-alert
(als_sw) (configure) #exit

MNocne gaHHoro wara IGMP-coobLeHuns 6e3 3Tor onuum obpabaTtbiBaTbCA He ByayT.
ba3oBble HacTpoiikm IGMP Querier

IGMP Querier Ha KOMMyTaToOpe MOXeT MOHaZ0bUTLCA B TOM Cayyae, ecny multicast-
cepBep Mo KaknM-mbo NpUYrHaM He MOXET OTCbI1aTb B CeTb coobueHuns "IGMP
Query". B TakOM c/lyyae posb UCTOYHMKA coobLueHnin "IGMP Query" MoXeT B3SiTb
Ha cebs kommyTaTop. Ana BkntoueHus IGMP Querier BkatoueHue cnyxosl IGMP
Snooping He TpebyeTcs.

Ba3oBble HacTpokn MexaHu3Ma IGMP Querier bysem Npov3BoAUTb Ha NpuMepe
noAkno4eHns knveHTa 1 Kk multicast-cepsepy. Multicast-cepsep Bewaet multicast-
rpynnbl U NOAKAOYEH K KOMMYyTaTopy vepes nHtepdeinc 0/28. KnveHT 1 nonyyaet
multicast-Tpaduk n nogxkntoUeH K MHTepdency kommytaTtopa 0/1:

0/28 0/1

- =VLAN10- - > - =VLAN 10- - >

CEPBEP

PucyHok 47. Cxema paboTbl IGMP Querier
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War 1. HacTtporika VLAN Ha ycTpoiicTBe

Coszaem VLAN 10, B KOTOPOM ByZeT OCyLLEeCTBASATLCA BeLlaHue:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 10
(als_sw) (Vlan) #exit

HactpaviBaem VLAN 10 Ha cepBepHOM U KINEHTCKOM UHTepdencax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1,0/28

(als_sw) (configure) (interface ©/1,0/28) #vlan participation include 10
(als_sw) (configure) (interface ©0/1,0/28) #vlan tagging 10

(als_sw) (configure) (interface 0/1,0/28) #exit

(als_sw) (configure) #exit

LWar 2. BkntoyeHne mexaHmnsma IGMP Querier Ha ycTpoiicTBe

Bknrouaem IGMP Querier Ha ycTpoucTBe:

(als_sw) #configure
(als_sw) (configure) #set igmp querier
(als_sw) (configure) #exit

LWar 3. Hactpoiika IGMP Querier Ha VLAN

Bkntouaem IGMP Querier Ha 10 VLAN:

(als_sw) #vlan database
(als_sw) (Vlan) #set igmp querier 10
(als_sw) (Vlan) #exit

Lar 4. HacTpoiika agpeca IGMP Querier

HactpanBaem agpec IGMP Querier:

(als_sw) #configure
(als_sw) (configure) #set igmp querier address 172.17.1.1
(als_sw) (configure) #exit

Mocne gaHHOro Wwara yepes Kaxzable 60 cekyHZ € KIMEeHTCKUX NHTepderncoB byayT
oTnpasnaTbes coobueHns "IGMP General Query" ¢ meTkon VLAN 10 v IP-agpecom
NcTouHrka 172.17.1.1.
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Lar 5. HacTpoiika BpeMeHHbIX XxapakTepuctuk IGMP Querier

B HeKoTOpbIX CIy4asx MOXeT MOHAZ06UTbCS CMeHa MHTepBana OTNpaBKy
coobLeHunin cnyxk6oim IGMP Querier. Bbibop 3HaueHUs 3aBUCUT OT abOHEHTCKMNX
YCTPOCTB, YCTAaHOB/NIEHHbIX B CETU A0CTYnNa.

Ana cMeHbl MHTepBana oTrnpasky coobLeHnin "IGMP Query" BbIMOSIHAEM KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #set igmp querier query-interval 30
(als_sw) (configure) #exit

MNocne gaHHoro wara IGMP Querier byzeT oTnpaenaTb coobuieHus "IGMP Query"
Kaxable 30 cekyHA. 3HayeHme No yMoN4YaHuo 1A JaHHOro HTepBaaa pasHo 60
CeKyHZaAaM.

AononHutenbHble HacTpolkn IGMP Querier

Mo ctaHpapTy IGMP Querier go/keH NpekpaTUTb paccblaky cooblieHnn "IGMP
Query", ecin 3TN COOBLLEHNA NPUXOAAT OT BblLLECTOSLLEro 060pyA0BaHNS.
KoMMyTaTtop MOXeT HaXoAUTbCA B [iBYX COCTOAHUSAX:

* Querier — KOMMYTaTOpP OCYLLeCTBAAET Nepmnomnyeckyro paccoinky "IGMP
General Query" coobLeHnin 1 aHanns Bxoaawmx IGMP coobLieHnin Ha
cepBepHbIX nHTepdericax. Ecnm kommyTaTop nony4ymt coobuieHune "IGMP
Query" (general nnu specific), To oH nepeinget B coctogHue "Non-Querier";

* Non-Querier — KOMMyTaTOp NMpeKpaLlaeT paccoliky coobieHuin "IGMP
Query" Ha HekOTOpbIV Nepros BpeMeHW. Eciv B Te4eHnn 3Toro nepriosa
KOMMYTaTOp He nony4mT coobueHunin "IGMP Query", oH nepexoanT B
coctosaHume "Querier".
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[ononHuTeNbHble HACTPOMKK MexaHu3ma IGMP Querier 6yszem Npon3BOAUTbL Ha
npvmMepe noaknroyeHns kameHTa 1 Kk multicast-cepsepy. Multicast-cepsep Bellaet
multicast-rpynnel v MOAK/IFOYEH K KOMMYyTaTopy Yepes nHtepdeinc 0/28. KnveHT 1
nonyyaet multicast-Tpaduk 1 NOAKNOYEH K MHTepdericy KommyTaTopa 0/1:

0/28 0/1

- =VLAN10- - > - =VLAN 10- - >

CEPBEP

PuncyHok 48. Cxema paboTtbl IGMP Querier

LWar 1. ba3oBble HacTpouku IGMP Querier

Ana po6aBneHus 4oNonHUTeNbHbIX HacTpoek IGMP Querier Heob6xoArMO cCHayana
A06aBNTL 6a30Bble HacTponkn IGMP Querier. CMoTpuTe NYHKT "Ba3oBble
HacTtponkn IGMP Querier".

Lar 2. HacTpoiika AONONHUTE/IbHbIX BpeMeHHbIX XxapakTtepuctuk IGMP
Querier

[ns cMeHbl 3HayYeHUs CTaHAapPTHOrO NHTepBaia BPpeMeHN, Moc/1e KOTOPoro
KoMMmyTaTop B coctosaHUKM "Non-Querier" nepeinget B coctodHMe "Querier",
BbIMOJIHAEM KOMaHAy:

(als_sw) #configure

(als_sw) (configure) #set igmp querier timer expiry 70
(als_sw) (configure) #exit

MNocne faHHOro Wara koMMyTaTop B coctosaHnM "Non-Querier" nepeinget B
coctosiHme "Querier" yepes 70 cekyHa. CTaHAapTHOe 3HaveHVie HTepBana — 60
CEeKyHA,.
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ABTOMaTMnuyeckas noanmcka Ha KaHanbl

B HekoTOpbIX cy4asax HeOOXOANMO OpraHM30BaTh HbICTPOE Nepek/toyYeHre Ha
onpegeneHHble KaHabl. O4VH 13 BapyaHTOB OpraH13auunm 66ICTporo
NOAK/IFOYEHWSA 3aK1H0YAETCA B MOCTOSAHHOM TPAHCAALMM TPynnbl KAHaN0B Ha
obopyAoBaHMe ypoBHA J0CTyNa. B 3TOM ciydae npuv NoAnNncke KIMeHTa Ha KaHar
OH Cpa3y e HauMHaeT nepeAaBaTbCs KANEHTY, 6e3 3ajep>KKu, CBA3aHHOW C
nepejaveil 3anpoca KineHTa multicast-cepsepy.

Ans opraHmMsaumm NOCTOAHHOMO BeLLaHWA onpejeieHHON rpyrnbl KAHa0B MOXHO
NCMONb30BaTh CreuyanbHy HacTPOoViKy KoMMyTaTopa. [puv 3To HacTpouke
KOMMYTaTOp CaMOCTOATENbHO NMOAMMCLIBAETCA Ha yKa3zaHHble B KOHGUrypaumm
KaHanbl U NoAAep>XMBaeT 3Ty NOANNCKY.

CxeMa paboTbl KOMMyTaTOpPa C HACTPOEHHOM aBTOMATUYeCKOM NOAMUCKON Ha
KaHanbl:

0/8

JOIN 224.1.1.123 - 224.1.1.138 VLAN 1
€ - - -]JOIN224.1.1.120 VLAN1- - - -

MULTICAST ——8 >

KOMMYTATOP
MULTICAST

CEPBEP
PrcyHok 49. Cxema paboTbl aBTOMATUYECKON NOANNCKA Ha rpynnbl
War 1. CozgaaHue rpynnbl NoAnNMcoK

Kak npaBmio, aBTomatmnyeckasi noAnncka HacTpanmBaeTCs Ha HeCKO/IbKO KaHanoB
cpa3y. KaHanbl MOXHO yKa3blBaTb B BUAe 1x multicast-agpecos, 160 B BUAe
AVanasoHa aJpecoB, YKa3aB Haya/lbHbIA 1 KOHeYHbI multicast-agpec.
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AHHCO3AaHMﬂprHHbIMCHOﬂb3yeﬂ31KOMaHA&

(als_sw) #configure
(als_sw) (configure) #set igmp join-group "GroupName"
(als_sw) (configure) (join-group: "GroupName") #

Mocne BbINONHEHNS 3To KOMaHAbl CLI nepeingeTt B KOHTEKCT HAaCTPOMKW rpynnbl. B
3TOM KOHTEKCTe MOXHO 406aBUTb ajpeca KaHaloB:

(als_sw) (configure) (join-group: "GroupName") #group 224.1.1.123 to 224.1.1.138 vlan 1

B aaHHOM npumMepe B rpynny ¢ nMeHem "GroupName" gobasneH AnanasoH
ajpecoB ¢ 224.1.1.123 no 224.1.1.138, nognuvcka byget ocyLectBnATbCs BO VLAN 1.
Takxe MOXHO J06aBUTb B rpynny oTAeNbHbIN ajpec:

(als_sw) (configure) (join-group: "GroupName") #group 224.1.1.120 vlan 1

Bce gobaBneHHble B rpynny agpeca paboTatoT COBMeCTHO. B ciyyae, eciv oanH 13
afpecoB NoBTOPSeTCA ABaX/Abl (Hanpumep, yka3aHbl NepekpbiBatoLLmecs
MHTepBasbl apecoB), B rpynne 6yAeT TONbKO OAMH ajpec.

LLar 2. Bk/loueHMe cTaTUYecKoii NoANUCKU Ha uHTepdeiice

Ansa Toro, UTo6bLI ONpPeseneHHbI MHTepdenc KoMMyTaTopa NoAAEPXKMBaAN NOAMNCKY
Ha yKa3aHHble B rpynne agpeca, Hy>KHO BK/IIOUYUTb Ha MHTepdeiice
aBTOMAaTMYeCKyH MOAMMUCKY C YKa3aHNeM MMeHW rpynnbl.

N5 3TOrO CNYXXUT KOMaHZAA:

(als_sw) #configure
(als_sw) (configure) #interface 0/8
(als_sw) (configure) (interface @/8) #set igmp join-group "GroupName"
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[Mocne BbINOMHEHVA 3TOM KOMaH/bl KOMMYTaTop byJeT neprnoanyeck oTnpaBisaTb
Ha 0/8 nHTepdenc IGMP Membership Report (Join) Ha ykazaHHbIe B rpynne agpeca,
TeM CaMbIM NOAAEPXKMBAA MOAMNMCKY Ha KaHa/bl. KOMMyTaTop Takxe oTBeYaeT Ha
npuxogawme IGMP Query € y4eTOM HaCTPOEHHOW aBTOMaTUYeCKoW NoAnuncku. Mpw
BktoUeHHOM IGMP Snooping npu noanuvcke KAneHTa Ha ornpeseneHHbl KaHan 13
rpynnbl multicast-Tpagurk 3TOro KaHana cpasy Xe HauHaeT nepesaBaTbCA KINEHTY,
a caMu nakeTbl Join 1 Leave OT K/INeHTOB He nepegatotca multicast-cepsepy. 310
NMO3BONSAET OPraHN30BaThb ObICTPOE NMepek/toYeHe KaHanoB Y abOHEeHTOB.

Pe>xum IGMP Proxy Reporting

IGMP Proxy Reporting no3sonseT cyLecTBEHHO YMEHbLUUTb YNCI0 YNPaBASoLLMX
IGMP-nakeToB B ceTu rnpoBangepa. Npy nognncke KArMeHTa Ha KaHal KOMMYyTaTop
npoBepseT, bblna N1 Co34aHa NOAMNNCKA HA 3TOT KaHan paHHee. Ecaun HeT, To
kommyTatop ¢opmumpyeT IGMP Join nakeT 1 OT CBOEro MMeHW OTCbIN1IaeT ero Ha
multicast-cepep. Ecnm nognuncka yxe nmeeTcsi, TO KOMMYTaToOp He OTNpaBAseT
IGMP Join Ha multicast-cepBep, a MvLWb HauMHaeT nepegayvy multicast-tpadpuka B
COOTBETCTBYIOLMIM NHTepdeliC.

CxeMa paboTbl KOMMyTaTOpa B pexume IGMP Proxy Reporting npu nognuncke aByx
KAVEeHTOB Ha oAHY multicast-rpynny:
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AR
L
L
el <--------
-
]
MULTICAST
CEPBEP
<___KOMMYTATOP
MULTICAST JOIN GROUP 1
CEPBEP KOMMYTaTop
y>e nognucaH
Ha 1 rpynny

PucyHok 50. Pexuim IGMP Proxy Reporting, Join

KOMMYTATOP

KOMMYTATOP

€ -

€ -

0/1

KAVEHT 1
JOIN GROUP 1

_ KJNEHT 2
JOIN GROUP 1

KIAVIEHT 1

KITMEHT 2

KITMEHT 1

KITMEHT 2

Mpwv nonyyeHnmn IGMP Leave OT KnIMeHTa KOMMYTaTop OTK/IKoYaeT nepechiiky
Multicast-Tpadrika KnneHTy (Cpasy xe Uam CrycTa HeKOTopoe Bpems, B
3aBNCKMOCTN OT pexunma Fast Leave Ha nHtepgerice knveHTa). OtTnpaska IGMP
Leave Ha cepBep OT /1L KOMMYyTaTopa byaeT nNpov3BeseHa TOIbKO B TOM C/ly4yae,
€C/I HY OAWH 13 KIMEHTOB He NOoAMNKCcaH Ha 3TOT KaHal.
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Cxema paboTbl kKOMMyTaTOpa B pexume IGMP Proxy Reporting npw oTnncke
KNNEHTOB:

0/1

KIAVEHT 1

A

KOMMYTATOP
MULTICAST
CEPBEP
[ ]
]
0/2 KNVIEHT 2
KOMMYyTaTop
eLlé noanuncaH €- - KIVERT 1 KIVIEHT 1
MULTICAST Ha 1 rpynny LEAVE GROUP
CEPBED KOMMYTATOP
KOMMYTATOP KNVIEHT 2
<= " LEAVE GROUP 1 <~ " EAVE GROUP 1 KAWEHT 2

PrcyHok 51. Pexxum IGMP Proxy Reporting, Leave

Takxxe MeHAeTca peakLya KommyTaTtopa Ha nakeTtsl IGMP Query. Npn noayyeHun
TaKoro nakeTa c CepBepHOro NHTepderica KOMMyTaTop CaMOCTOATE/IbHO OTBeYaeT
Ha HWX Ha OCHOBaHUW MOAMNCOK KNVMEHTOB, CYLLEeCTBYHOLLMX B AaHHbIA MOMeHT. 514
COBMECTUMOCTU CO CTapbIMW NpPUCTaBKamMu 1 06opyAoBaHMeM rnakeTbl Query Takxe
nepecbINalnTCa KANeHTaM.
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Cxema paboTbl KOMMyTaTOpa B pexunme IGMP Proxy Reporting npv nonyyeHun
IGMP Query c cepBepHoro nHtepdeiica:

0/1

]
D
— QIVIEHT 1
—
N _ >
< ________
[ ]
E— KOMMYTATOP
MULTICAST
CEPBEP
]
G
0/2 KIMEHT 2
QUERY - - - - - > QUERY - - - - > KIMEHT 1
MEHE_ ;:;;PST COMMYTATOP KOMMYTATOP
- - JOIN QUERY = - = - > KIVEHT 2

PuncyHok 52. Pexxum IGMP Proxy Reporting, Query

LWar 1. basoBas HacTpoiika IGMP Snooping

Ansa Toro, uTo6LI aKTUBMPOBaTL pexnM IGMP Proxy Reporting Ha koMmmyTaTope,
Heobxoanmo HacTtpouTb IGMP Snooping Ha nHTepderice nam Ha VLAN.

212



B npnmMepe Hmxe IGMP Snooping BktoueH Ha ABYx nHTepdercax (0/1 n 0/2), Takxe
yKa3aH oAVH cepBepHbIl nHTepgeric (0/8):

(als_sw) #configure

(als_sw) (configure) #set igmp

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface ©/1-0/2) #set igmp

(als_sw) (configure) (interface 0/1-0/2) #set igmp fast-leave

(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #interface 0/8

(als_sw) (configure) (interface 0/8) #set igmp mrouter interface

(als_sw) (configure) #exit
(als_sw) #exit

LWar 2. BkntoveHue pexxmma IGMP Proxy Reporting

,ﬂ,)’lﬂ BKZTOYEHNA peXnMa NCNOoIb3YyeTCA KOMaHAa:
(als_sw) #configure

(als_sw) (configure) #set igmp proxy-reporting

Lar 3. HacTpoiika Source IP ana ynpasnsiowmx naketos IGMP

B pexwnme IGMP Proxy Reporting komMyTaTtop byAeT OTNpaBAsaTb yrnpasnstoLme
naketbl IGMP oT cBOEro nmeHu, To ectb co ceonM MAC-agpecom u IP-agpecom.

HasHaunTb apyron Source IP-agpec, oTAan4YHbIN OT cobcTBeHHOro IP-agpeca
KOMMYTaTopa, MOXHO KOMaHZOM:

(als_sw) #configure
(als_sw) (configure) #set igmp proxy-reporting source-ip 172.17.1.10

B aTom cnyyae Source IP-agpec ynpasnsatowmx IGMP-nakeTos, oTripaBasemMbix
KOMMYyTaTopom, byzeT paBeH 172.17.1.10.

15.3 MpuMepbl TUNOBBLIX HAaCTPoeK

MNprBeaeM npnmMepbl HacTpoek IGMP Ha 28-nopTtoBom KommyTaTope AJICUTEK.
MepBble 24 nHTepdeiica (0/1-0/24) byaem cumtatb abOHEHTCKMMU, TO eCTb TeMin
NHTepdericaMu, 3a KOTOPbIMW PaCrofioXXeHbl aboHeHThl. VIHTepdelickl 0/25-0/28
byAeM cunTaTb cepBepPHbIMU UHTepderncamm, 3a KOTOPbIMU HAaXOAMUTCA
BblLLeCTOsILLee 0bopyLoBaHMe.
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Mpumep HacTpoiiku IGMP Snooping Ha UHTepdeicax

B npnMepe HmxXe geMoHCTpupyeTcs HacTpoika IGMP Snooping Ha nopTax.
Multicast-tpaduk nget Kk aboHeHTam B 10 1 20 VLAN 1 fOCTyneH TONbKO TeMm
aboHeHTaM, KoTopble ABHO 3anpocuam multicast-rpynnel B 3Tx VLAN no
npotokony IGMP.

KoHdurypauwms:

vlan database

vlan 10,20

exit

configure

mcast_vfm 10 forward_registered
mcast_vfm 20 forward_registered
set igmp

interface 0/1-0/24

set igmp

vlan participation include 10,20
vlan tagging 10,20

exit

interface 0/25-0/28

vlan participation include 10,20
vlan tagging 10,20

set igmp mrouter interface

exit

exit

Mpumep HacTpouikn IGMP Snooping Ha VLAN
B npumepe fgeMoHcTpurpyeTca HacTporka IGMP Snooping Ha VLAN. Multicast-

Tpaduk nget Kk aboHeHTam B 10 VLAN 1 A0CTyrNeH TO/IbKO TeM aboHeHTaMm, KoTopble
ABHO 3anpocunu multicast-rpynnel B 3ToM VLAN no npotokony IGMP.
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KoHurypauus:

vlan database

vlan 10

set igmp 10

exit

configure

mcast_vfm 10 forward_registered
set igmp

interface 0/1-0/24

vlan participation include 10
vlan tagging 10

exit

interface 0/25-0/28

vlan participation include 10
vlan tagging 10

set igmp mrouter 10

exit

exit

Mpumep HacTpoiikm IGMP Querier

B npumepe npuBeaeHbl HacTpoikn IGMP Querier. CoobuieHus "IGMP General
Query" OTCbINAKOTCA C MHTEpPBaNoM 65 cekyHA Ha nHtepdericel 0/1-0/24 B8 10 VLAN.
B kauecTBe IP-agpeca ncrouHmka B coobuieHmnax "IGMP General Query" ykasaH
agapec 172.17.1.2.

KoHurypauus:

vlan database

vlan 10

set igmp querier 10

exit

configure

set igmp querier

set igmp querier address 172.17.1.2
set igmp querier timer expiry 65
interface 0/1-0/24

vlan participation include 10
vlan tagging 10

exit

exit
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15.4 TunoBble BONPOCHI N OLLNGKN

B: B KoHbUrypaumnm otobpaxaercs koMaHaa "set igmp mvr 1". BkaroueH nu
mMexaHnsm MVR?

O: Hert, He Bk/toYeH. JaHHasa komaHaa 3agaet MVR VLAN, ana BkaroyeHus
MexaHu3Ma Tpebyetca fo6aBnTb KOMaHAy "set igmp mvr".

MNprmep: MVR otkntoyeH, B kadectBe MVR VLAN ykasaH VLAN 1 (cocTosaHuMe no
YMOTYaHWI0).

KoHdurypauwsa byaeT Takoin:

configure
set igmp mvr 1
exit

Mpunmep: MVR BkatoyeH, B kadectee MVR VLAN ykasaH VLAN 1.

configure

set igmp mvr
set igmp mvr 1
exit
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'MABA 16. PPPOE INTERMEDIATE AGENT

16.1 BBegeHue B PPPoOE

PPPoE (Point-to-point protocol over Ethernet) — ceTeBO NPOTOKOJ KaHaJIbHOIO
YypOBHs rnepesayn kagpos PPP vepes Ethernet. CraHgapT PPPOE onuncaH B
fokymeHTe REC 2516.

B npouecce yctaHosneHus PPPoE-ceccun (PPPOE Discovery, PPPOED) knneHT 1
cepBep 06MeHVBaKTCA CIefyoLWyMY nakeTamu:

* PADI (PPPoE Active Discovery Initiation) — oTnpaBnaeTcs KAMeHTOM ANA
0bHapyxeHus Bcex AoCTynHbIX PPPOE-cepBepoOB B pamMKax ceTu;

* PADO (PPPoE Active Discovery Offer) — oTnpaBnsieTca cepBepomM B OTBeT Ha
PADI, aBnaeTca npeanioXXeHeM YyCTaHOBUTb CECCUIO C AaHHbIM CEpBEPOM;

* PADR (PPPoE Active Discovery Request) — oTrnpaB/seTcs KIVeHTOM
onpegeneHHoMy PPPoE-cepBepy 415 yCTaHOBEHWA ceccuu;

* PADS (PPPoE Active Discovery Session-confirmation) — oTnpasnsieTcs
cepBepomM B oTBeT Ha PADR k/neHTa, ABAFeTCH NOATBEPXAEeHEM
YCTaHOB/IEHUS ceccuu;

* PADT (PPPoE Active Discovery Termination) — oTnpaBnseTcd cepBepom Uau
KAWEHTOM, NHGOPMUMPYS APYryro CTOPOHY O 3aBepLUEHNN Ceccuu.

PPPoOE Snooping

PPPOE Snooping — ¢yHKLMA KOMMYTaToOpa, NpeAHasHauYeHHasa Ans 3alUThl OT aTtak
C ncnonb3oBaHmem npotokosa PPPoE. PPPOE Snooping no3sonaeT 3awmtnTtb
K/IMIeHTa OT NoJlyYeHuns agpeca oT HeHajexHoro PPPoE-cepeepa. [1nsi KOppeKkTHOM
paboTbl PPPOE Snooping nHTepdeincbl KoMMyTaTopa AeNaTcsa Ha ABe rpynnbl —
foBepeHHble (Un trust) U HegoBepeHHble (untrust). MNpn HacTpoke KOMMyTaTopa
A0BepeHHbIMW NHTepdencaMm NPUHATO CUMUTaTb NHTepdenchl, 33 KOTOPbIMMA
HaxoaunTca fjoBepeHHbI PPPoE-cepBep. OcTanbHble NHTepdericbl CHUTarOTCS
HeZlOBEPEHHbIMU.

PPPOE Snooping obpabatbiBaeT Tonbko PPPOED-nakeTbl, KOTOPbIMX 06MEHNBATCA
PPPOE-cepBep v KAVEHT.
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Mpvmep paboTel PPPOE Snooping n3obpaxeH Ha cxeme Huxe:

0/1 untrust

0/25 trust

KNNEHT

<€ - -VLAN100- - -

KOMMYTATOP

PPPoE CEPBEP

0/2 untrust

[ ]
HE/IOBEPEHbIV
PPPoE CEPBEP

PncyHok 53. Cxema paboTtbl PPPOE Snooping

1. KnneHT oTnpasnseT 3anpoc PADI ana obHapyxeHnsa fOCTyrnHbIX PPPOE-
cepBepoB.

2. OTnpaBneHHbI KneHToM 3anpoc PADI aBnseTcs WpoKoBeLLaTeIbHbIM,
Ho 6narosapst PPPoE Snooping oH He nonagaeT Ha HejoBepeHHbI PPPOE-
cepBep 3a HTepdeincom 0/2, a nepeHanpaBaseTcs Ha AOBEPEHHbI
nHTepderic kKommyTtaTopa 0/25.

3. KnneHtckuin 3anpoc PADI goxoanT fo goBepeHHoro PPPoE-cepeepa. Cepaep
OoTBeYaeT Ha Hero, nocse 3Toro ycrtaHasnveaetca PPPoE-ceccus ¢
JOBEepPeHHbIM CepBepoM.

PPPoOE Intermediate Agent
PPPOE Intermediate Agent npegHa3HayeH ansa naeHTUdrKaumm kaHana Aoctyna

aboHeHTa. JokymeHT TR-101 npeanaraet UCNonb30BaTb ero 415 nomoLy BRAS B
aBTopu3auMmM aboHeHTa Npy OpraHM3aLmn ypoBHS AoCTyna no npoTtokony PPPOE.
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PPPOE IA nepexBaTbiBaeT CnyxebHble nakeTbl, KOTOPbIMU KINEHT 1 cepsep (BRAS)
obMeHMBaKTCA B NpoLiecce yctaHoBneHWA PPPoE-ceccun. NaeHTrdmkaums kaHana
A0CTYNa OCyLLLeCTBAAETCA NPU NOMOLLW A0baBNeHWa onpeseneHHOro Tera (onumm)
B NakeTbl, oTnpaBnsdemsble knveHToMm (PADI, PADR), Ha 6a3e KoTopbix BRAS moxeT
aBTOPK30BaTb WM HET 3anpallnBatoLLLero 4oCTyn KAneHTa.

OTBeThl, oTnpasnsemsle cepeepomM (PADO, PADS), a Takxxe nakeT, COObLLAIOLLNI O
3aBepleHnmn ceccum (PADT, oTnipaBnseTtca v KnveHToM 1 cepsepom) rno TR-101 He
AO/IKHBI cofepXaTtb JaHHOro Tera. Ho ecnu Ter nNo KakMm-To NpUYrHam
NPUCYTCTBYET, KOMMYTaTOP YAANUT €ro 13 nakeTos. KNneHTy He fo/KHa rnonactb
nHpopMaumsa 06 opraHm3aLmy ypoBHS A0CTyna nposangepa.

TR-101 npeanaraeT ncnonb3osatb Ter 0x0105 (Vendor-Specific) c Vendor ID
0x00000DE9 (ID opranmsaumm DSL Forum). Ter cogepXxut 2 nons:

¢ Agent Circuit ID — npou3Bo/ibHasa CTPOKa, Kak NpaBw/o, cojepKaLlas
onuncaHmne nHtTepdenca, K KOTOPOMYy NOAKIKOYUEH abOHEHT;

* Agent Remote ID — npomn3BoibHasa CTpoKa, Kak MpaBw/Io, onpesensatoLlas
cam y3en gocrtyna.

16.2 Hactpouka PPPoOE Snooping Ha KomMyTaTopax
ANCnTEK

Cnyxb6a PPPOE Snooping HacTpavBaeTcsd B HeCKO/IbKO Lwaros. [pexae Bcero
HeobXoAMMO BKIOUUTL rNobanbHO CNyXby, 3aTeM Ha3HaunUTb Cnyxbe HoMmepa
VLAN, B KOTOpbIX He06Xx0AMMO cneiuTb 3a PPPoE-Tpadukom. MNocne sToro
HeobXxoAMMO yKa3aTb A0BepeHHbIV MHTepdeiic, 3a KOTOpbIM HaxoanTca PPPOE-
cepep. [loBepeHHbIX NHTEPPENCOB MOXET bblTb HECKO/IbKO. Bce ocTanbHble
NHTEepdencel byayT CUNTATLCA HeJoBepeHHbIMY (untrust), 4OMOIHUTEIbHas
HaCcTpoWKa HeZloBEPEeHHbIX HTePPenCcoB Ha KOMMYyTaTope He TpebyeTcs.

Uepes HeZloBepeHHbIV MHTepdelic KOMMyTaTOpPa MOTYT MPOXOANTL TObKO

knneHTckmne PPPoE-naketkl (PADI, PADR, PADT). 3Tu nakeTsl 6yAyT Hanpas/ieHsb!
TONbKO Ha AOBepeHHble NHTepdechl.
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MowaroBas HacTpoiika PPPoE Snooping

LWar 1. MpeaBapuTenbHble HACTPOMKN KOMMYyTaTopa

CoszpgaHue VLAN 100:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 100
(als_sw) (Vlan) #exit

Hactpoiika VLAN 100 Ha KIMeHTCKUX NHTepdecax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface 0/1-0/2) #vlan participation include 100
(als_sw) (configure) (interface 0/1-0/2) #vlan pvid 100

(als_sw) (configure) (interface 0/1-0/2) #exit

(als_sw) (configure) #exit

Hactpoiika VLAN 100 Ha cepBepHOM nHTepdelice:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface ©/25) #vlan participation include 100
(als_sw) (configure) (interface ©/25) #vlan tagging 100

(als_sw) (configure) (interface 0/25) #exit

(als_sw) (configure) #exit

LWar 2. Bknto4veHwne cny>k6bl PPPOE Snooping Ha ycTpoiicTBe

[na BkoYeHns C}'Iy)K6bI MCrosibdyeM KoMaHAy:

(als_sw) #configure
(als_sw) (configure) #pppoe
(als_sw) (configure) #exit

LWar 3. 3agaHue VLAN, Ha KoTopbIx BK/toYeH PPPoE Snooping

Janee, ykasblBaeM OANH NN HeCKObKO VLAN, Ha KOTOpPbIX JOMKHA ObiThb
BKJItOUeHa cnyxba PPPOE Snooping:

(als_sw) #configure
(als_sw) (configure) #pppoe 100
(als_sw) (configure) #exit
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B npumepe PPPoOE Snooping BkitoyaeTtcd Ha VLAN 100. MoxeT 6bITb YKa3aHO
Heckonbko VLAN.

Lar 4. HasHaueHne aoBepeHHbIX UHTepdeiicoB ansa PPPoE Snooping

Ansa ykazaHusi JO0BepeHHOro nHTepdeiica Hy>XHO BbIMOMHUTbL KOMaHAY:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface 0/25) #pppoe trust
(als_sw) (configure) (interface 0/25) #exit
(als_sw) (configure) #exit

B npumepe nHtepdeinc 0/25 nepeBoanTCA B COCTOAHME foBepeHHOro ana PPPoE
Snooping. JoBepeHHbIX NHTEPPenCcoB MOXET ObITb HECKOJIbKO.

Mocne onncaHHbIX BbiLle LAroB KOHGUrypaumsa KoMMyTaTopa byaeT cnesyroLlei:

(als_sw) #show running-config
vlan database

vlan 100

exit

configure

pppoe

pppoe 100

interface 0/1

vlan pvid 100

vlan participation include 100
exit

interface 0/2

vlan pvid 100

vlan participation include 100
exit

interface 0/25

vlan participation include 100
vlan tagging 100

pppoe trust

exit

exit
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MpocmoTp cepBepoB

KommyTaTop coxpaHsaeT gaHHble 0 BceX cepBepax PPPOE, ¢ KOTOpbIMU K/IMEHTHI
obMeHwmBaroTCa coobLeHnsaMmu. Cnnmcok PPPOE-cepBepoB MOXHO NOCMOTPETb
cnesyroLlen KOMaHAoM:

(als_sw) #show pppoe servers

MAC Address Interface VLAN ID

00:13:AA:00:00:01 0/25 100

B aaHHOM npumepe 3a nHTepdeincom 0/25 HaxoanTesa cepsep ¢ MAC-agpecom
00:13:AA:00:00:01.

16.3 HacTtpouka PPPoE IA Ha kommyTaTopax AJICUTEK

Cnyx6a PPPOE IA paboTaeT coBmecTHO ¢ PPPOE Snooping n HacTpavBaeTcs B
HeCKO/IbKO LWaroB.. MNMpexae Bcero Heob6xoANMO BKAOUNTL rnobansHO PPPOE
Snooping, 3aTeM Ha3sHaunTb cy>k6e PPPOE Snooping Homepa VLAN, B KOTOPbIX
Heobxoanmo cneanTb 3a PPPoE-Tpadukom. MNMocsie 3Toro HeobxoA1MOo yKasaTb
AOBEpPEeHHbIN nHTepdec, 3a KoTopbIM HaxoanTca PPPOE-cepeep. 3aTtem
HeobXxoAMMO BKAOUNTL r106anbHO PPPOE IA 1 HacTpouTb dopmaTHbIE CTPOKN ANS
noaonuwmin circuit-id u remote-id.
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MowaroBas HacTpoiika PPPoOE IA

PaccMOTpPUM HACTPOKKY Ha NpUMepe NPoCTon CXeMbl:

0/25 trust 0/1 untrust

|

|

|

el o . _\[ANT00- - - \aa | € - - - - - - -

- -
GEEED

[ - KAVNEHT

KOMMYTATOP

PPPoE CEPBEP

PrcyHok 54. YnpoleHHasa cxema Ans nantctpaumm pabotsl PPPOE 1A

LWar 1. MpeaBapuTenbHble HACTPOMKM KOMMYyTaTopa

CoszpaHue VLAN 100:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 100
(als_sw) (Vlan) #exit

Hactporika VLAN 100 Ha knneHTCKOM nHTepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #vlan participation include 100
(als_sw) (configure) (interface ©0/1) #vlan pvid 100

(als_sw) (configure) (interface @/1) #exit

(als_sw) (configure) #exit

Hactporika VLAN 100 Ha cepBepHOM nHTepderice:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface 0/25) #vlan participation include 100
(als_sw) (configure) (interface ©/25) #vlan tagging 100

(als_sw) (configure) (interface 0/25) #exit

(als_sw) (configure) #exit
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LWar 2. HacTtpotiika cny>x6bl PPPOE Snooping Ha ycTpoiicTBe

[nobanbHoOe BK/oUeHVe cybbl PPPOE:

(als_sw) #configure
(als_sw) (configure) #pppoe
(als_sw) (configure) #exit

Hactpoiika paboTbl cnyx6bl PPPOE B onpegeneHHbix VLAN:

(als_sw) #configure
(als_sw) (configure) #pppoe 100
(als_sw) (configure) #exit

YKaszaHue oBepeHHOro nHTepdeiica:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface 0/25) #pppoe trust
(als_sw) (configure) (interface 0/25) #exit
(als_sw) (configure) #exit

War 3. Fno6anbHoe Bko4YeHue PPPoE IA

Ana rnobanbHoro BkatoveHUss PPPOE |IA He06xX04/MO BbINOIHUTE KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #pppoe frmtstr enable
(als_sw) (configure) #exit

LWar 4. HacTpoiika ¢popmaTHbIX CTPOK AnsA noneir PPPoE IA

HacTporika nogonuum circuit-id BbINONHSAETCA KOMaHAOWA:

(als_sw) #configure
(als_sw) (configure) #pppoe frmtstr "SomeStringWithLexems"
(als_sw) (configure) #exit

Hactporika nogonumuy remote-id BbIMONHAETCH KOMaHZAOWM:

(als_sw) #configure
(als_sw) (configure) #pppoe remoteid "SW1"
(als_sw) (configure) #exit
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[ocne onMcaHHbIX Bbllle HacTpoek KoHPUrypaums kKoMmyTaTopa byaet
cnesyroLlen:

vlan database

vlan 100

exit

configure

pppo€e

pppoe 100

pppoe frmtstr enable

pppoe frmtstr "SomeStringWithLexems"
pppoe remoteid "SW1"

interface 0/1

vlan pvid 100

vlan participation include 100
exit

interface @/25

vlan participation include 100
vlan tagging 100

pppoe trust

exit

exit

JNlekcembl

[ns BOSMOXHOCTY 3aaHNs MPOU3BO/IbHbBIX CTPOK MOAOMLMIA UCMONb3yeTCcs
MeXxaHW3M nekceM. Jlekcema — 3TOo CneumanbHbli Habop CUMBONOB, KOTOPbIe Npu
BCTaBke GOPMATHOWN CTPOKM B NakeT byAyT 3aMeHeHbl Ha HEKOTOpoe peasibHoe
3HaueHwue, cneundrnyHoe ANa JaHHOro nakeTa UaM KoOMMyTaTopa. C MOMOLLbHO
nekceM B NakeT MOXHO MOMeCTUTb HEKOTOPYH MHOpMaLMo AN1a cepBepa, Ha
OCHOBAaHMM KOTOPOU OH CMOXET MPUHATL peLleHre No obpaboTke JaHHOro nakeTa.

B dopMaTHbIX CTPOKax JOMyCcKaeTcst MCNoAb30BaTh NevaTHble cumBobl ASCII
(0x20-0x7e), 3a UcknoYeHneM CMMBOA ABOMHbIX KaBblvekK (") 1 06paTHOro cieLla
(\):

1#$%8&#38; ' ()*+,-./
0123456789 ;<=>?
@ABCDEFGHIJKLMNO
PQRSTUVWXYZ[1A_

“abcdefghijklmno
pqrstuvwxyz{|}~

CumBony "$" Npy 3TOM OTBOANTCH PO/b C/TY>KeOHOro, OH UCNONb3YyeTCa ANA
0603HauyeHns nekceM. JlekceMbl HAUMHAKOTCA CO CIyXKebHoro cmmeona "$", fanee
MOXEeT UATU MOANPUKATOP AIMHBI (Heoba3aTeNbHbIA NapaMeTp), Nocsie yero naet
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cumBon (bykBa), o603HauatoLas nekcemy. CnMCcok nekcem NpuBeAeH HIUXe.
MoandurkaTop UCNonb3yeTcs AN 3a4aHNs Pa3psAHOCT 3HaUeHKs. MNpy 3Tom
HeJoCTatoLLMe pa3psibl AOMONHSOTCS BeAYLUMMWN HYIS M.

JonycTrmo ncrnonb3oBaHMe TobKo 0 B KauecTBe BeAyLLlero CMMBoA U AINHbI OT 1
50 9. CnegoBatensHoO, fonycTuMble MogudurkaTopbl — oT 01 go 09. MoandukaTtop
01 nprpaBHMBAETCSA K OTCYTCTBUMIO MoAVdurKaTopa. Micnonb3oBaHue moagndrkatopa
NoAAepXVBaeTcst He BCeEMU JlIeKCeMaMU, ANA KaXKA0M N3 HUX MOAAEPKKA YKa3aHa
WHAUBUAYANIBHO.

B cnyuae, eciv MoandUKATOP NPUMEHEH K HEMOAAEPXMBAOLLEN ero 1ekcemMe, oH
NUrHopupyeTca 1 ekcema 6yaeT BbiBeAeHa 6e3 yuyeTa MoandurkaTopa. B ciyuae,
eC/Iv KOIMYeCTBO BedyLLMX HyNeil, 3ajaHHoe MoandLrKkaTopom, 6onblie
NoAAepP>XVBAEMOro IeKCEMO, GakTUUECKoe YNCI0 3a4aeTCA BEPXHUM Mpeseniom,
noAAep>X1BaeMbIM IEKCEMOIA.

Ana po6asneHns B GopmMaTHYH CTPOKY CaMoro cmmeonia "$" ncnonb3yeTcs ero
ABOWMHOI BapunaHT "$$".

Mpy 06paboTke nekceMbl aHaNM3aTop NAeT NocnesoBaTe/IbHO OT nNpedukca
BNpaBo. Ecnn Ha NyTy BCTpeyaeTcs HenoaAepXnBaemblii CUMBO, AaHHAas "noxHasa"
niekceMa UrHopUpyeTcs 1 He NonaaeT B CTPOKY pe3ynbTaTa, HaumHasa ¢ npedurkca
1 3aKaH4YMBasa caMM HenoajepXnBaeMblM CIMBOJIOM.

Taknm obpasom:

$b — npocTo nponajet n3 pesynbTaTa;

$\0 (cmBon 0x00) — npocTo NponajeT 13 pesy/nbTaTa;
$ (Nnpoben) — npocTo nponageT 13 pesynbTaTa;

$$b — B popmaTHyIO CTPOKY A06aBATCA CUMBOLI $b;
$$v — B popMaTHYyHO CTPOKY A06aBATCA CUMBONLI $v;
abc$ — B popmMaTHYyHO CTPOKY A06aBATCA CMMBOJILI abc.

Huxe npeacrtaBneH CrmcokK AOCTYMNHbIX JIEKCEM!
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* $a — IP-agpec kommyTaTopa (Relay), noactaBnseTca B GopMaTHYH CTPOKY B
Buge ASCII (192.168.128.21), nogaepxnBaeTtca mogndukatop ot 07 go 03
($01a..$03a). Hanpumep, agpec 192.168.10.1 n $03a gaayTt pesynbtaT
"192.168.010.001";

* $A — IP-agpec kommyTaTopa (Relay), noacrasnseTcs B pOpMaTHYHO CTPOKY B
Buae HEX (COA88015), MmogmdurkaTopbl He MOAAEPKMBAKOTCSH, pa3Mep Bcerga
paBeH 4 6anTawm;

* $r — MAC-agpec kommyTatopa (Relay), noacrtasnsiercs B QOpMaTHYH CTPOKY
B BuAe ASCII (00:13:AA:11:22:33), moandukaTopbl He NOAAEPXKMBAIOTCS,
PaspAAHOCTb 31eMeHTa Bcerga AOMNONHAETCA BeAyLUMU HYNSMU 0 2
CMMBOJIOB, pa3Mep Bcerga paseH 17 cumBonam;

* $R — MAC-agpec kommyTaTopa (Relay), noacrasnseTcss B $opMaTHYH CTPOKY
B BuAe HEX (0013AA112233), moagndumkaTopbl He NOAAEPXKNBAKOTCH, pa3Mep
BCerza paBeH 6 banTawm;

* $c — MAC-agpec kineHTa, noacTaBnseTcs B QOpMaTHYHO CTPOKY B BUAe
ASCII (00:13:AA:33:22:11), moandmnKaTopbl He NOAAEPXNBAKOTCS,
PaspAAHOCTb 3/1eMeHTa Bcerga AOMNONHAETCA BeAyLUMU HYNSMU [0 2
CMMBOJIOB, pa3Mep Bcerga paseH 17 cumBonam;

* $C — MAC-agpec knveHTa, NoAcTaBnseTcs B GopmMaTHYH CTPOKy B Buge HEX
(0013AA332211), moandumkKaTopbl He NOAAEPXKMBAKOTCS, pa3Mep BCeraa
paBeH 6 6anTawm;

* $h — hostname KommyTaTOpa, NOACTaBNAETCA B POPMATHYHO CTPOKY B BUAE
ASCII, MmogndrKaTopbl He NOALEPXKMBAKOTCS;

* $v — VLAN ID, nogctaBnsetcd B popmaTHyto cTpoky B Buge ASCII, no
YMOTYaHWIO BeAyLLVIE HY/IN HE UCMO/b3YHOTCS;

* $V — VLAN ID, noactaBnsietca B popmaTHyto CTpoky B Buge HEX,
MoandrKaTopbl He NoAAEPXKMBAKOTCH, pa3Mep — Bcerga 2 6ainTa
(0000..0FFF);

* $i — <unit>/<slot>/<port>, noactasnseTcs B GoOpMaTHYO CTPOKY B BUAE
ASCll, MogndrKaTopbl HE NOAAEPXKMBAIOTCS, BeAyLLE HY/IN He
NCMONb3YHTCS;

* $u — unit id kommyTaTOpa, BCeraa paseH 0, noacTaBnseTcs B popMaTHYHO
cTpoky B Buge ASCII, no ymon4yaHuio BegyLime Hyam He NCNoJib3YHTCS;

* $U — unit id kommyTaTopa, Bcerga paseH 0x00, noacTaBnseTcs B
bopmaTHyto cTpOKy B Buge HEX, moandmnkaTopbl He NoA4epXXNBAtOTCS,
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pasmep — Bcerga 1 6anT;

$s — slot id, noactaBnsieTcs B opMaTHyto cTpoky B Buge ASCII, no
YMOYaHUIO BedyLuye HYIN He NCMONb3YHTCS;

$S — slot id, noacTaBnsieTcs B popmaTHyO CTPoKy B BuAe HEX,
MOANDUKATOPLI He NOAAEPXNBAOTCH, pazMmep — Bcerga 1 6anT;

* $p — HOoMep nHTepdeica, noacTaBnseTcs B PopMaTHYHO CTPOKY B BUAE
ASCIl, no ymonuyaHuio BegyLime Hyam He NCMONb3YHTCS;

$P — Homep nHTepdelica, noacTaBnseTcs B GopmMaTHYH CTPoKy B Buae HEX,
MOANDUKATOPLI He NOAAEPXNBAOTCH, pazMmep — Bcerga 1 6anT.

NoacTaHoBKa nekcembl B BuAe ASCIlI npeanonaraet, 4To B NakeT nonajatoT
LWeCTHaAuaTepuYHble 3HaUeHNsA Kaxaoro cmsona 13 tabnuubl ASCII. MoactaHoBka
nekcembl B Buge HEX npegnonaraer, 4yto B NakeT nonajaeTt 3HaueHVie Kak eCTb, B
6rHapHOM BUe.

Hanpumep, VLAN 123 MoXeT 6bITb NpeAcTaB/eH B ABYX BUAAX. O6bIUHbIN
TekcToBbI BUA: $v — ASCII (3HaueHus cumsonios "1", "2" 1 "3"), B popMaTHyo
CTPOKy byAeT 3anncaHo 3HayveHne 0x313233, pa3mep 3 6anTa. CneumanbHblin HEX-
BuA: $V — HEX (123 = 0x7B), B popMaTHyto CTPOKY byAeT 3anncaHo 3HaueHne
0x007B, pa3mep 2 6aunTa.

JlonyckaeTca ncnosib3oBatb 06e GopMbl N1eKCeM COBMECTHO B 04HOW dOopMaTHOW
cTpoke. JjonyckaeTcss KOMBUHMPOBAaTL flekceMbl B GOPMaTHOM CTPOKe
NPOV3BO/IbHLIM 06pPa3oM, B TOM UKC/Ie UCMO0Nb30BaTb 06bluHbIe ASCII-CIMBObI
BMecTe C JlekcemamMin B MPOn3BOJILHOM BUJE.

ObpaTtnte BHUMaHWe, YTO AIHa GOPMAaTHOM CTPOKM Kak NPaBuIo MeHbLLe
pe3ynibTaTta npeobpasoBaHus. KopoTtkasa nekcema $i (2 ciMBoO/1a) Ha BbIXOZe MOXeT
6bITb NpeobpasoBaHa B cTpoky 0/0/12 (6 cumBonioB). Ecnn goctrxeHne
MaKCVManbHOW AIMHbBI GOPMATHOW CTPOKM MPOUCXOANT Ha yUacTKe Mexay
nekceMamu (cpesm o6bIYHbIX CMBOOB), AaNbHelLwaa obpaboTka ¢opMaTHOM
CTPOKW npekpatlaeTcs. B nro6bom cnyyae, B nakeT nornagaeT TOJIbKO YCMeLHO
obpaboTaHHasA YaCTb GOPMATHON CTPOKMU.

MakcnmanbHas ArHa GopMaTHOM CTPOKN paBHa 64 CMMBOIAM.

228



'MABA 17. DHCP SNOOPING

17.1 BBegeHune B DHCP

DHCP (aHrn. Dynamic Host Configuration Protocol) — npoTokos, No3BoAstoLwnii
XOCTaM CeTU aBTOMaTNYeCKM MoJlyyaTb ceTeBble HaCTPONKN, HEOBXOANMbIE ASIA
paboTbl B ceTnt TCP/IP. CtaHgapt DHCP onucaH B REC 2131.

Coob6uwieHuns npotokosia DHCP

ObmeH coobLLeHNAMY Mexay KnneHToM 1 cepsepomM DHCP 06bI4HO NHULMNPYeTCS
KAneHTOoM. [Tocne nonyyeHns ceTeBbIX HACTPOEK KJIMEHT 1 cepBep MPOAO/IXKAKOT
06MeHMBaTbLCA COOOLLEeHNAMN, OBHOBASA CeTeBble HAaCTPOIMKM, Tak Kak agpec no
npoTtokony DHCP BbifaeTca cepBepoM Ha onpegesieHHoe BpeMs.

* DHCPDISCOVER — oTnpaBnsieTcs KIMEeHTOM A1 0bHapyXeHns Bcex
AocTtynHbix DHCP-cepBepoB B ceTy;

* DHCPOFFER — oTtnpasnsdetca cepsepom B otBeT Ha DHCPDISCOVER,
npeanaras NPUHATL ceTeBble HACTPOWMKK OT gaHHoro DHCP-cepBepa;

* DHCPREQUEST — oTnpasnsetca knaneHTom onpegeneHHomy DHCP-cepBepy
ANA 3anpoca ceTeBbIX HACTPOeK;

* DHCPACK — otnpasnsdeTtca cepsepom B otBeT Ha DHCPREQUEST knveHTa,
ABNAETCA NOATBEPXKAEHVEM MepeAaHHbIX CeTeBbIX HAaCTPOeK;

* DHCPDECLINE — oTnpaBnseTcs B Cyyae, eCnv yKasaHHbIA ceTeBON ajpec
yXe ncnonb3syetcs. [locsie 3Toro coobLyeHMs npouecc 3anpoca ajpeca
A0/KeH 6blTb NMOBTOPEH KAVEHTOM CHavana;

* DHCPNAK — oTnpaBnseTca cepBepoM B C/lyyae, eciv HazHayeHve
nepesaHHbIX CeTeBbIX HACTPOeK HEBO3MOXHO. [ocne 3Toro coobLleHus
npoLecc NoyyYeHnss HacTpoek AOJIXeH bbITb MOBTOPEH;

* DHCPRELEASE — oTnpaBnseTcsa KIMeHTOM B C/ly4ae, ecsin OH 0cBOboXaeT
3aHVMaeMbln agpec. Npouecc noayyeHnss MoXeT bblTb MOBTOPEH;

* DHCPINFORM — oTnpaBnseTca KAMeHTOM A5 NMolyYeHus oT cepsBepa
JAOMOJIHNTENbHbBIX HAaCTPOEK CEeTU.
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[MpoLecc nonyyeHNsa ceTeBblX HAaCcTpoek no npotokony DHCP:

Y I DHCPDISCOVER= = = = = = = = = = = = -
-------------- DHCPOFFER = = = = = = = = = = = = = >
prcP KNVEHT
CEPBEP | €------------ DHCPREQUEST - = = = = = = = = = = - -
-------------- DHCPACK- = = = = = = = = = = = = = >

PrcyHok 55. Tnnosown npoLecc noslydeHns ceTeBblX HacTpoek rno npotokony DHCP

DHCP Snooping

DHCP Snooping — cnyx6a koMMyTaTopa, NpejgHa3sHayeHHas 415 3aWnThl OT aTak ¢
ncrnosnb3oBaHmem npotokosia DHCP. DHCP Snooping no3BonseT 3amnTnTb KANEeHTa
OT NoJlydeHns ajpeca oT HeHagexxHoro DHCP-cepsepa. A5t KOppekTHOM paboThl
DHCP Snooping nHtepdeincsl KoMMyTaTopa AeNsaTcsa Ha ABe rpynnbl — AOBEpPeHHble
(trust) 1 HegoBepeHHbIe (untrust). Mpy HacTporike KOMMyTaTopa fOBEePEHHbIMU
nHTepdercaMm NPUHATO CUNTaATb NHTepEeNChbl, 33 KOTOPLIMN HaXOANTCH
posepeHHbI DHCP-cepep. OcTanbHble MHTepderiCbl CHNTAOTCH HeJ0BePEHHbIMU.
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Mpvmep pabotel DHCP Snooping nsobpaxeH Ha cxeme Huxe:

0/1 untrust

0/25 trust

—— © KIVEHT
mee < = _VIAN 100- - - MAC 11:12:13:14:15:16
- IP 88.147.23.16
[ |
— KOMMYTATOP s
DHCP CEPBEP —
|

0/2 untrust

(]
HE/IOBEPEHbIV
DHCP CEPBEP

PncyHok 56. Cxema paboTel DHCP Snooping

1. KnueHt otnpasnset 3anpoc DHCPDISCOVER gnsa 06HapyXeHNsA fOCTYMHbIX
DHCP-cepBepoB.

2. OTnpasneHHbI kKineHToM 3anpoc DHCPDISCOVER gaBnsetca
LnpokoBeLlaTenbHbIM, HO 6narogaps DHCP Snooping oH He nonagaeTt Ha
HegoBepeHHbI DHCP-cepBep 3a nHTepdericom 0/2, a nepeHanpasnseTcs
Ha foBepeHHbIN NHTepderic KommyTtaTopa 0/25.

3. KnneHtckunin 3anpoc DHCPDISCOVER goxoanTt fo sosepeHHoro DHCP-
cepsepa. CepBep OTBEYAET Ha HEro, rnocJe 3TOro KANEHT NoJlyyaeT ceTeBble
HaCTPOWKMN.
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DHCP L2 Relay

DHCP L2 Relay — 3710 nepecbinka DHCP-nakeToB ¢ gobasneHvem nHopmayum o
K/IMeHTe, 3anpocCKBLLEM CeTEBble HACTPOMKK, 1 O CAMOM KOMMYTaTope,
npuHasLwero DHCP-nakeTsl, B BUAe cneumanbHom onuum npotokona DHCP, Option
82. Monyuns DHCP-3anpoc c onuyyeinn 82, DHCP-cepBep CMOXeT NPUHATbL peLleHune
O Bblfaye CeTeBbIX HACTPOEK KNEHTY Ha OCHOBAHWN JOMO/IHUTE/IbHON
nHpopmaunm ns noner onumm 82 DHCP-naketa. DHCP L2 Relay moxeT paboTtaTb
KaK He3asucmmo oT DHCP Snooping, Tak n coBmecTHo. CTaHzapT onncaH B REC
3046.

DHCP onuus 82 coctouT 13 ABYX NOA0MLUMIA:

* Circuit ID — npon3BO/IbHAA CTPOKA, COAEPXUT ONUCaHMe KINEHTa,
3anpocmBLLEero aapec;

* Remote ID — npousBosibHaga CcTpoka, onucbiBarowasa DHCP-peTpaHcaaTop,
NPUHABLLMM 3aNpocC KAneHTa.

DHCP IP Source Guard

IP Source Guard — cnyx6a KOMMyTaTopa, C MOMOLLIbIO KOTOPOW OrpaHunymBaeTca IP-
Tpaduvk Ha MHTepdencax. Tpaduk PunbTpyeTcs Ha OCHOBAHWN TabANLLbI KTMEHTOB
DHCP Snooping n Tabnuue ctatnyecknx Nnprea3ok. Tabamua npruBa3oK 06bIYHO
yCTaHaBNMBAaeT COOTBeTCTBME Mexay IP-agpecom, Homepom nHtepderica, MAC-
agpecom n VLAN ID. IP Source Guard no3sonsieT NpefoTBPaTUTb CUTYaLMIO, KOrza
3/10yMbILLIEHHVK BblJaeT cebsi 3a KAneHTa npu nomoLy nogmeHs! IP-agpeca, Tem
caMbIM MepexsaTbiBas TPAPUK, NpeAHa3HAYEHHbIN KIVEHTY.
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17.2 Hactpouka DHCP Snooping Ha KoMmMyTaTopax
AJICNTEK

Cnyx6a DHCP Snooping HacTpanBaeTca B HECKONbKO LLaros. Npexe Bcero
HeobXoAMMO BKIOUUTL rNobanbHO CNyXby, 3aTeM Ha3HaunUTb Cnyxbe HoMmepa
VLAN, B KOTOpbIX Heob6xoanMo cneanTb 3@ DHCP-Tpadukom. Mocne 3Toro
HeobXxoAMMO yKa3aTb A0BepeHHbIr MHTepdelnc, 3a KOTopbIM HaxoanTca DHCP-
cepBep. [loBepeHHbIX NHTEPPENCOB MOXET bblTb HECKO/ILKO. Bce ocTanbHble
NHTEepdencol byayT CUNTATLCA HeJoBepeHHbIMY (untrust), 4OMOIHUTEIbHas
HaCcTpoWKa HeZloBEPEeHHbIX HTePPenCcoB Ha KOMMYyTaTope He TpebyeTcs.

Yepes HeZoBePEHHbIV UHTePpeinc KOMMYTaTopa MOTryT NPOXOANTL TONLKO
knveHTcke DHCP-nakeTbl. 3TV NakeTbl 6yAyT HanpasieHbl TONbKO Ha JOBEpPeHHbIe
nHTep¢ercol. Nocne oTBeTa cepBepa Ha KIMEHTCKNI 3anpoc agpeca KANeHT
nonyuunt rno DHCP Bce HeobxoAVMble ceTeBble HAaCTPOVIKM.

MowaroBas HacTpoiika DHCP Snooping

LWar 1. MpeaBapuTenbHble HACTPOMKN KOMMYyTaTopa

Ansa koppekTHo paboTel DHCP-snooping Ha kommyTaTope AJ/ICMTEK cornacHo
NPUNOXEHHOWN CxeMe TpebyeTcs Npomn3BeCcTy cnegytoLLye npeBapuTe/bHble
HaCTPOMKMN.

CoszpgaHue VLAN 100:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 100
(als_sw) (Vlan) #exit

Hactpoiika VLAN 100 Ha KIMeHTCKUX NHTepdecax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1-0/2

(als_sw) (configure) (interface 0/1-0/2) #vlan participation include 100
(als_sw) (configure) (interface 0/1-0/2) #vlan pvid 100
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Hactporika VLAN 100 Ha cepBeHOM nHTepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface ©/25) #vlan participation include 100
(als_sw) (configure) (interface ©/25) #vlan tagging 100

LWar 2. BkntoyeHue cny>k6el DHCP Snooping Ha ycTpoucTBe

Anst rno6anbHOro BKAKYEHUS CNy>K6bl HEOHXOAMMO BbINOHUTL KOMaHAY:

(als_sw) #configure
(als_sw) (configure) #ip dhcp snooping

War 3. 3agaHue VLAN, Ha koTopbix BK/toueH DHCP Snooping

Janee, ykasblBaeM OANH UAU HeCKONbKO VLAN, Ha KOTOPbIX JOMKHA BbiThb
BK/ItOUeHa cnyxba DHCP Snooping:

(als_sw) #configure
(als_sw) (configure) #ip dhcp snooping vlan 100

B npumepe DHCP Snooping Bkntovaetcs Ha VLAN 100. MoxeT 6bITb yKa3zaHo
Hecko/sibko VLAN.

Lar 4. HasHaueHne poBepeHHbIX MHTep¢eircoB ans DHCP Snooping

Ana YKa3aHnAa 4oBepeHHOro I/IHT€pC|)€I7IC8 HY>XHO BbIMOJ/IHNTb KOMaHAY:

(als_sw) #configure
(als_sw) (configure) #interface @/25
(als_sw) (configure) (interface ©/25) #ip dhcp snooping trust

B npnmMepe nHtepdeiic 0/25 nepeBoanTcs B COCTOAHME fgoBepeHHoro ana DHCP
Snooping. JoBepeHHbIX NHTepdencoB MOXET HbITb HECKOJIBKO.
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MpocMoOTp KINEHTOB

Mocne ycnewHoro nonyyeHns agpeca KaneHTaMmm MoOXHO NPOCMOTpeTb Tabaumuy
K/IMIEHTOB C/iefytoLLerl KOMaHAOwM:

(als_sw) #show ip dhcp snooping binding

MAC Address IP Address VLAN Interface Type Lease (Secs)

11:12:13:14:15:16 88.147.23.16 100 /1 DYNAMIC 285

Ha npumepe knmeHT 3a nHTepdeinncom 0/1 nonyumn agpec 88.147.23.16 no DHCP B
100 VLAN. Agpec BblgaeTca cepBepoM Ha onpegenieHHoe Bpems. 1o ncreveHmnmn
3TOro BpemeHu (285 cekyHz B npyMepe Bbllle) KAVEHT AO/KeH byaeT 06HOBUTb
BpeMs apeH/bl agpeca cornacHo npotokony DHCP. Ecnm knneHT He 06HOBUT agpec
N BpeMs apeHAbl cTeyeT, 3anucb byaeT yaaneHa 13 Tabamubl KoMMyTaTopa.

[Mocne onMcaHHbIX Bbille HACTPOeK KOHPUrypauus kKommyTaTtopa byaet
cneayroulen:

(als_sw) #show running-config
vlan database

vlan 100

exit

configure

ip dhcp snooping

ip dhcp snooping vlan 100
interface 0/1-0/2

vlan participation include 100
vlan pvid 100

exit

interface 0/25

vlan participation include 100
vlan tagging 100

ip dhcp snooping trust

exit

exit
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17.3 Hactpouka DHCP L2 Relay Ha kKoMMyTaTopax
ANNICnTEK

Cnyx6a DHCP L2 Relay HacTpamBaeTcs B HECKOJIbKO LLaroB. MNpexae Bcero
HeobXoAMMO BKIKOUYNTL r106anbHO CNyxby, 3aTeM Ha3zHaunTb Cnyxbe HoMmepa
VLAN, B KOTOpbIX HeobxoanMo cneantb 3@ DHCP-Tpadumkom c onuwvert 82. Nocne
3TOro HeobxoAMMO yKasaTb AoBepeHHbIN (12relay trust) nHTepderic, 3a KOTOpbIM
HaxoanTca DHCP-cepBep. JoBepeHHbIX MHTepdencoB MOXeT H6blTb HECKOJIbKO.
Takxe Heob6Xx0AMMO yKazaTb HegoBepeHHble (I2relay untrust) nHTepdericbl, 06bI4YHO
3To nHTepdencel, BegyLume K aboHeHTCKOMY 060pyL0BaHMIO.

NMowaroBasa HacTpouka DHCP L2 Relay

PaccMOTpUM HACTPOIiKY Ha NprMepe NPOCTO CXeMbI:

0/25 2relay trust 0/1 12relay untrust

B \E< ------- ' D
[ ]
CGEED

KIVEHT
KOMMYTATOP

DHCP CEPBEP
PuncyHok 57. Cxema pabotel DHCP L2 Relay

LWar 1. NpepBapuTenbHblie HACTPOMKM KOMMYyTaTopa

CospaaHune VLAN 100:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 100
(als_sw) (Vlan) #exit

Hactporika VLAN 100 Ha KAnMeHTCKOM nHtepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface @/1) #vlan participation include 100
(als_sw) (configure) (interface 0/1) #vlan pvid 100
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Hactporika VLAN 100 Ha cepBeHOM nHTepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface ©/25) #vlan participation include 100
(als_sw) (configure) (interface ©/25) #vlan tagging 100

LWar 2. BkntoyeHue cny>x6bl DHCP L2 Relay Ha ycTpoucTBe

Ansa rnobanbHoro BkatoveHns cnyxo6sl DHCP L2 Relay HY>KHO BbIMOIHUTL KOMaHAY:

(als_sw) #configure
(als_sw) (configure) #dhcp 12relay

War 3. 3agaHue VLAN, Ha koTopbix BK/itoueH DHCP L2 Relay

Ansa ykazaHna VLAN, Ha koTopbix BkatoveH DHCP L2 Relay, Hy>XHO BbINONHUTb
KOMaHAy:

(als_sw) #configure
(als_sw) (configure) #dhcp 12relay vlan 100

LWar 4. HacTpoiika ¢popmaTHbIX CTPOK Ans noneit DHCP Option 82

Hactpolika nogonuuu circuit-id:

(als_sw) #configure

(als_sw) (configure) #dhcp 12relay circuit-id frmtstr enable

(als_sw) (configure) #dhcp 12relay circuit-id frmtstr "SomeStringWithLexems"
(als_sw) (configure) #dhcp 12relay circuit-id vlan 100

Hactporika nogonumn remote-id:

(als_sw) #configure
(als_sw) (configure) #dhcp 12relay remote-id "SW1" vlan 100
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War 5. HazHaueHue aoBepeHHbIX (trust) n HeaoBepeHHbIX (untrust)
nHtepdeiicos ansa DHCP L2 Relay

Hactpoiika HegoBepeHHOro (untrust) nHTepdeiica

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #dhcp l2relay

Hactpolika foBepeHHOro (trust) nHTepderica

(als_sw) #configure
(als_sw) (configure) #interface 0/25
(als_sw) (configure) (interface 0/25) #dhcp l2relay trust

Mocne onmMcaHHbIX Bblle HacTpoek, KOHGUrypaumsa KommytaTopa byzet
cnegyroLlen:

(als_sw) #show running-config

vlan database

vlan 100

exit

configure

dhcp 12relay

dhcp 12relay vlan 100

dhcp 12relay circuit-id frmtstr enable
dhcp 12relay circuit-id frmtstr "SomeStringWithLexems"
dhcp 12relay circuit-id vlan 100

dhcp 12relay remote-id "SW1" vlan 100
interface 0/1

vlan participation include 100

vlan pvid 100

dhcp 12relay

exit

interface @/25

vlan participation include 100

vlan tagging 100

dhcp 12relay trust

exit

exit

JNlekcembl

Ana BO3MOXHOCTU 3a4aHNS MPOU3BOJIbHbLIX CTPOK MOAOMLMIA NCMONb3YeTCs
MeXaHU3M fiekceM. Jlekcema — 3TO cneyyanbHbIi HAbop CMMBONOB, KOTOPbIE NpU
BCTaBke GpOpMaTHOW CTPOKW B NakeT 6yAyT 3aMeHeHbl Ha HEKOTOpOe peasibHoe
3HayeHMe, cneundmnyHoe Ana AaHHOro NakeTa uam KommyTtaTopa. C MOMOLLBIO
leKceM B MakeT MOXHO MOMEeCTUTb HEKOTOPYH MHbOpMaLVIo ANs cepBepa, Ha
OCHOBAHUW KOTOPOM OH CMOXET NPUHATL peLleHmne No obpaboTke AaHHOro nakeTa.
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B dopmaTHbIX CTpoKax AonyckaeTcs MCNoNb30BaTb NeyaTHble ciMBobl ASCII
(0x20-0x7e), 3a nckntoyeHneM CMBOA ABOWHbIX KaBblyek (") 1 0bpaTHOro ceLla

(\):
V#$%&H38; ' ()*+,-./
0123456789 ;<=>?
@ABCDEFGHIJKLMNO
PQRSTUVWXYZ[1A_

“abcdefghijklmno
pgrstuvwxyz{|}~

CnmBony "$" Npu 3TOM OTBOAUTCS POb CY>XeBHOro, OH UCNoNb3yeTcs ANd
0603HauveHns nekceM. JlekceMbl HAUMHAKOTCA CO Cy>KebHoro cmmeona "$", sanee
MOXeT NATU MOANUKATOP ANNHBI (HeobsA3aTebHbIN NapamMeTp), MNoc/sie Yero naet
cMBON (byKBa), 0603HauatoLwasn nekceMy. Cncok nekcem nprBeseH Huxe.
MoaundurkaTtop ncnonb3yercs AN 3ajaHNs paspsagHOCTY 3HadeHus. Mpy 3ToM
HefoCTaroLLMe pa3pssbl LONOMHATCA BeAyLLMMN HYNSAMN.

JonycTrmo ncrnonb3oBaHue TobKO 0 B KauecTBe BeAyLLlero CMMBoAA U AINHbI OT 1
50 9. CnegoBatensHoO, fonycTuMble MogudurkaTopbl — oT 01 go 09. MoandrkaTtop
01 npmpaBHMBAaETCSA K OTCYTCTBMIO MoAVdurKaTopa. Micnonb3oBaHue moandrkatopa
NoAAepXVBaeTCs He BCeEMU JiIeKCeMaMU, AN KaXA0M N3 HUX MOAAEPKKA YKa3aHa
WHAUBUAYANIBHO.

B cnyyae, eciv MoandUKATOP NPUMEHEH K HEMOAAEPXMBAOLLEN ero 1eKkcemMe, oH
NUrHopupyeTca 1 Nekcema 6yaeT BbiBeAeHa 6e3 yuyeTa MoandurkaTopa. B ciyuae,
eC/In KONIMYeCTBO BedyLLMX HyNeil, 3ajaHHoe MoandrkaTopom, 6onblie
NoAAeP>XVBAEMOr0 IeKCEMOI, GakTUUECKOe YNCI0 3a4aeTCA BEPXHUM MPeseniom,
noAAep>XBaeMbIM IEKCEMOIA.

Ana po6asneHns B opmMaTHYHO CTPOKY CaMoro cmmeonia "$" ncnonb3yeTcs ero
ABOWHOI BapunaHT "$$".

Mpy 06paboTke nekceMbl aHaNM3aTop NAeT NocnesoBaTe/IbHO OT npedukca
BNpaBo. Ecnn Ha nyTy BCTpeyaeTcs HenoA4epXvBaemblii CUMBO, AaHHas "noxHasa"
niekceMa UrHopupyeTcs 1 He NonaaeT B CTPOKY pe3ynbTaTa, HaumHasa ¢ npedurkca

M 3aKaH4YMBada CaMM HenojgaepXmeaeMbiM CMUMBOJIOM.

Taknm obpasom:
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* $b — npocTo NponazseT 13 pesynbTaTa;

* $\0 (cumBon 0x00) — NpOCTO NponazeT 13 pe3ynbTaTa;
* $ (npoben) — NpOCTO NponazeT 13 pesynbTaTa;

* $$b — B popmaTHyto CTpoKy AobaBATCS cMBOIbI $b;

* $$v — B popMaTHyO CTPOKY A06ABATCS CLMBONbI $v;

* abc$ — B popmaTHyIO CTpOKY A06aBATCA CMMBOJIbI abc.

Huxe npeacrasneH Crmcok 4OCTYMHbIX IEKCEM!

* $a — IP-agpec kommyTaTopa (Relay), noactaBnseTca B GopMaTHYHO CTPOKY B
Buge ASCII (192.168.128.21), nogaepxnBaetca mogndukatop ot 07 go 03
($01a..$03a). Hanpumep, agpec 192.168.10.1 n $03a gaayTt pesynbtaT
"192.168.010.001";

* $A — IP-agpec kommyTaTopa (Relay), noacrasnseTcs B popMaTHYHO CTPOKY B
Buae HEX (COA88015), MmogndurkaTopbl He MOAAEPKMBAKOTCSH, pa3Mep Bcerga
paBeH 4 6anTawm;

* $r — MAC-agpec kommyTatopa (Relay), noacrtasnsercs B QOpMaTHYH CTPOKY
B BuAe ASCII (00:13:AA:11:22:33), moandukaTopbl He NOAAEPXKMBAIOTCS,
PaspAAHOCTb 3/1eMeHTa Bcerga AOMNONHAETCA BeAyLUMU HYNSMU 0 2
CMMBOJIOB, pa3Mep Bcerga paseH 17 cumBonam;

* $R — MAC-agpec kommyTaTopa (Relay), noacrasnsieTtcss B $opMaTHYH CTPOKY
B BuAe HEX (0013AA112233), moandumkaTopbl He NOAAEPXKNBAKOTCH, pa3mep
BCerza paBeH 6 banTawm;

* $c — MAC-agpec kineHTa, noacTtaBnseTcss B QOpMaTHYHO CTPOKY B BUAeE
ASCII (00:13:AA:33:22:11), moandmnKaTopbl He NOAAEPXNBAKOTCS,
PaspAAHOCTb 31eMeHTa Bcerga AOMNONHAETCA BeAyLUVMU HYNSMU 0 2
CMMBOJIOB, pa3Mep Bcerga paseH 17 cumBonam;

* $C — MAC-agpec knveHTa, NoAcTaBnseTcs B GopmMaTHYH CTPOKy B Buge HEX
(0013AA332211), moandumkKaTopbl He NOAAEPXKMBAKOTCSA, pa3Mep BCeraa
paBeH 6 6anTawm;

* $h — hostname KommyTaTOpa, NOACTaBNAETCA B pOPMATHYHO CTPOKY B BUAE
ASCII, MmogndrKaTopbl He NOALEPXKMBAKOTCS;

* $v — VLAN ID, nogctaBnsetcd B popmMaTHyto cTpoky B Buge ASCII, no
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YMOTYaHWIO BeAyLLIE HY/IN HE UCMO/b3YHOTCS;

* $V — VLAN ID, noactaBnsietca B popmaTHyto cTpoky B Buge HEX,
MoandrKaTopbl He NoAAEePXKMBAKOTCA, pa3Mep — Bcerga 2 6ainTa
(0000..0FFF);

* $i — <unit>/<slot>/<port>, noactasnseTcs B GoOpMaTHYO CTPOKY B BUAE
ASCII, mogndrkKaTopbl He NOALEPXKVBAKOTCH, BeAyLLume Hy/In He
NCMONb3YHTCS;

* $u — unit id kommyTaTOpa, BCeraa paseH 0, noacTaBnseTcs B popMaTHYHO
cTpoky B Buge ASCII, no ymon4yaHuio BegyLime Hyam He NCMNOoJib3YHTCS;

* $U — unit id kommyTaTopa, Bcerga paseH 0x00, noacTaBnseTcs B
dopmaTHyto cTpoky B Buze HEX, MoandumkaTopbl He NoALepXNBatOTCS,
pasmep — Bcerga 1 6anT;

* $s —slotid, noacTaBnseTca B popmaTtHyto cTpoky B Buge ASCII, no
YMOTYaHWIO BeAyLLVIE HY/IN HE UCMO/b3YHOTCS;

* $S — slot id, noactaBnsietca B dopMaTHyro CTPOKy B Buge HEX,
MoandrKaTopbl He NOALEePXMBAKOTCH, pasmep — Bcerga 1 6anT;

* $p — HOMep nHTepdeca, NnoacTaBnseTcs B PopMaTHYH CTPOKY B BUAE
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ASCIl, no ymonyaHuio BegyLime Hyam He NCMONb3YHTCS;
* $P — Homep nHTepdeica, NnoacTaBndeTcs B opmaTHYyto CTpoky B Buae HEX,
MoandrkaTopbl He MOAAEPXKMBAKOTCS, pasmep — Bceraa 1 6anrT.

NoacTaHoBKa nekcembl B BuAe ASCIlI npeanonaraet, 4To B NakeT nonajatoT
LWeCTHaAuaTepuYHble 3HaUeHNs Kaxaoro cmsona 13 tabnuubl ASCII. MoactaHoBka
nekcembl B Buge HEX npegnonaraet, 4to B NakeT nonajaeTt 3HaueHie Kak eCTb, B
6rHapHOM BUze.

Hanpumep, VLAN 123 MoXeT 6bITb NpeAcTaB/eH B ABYX BUAAX. O6bIUHbIN
TekcToBbI BUA: $v — ASCII (3HaueHus cumsonos "1", "2" 1 "3"), B popMaTHyo
CTPOKy byAeT 3anncaHo 3HauveHne 0x313233, pa3mep 3 6anTa. CneumanbHblin HEX-
BuA: $V — HEX (123 = 0x7B), B popmMaTHyto CTPOKY byAeT 3anncaHo 3HaueHne
0x007B, pa3mep 2 6aunTa.

JlonyckaeTca ncnosib3oBatb 06e GopMbl N1eKCeM COBMECTHO B 04HOW GOpMaTHOM
cTpoke. JjonyckaeTcss KOMBUHMPOBAaTL /lekceMbl B GOPMaTHOM CTPOKe
NPOV3BO/IbHLIM 06pPa3oM, B TOM UKC/Ie UCMO0Nb30BaTb 06bluHbIe ASCII-CMBObI
BMecTe C SlekcemamMin B MPOn3BOJILHOM BUJE.

ObpaTtnte BHUMaHWe, YTO A/IHa GOPMAaTHOM CTPOKM Kak NPaBuIo MeHbLLe
pe3ynibTaTta npeobpasoBaHus. KopoTtkasa nekcema $i (2 ciMBoO/1a) Ha BbIXOZe MOXeT
6bITb NpeobpasoBaHa B cTpoky 0/0/12 (6 cumBonoB). Ecnn goctrxeHune
MaKCVManbHOW AIMHbBI GOPMATHOW CTPOKM MPOUCXOANT Ha yUacTke Mexay
nekceMamu (cpesm o6bIYHbIX CIMBOOB), AaNbHelLwan obpaboTka GopMaTHOM
CTPOKW npekpatlaeTcs. B nrobom cnyyae, B nakeT nornagaeT TOJIbKO YCMeLHO
obpaboTaHHasA YaCTb GOPMATHOWN CTPOKM.

MakcnmanbHas ArHa GopMaTHOM CTPOKN paBHa 64 CMMBOIAM.
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MpocmoTp cueTUMKOB

B xoge paboTtbl cnyxb6a DHCP L2 Relay BegeT noacyeT 06paboTaHHbIX MaKeToB.
CYeTuKM NakeToB MOXHO MPOCMOTPeTb KOMaHZAOM:

(als_sw) #show dhcp 12relay stats trust

Interface Server Packets Server Packets Client Packets Client Packets
With Option 82 Without Option 82 With Option 82 Without Option 82

17.4 Hactpouika DHCP IP Source Guard Ha KOMMyTaTopax
ANCunTEK

Cny>6a DHCP IP Source Guard HacTpanBaeTcs B HECKO/IbKO LLaroB. [pexae Bcero
HeobxoAMMO BKIUUTL rnobanbHO cnyxoy DHCP Snooping, 3aTeM Ha3HauunTb
cnyx6e DHCP Snooping Homepa VLAN, B KOTOpbIX Heo6XxoAMMO cnegmtb 3a DHCP
TpaduKom. MNocne 3Toro Heo6xoANMo BKNOUUTL IP Source Guard Ha KAMEHTCKUX
nHTepdercax. ONUMoOHaNbLHO MOXHO 3a/aTb CTaTUYECKY NPUBA3KY KAVMEHTa No
MAC, IP 1 VLAN K KOHKpeTHOMY nHTepdency.

Ha kommyTtaTopax AJ/ICMTEK ecTb ABa pexuma paboTsl IP Source Guard: pexum
NpoBepKy COOTBETCTBUA TONLKO IP-agpeca, BbigaHHOro foBepeHHbIM DHCP-
CcepBepoM KVEHTY, N pexnMm rnposepku cooteetcTeud IP-agpeca n MAC-agpeca
(04HOBpPEMEHHO) KNneHTa.
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MowaroBas HacTpoiika DHCP IP Source Guard

PaccMOTpPUM HACTPOKKY Ha NpUMepe NPoCTon CXeMbl:

0/1 untrust

0/25 trust

KIMMEHT
MAC 11:12:13:14:15:16

<€ - -VLAN 100- - -
IP 88.147.23.16

KOMMYTATOP
DHCP CEPBEP

KIVIEHT
MAC 16:15:14:13:12:11
IP 88.147.23.16

PncyHok 58. Cxema paboTtel DHCP IP Source Guard

War 1. MpeaBapuTenbHble HACTPOMKM KOMMYyTaTopa

CoszpgaHue VLAN 100:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 100
(als_sw) (Vlan) #exit

Hactpoiika VLAN 100 Ha KNMeHTCKOM UHTepdeiice:

(als_sw) #configure

(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #vlan participation include 100
(als_sw) (configure) (interface @/1) #vlan pvid 100
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Hactporika VLAN 100 Ha cepBepHOM nHTepderice:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface ©/25) #vlan participation include 100
(als_sw) (configure) (interface ©/25) #vlan tagging 100

LWar 2. BkntoyeHue cny>k6el DHCP Snooping Ha ycTpoucTBe

Anst rno6anbHOro BKAKYEHUS CNy>K6bl HEOHXOAMMO BbINOHUTL KOMaHAY:

(als_sw) #configure
(als_sw) (configure) #ip dhcp snooping

War 3. 3agaHue VLAN, Ha koTopbix BK/toueH DHCP Snooping

Janee, ykasblBaeM OANH UAU HeCKONbKO VLAN, Ha KOTOPbIX JOMKHA BbiThb
BK/ItOUeHa cnyxba DHCP Snooping:

(als_sw) #configure
(als_sw) (configure) #ip dhcp snooping vlan 100

B npumepe DHCP Snooping Bkntovaetcs Ha VLAN 100. MoxeT 6bITb yKa3zaHo
Hecko/sibko VLAN.

LWar 4. BkntoyeHue IP Source Guard Ha K/IMEHTCKUX NHTepdencax

BkntoueHve npoBepku IP-agpeca Ha nHTepdeiice 0/1:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #ip verify source

Brnountb npoBepky IP-agpeca n MAC-agpeca Ha nHtepderice 0/1 (ONUMOHaNbHO):

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #ip verify source port-security
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LWar 5. HasHaueHue foBepeHHOro nHTepdenca

B npnMepe Huxe Ha3HayvaeTcs JoBepeHHbIM nHtepdeic 0/25:

(als_sw) #configure
(als_sw) (configure) #interface 0/25
(als_sw) (configure) (interface 0/25) #ip dhcp snooping trust

War 6. CtraTnyeckoe HasHauyeHue agpecos (ONLUOHA/IBbHO)

Ansa cTaTnyeckor NprBAsKK K onpegeneHHoMy nHtepdericy MAC n IP-agpeca B
onpegeneHHoM VLAN ncnonb3yeTca KomaHaa:

(als_sw) #configure
(als_sw) (configure) #
ip dhcp snooping binding 11:12:13:14:15:16 vlan 100 88.147.23.16 interface 0/1

B npumepe ana nHtepderica 0/1 paspewteH tpadpuk ¢ MAC-azpeca
11:12:13:14:15:16 Bo VLAN 100, c IP-agpecom ncrtoyHmnka 88.147.23.16. Becb
OCTanbHOW TpaduK Ha 3TOM nHTepdeice byaet 6N0KNPOBaH, B TOM Yncie n DHCP.

[Mocne oNMCcaHHbIX Bbille HaCcTpoek KoHPUrypaums kKoMmyTaTopa byaet
cnesyroLlen:

(als_sw) #show running-config
vlan database

vlan 100

exit

configure

ip dhcp snooping

ip dhcp snooping vlan 100

ip dhcp snooping binding 11:12:13:14:15:16 vlan 100 88.147.23.16 interface 0/1
interface 0/1

vlan participation include 100
vlan pvid 100

ip verify source port-security
exit

interface 0/25

vlan participation include 100
vlan tagging 100

ip dhcp snooping trust

exit

exit
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'MABA 18. DYNAMIC ARP INSPECTION (DAI)

Dynamic ARP Inspection (Takxe ncnonb3yetcs HasBaHMe Dynamic ARP Protection)
— PYyHKUMS KOMMYTaTOpa, NpegHa3HayveHHasa 419 npeAoTBpaLLeHns aTak ¢
ncnonb3oBaHueM npoTtokona ARP. MNMpumepom Takux atak sensetcs ARP Spoofing, B
pe3ysibTaTe KOTOPOW MOXET bbITb NepexBayeH Tpadurk Mexay y3namm B npegenax
O/lHOrO LUMPOKOBeLLaTeIbHOro goMeHa. PyHKUMA paboTaeT ToNbKO € NakeTamu
npoTtokosia ARP 1 He BAnsAeT HanpsaMyr Ha Tpaduk Nonb3oBaTenein n gpyrue
MPOTOKONbI.

18.1 BBegeHue B Dynamic ARP Inspection

JaHHasa PyHKLUMA KOMMYTaATOpa YCI0BHO AeNNT NHTepdeincbl KOMMyTaTtopa Ha ABe
rpynnbi:

* noBepeHHble (trust). MakeTbl ARP, npuxogsaiume Ha 3Tn nHTepdelicel, He
06pabaTbIBatOTCA 1 NepechbNatoTCA Kak 06bIYHO;

* HezoBepeHHble (untrust). Kaxabli naketT ARP, NpuxXoAaLLNi Ha 3TuU
NHTepdercebl, NpoBepseTcsa No rpynre ycioBuii, O KOTOPbIX NOAPO6HO
CKasaHo Huxe.

MpoBepKu, KOTOPble MPOU3BOAUT KOMMYTATOP, MOXHO pa3AennTb Ha TP rpynmnbi:

* COOTBeTCTBME 06LWMM NpaBunam ana ARP-nakeTa. B aTom nyHKTe
npoBepseTca CoOoTBeTCTBYME 3aronoBka ARP-nakeTa 1 ero cogep>xnmMoro Bo
n3bexxaHve nepegayn 3aBeZlOMO HernpaBW/IbHbIX NaKeTOB B CeTb;

* paspeLlueHune coriacHo CcTaTnyeckm Cnuckam JoCTyna, nepedncieHHbIM B
KOHPUrypaunm KoMMyTaTopa;

* paspeLleHure CornacHo ANHaMmMYeckom NHGopmMaLnm O KINeHTax,
NONYYMBLUMX CeTEBbIE HACTPOMKM No npoTtokony DHCP. B aToM nyHkTe
TakKXe NpoBepsaeTcs COOTBETCTBME CTaTuYeckum npmssaskam DHCP, ecan
OHW eCTb.
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18.2 Dynamic ARP Inspection Ha komMmyTaTopax AJICMTEK

Hactpovika DAI Npon3BOANTCA B HECKO/IbKO 3TaroB. [pexae Bcero HyxHo
rnobanbHO BKAOUUTE c1yby Dynamic ARP Inspection Ha onpegeneHHom VLAN.
VLAN, B KOTOpbIX byAyT nepexBaTbiBaTbCst ARP-nakeTbl, MOXeT 6bITb HECKOJIBKO.
[lanee HeobXoAMMO yKa3aTb Kakue NHTepdencbl KOMMYTaTOPa HYXXHO CYNTATb
AoBepeHHbIMU (trust), a kKakne — HegoBepeHHbIMU (untrust).

TaKkke MOXHO AOMNONHUTENBHO YKa3aTb 0CObble oNumn Banngaumn
nepexsaveHHbIX B yka3aHHbIX VLAN naketos ARP. Banngauyio NnakeToB MOXHO
NPOBOANTL MO TPEM MYyHKTaM:

* Source MAC — npoBepseTtcda coBnageHve nonga Source MAC B 3arosioBke
Ethernet v 3HaueHue nons Sender MAC B Tene ARP-nakeTta B 3anpocax u
oTBeTax ARP;

¢ Destination MAC — npoBepsieTcsa coBnageHuvie rnonda Destination MAC B
3aronioBke Ethernet v 3HaueHve nonsa Target MAC B Tene ARP-nakeTa B
oTBeTax ARP;

* |P — npoBepsieTca nose Sender IP B ARP-nakeTax 3anpocoB 1 OTBETOB V1
none Target IP B oTBeTax. Agpeca B 3TUX MNO/SAX He MOTYT ObITb PaBHbI
0.0.0.0, 255.255.255.255, He MoryT 6bITb My/IbTUKACT-agpecamu, agpecamu
n3 noacetn 240.0.0.0/4 n agpecamu n3s nogcetn 127.0.0.0/8.

Mo yMOonUYaHMio BCe TUMbl BaNUAaLMN OTKIOUEHbI. IX MOXHO BKIOUaTb B 1H0ObIX
KOMBMHaLMsAX, He3aBUCMMO APYr OT Apyra, rnobanbHo AN BCero kommyTaTopa.
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HacTtpowka Dynamic ARP Inspection

B xo4e HacTporiku Mbl ByeM MCMOb30BaTb TUMOBYH CXeMY, N306paXeHHYH Ha
PUCYHKE HUXeE:

310YMBbILLNEHHNK

(.

0/1

0/25 trust KAVEHT 1
IP1 MAC1
[ |
G

DHCP CEPBEP KIAVEHT 2

IP2 MAC2

KIAVIEHT 3
IP3 MAC3

PrcyHok 59. YnipoleHHas cxema atakum ¢ nogmeHor MAC-agpecos

Ha pucyHke nsobpaxeH KoMMyTaTop, K KOTopoMmy yepe3 nHTepdericel 0/1, 0/2 n 0/3
NOAK/HOYEHbI KNVNEHTbl. DTU KANeHTbl MOAyYatoT ceTeBble HacTponkn ot DHCP-
cepBepa, MNOAKAOYEHHOro K nHTepdeicy 0/25.

B 06bIUHOM CUTyaLmMK MOXET bbITb MPOBEAEHa aTaka c noAMeHol naketos ARP
cnezyroLlM obpasom:
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* KNMeHT 3 BbiCcblnaeT broadcast ARP-3anpoc Ha nouck IP2. NMockonbKy 3anpoc
LUMPOKOBeLLATe IbHbIN, ero yBUAAT BCe K/INEHTbI, @ UMEHHO K/IneHTbl 1 1 2;

® KNMeHT 2 Ha 3anpoc ARP oTBeyaeT BannaHbiM ARP-0TBEeTOM, MOCKONbKY IP 2
npuHaanexmT emy. B oteeTe ykasbiBaetca MAC 2. OteeT HanpassieH Ha MAC
3

® 3/I0yMbILLIEHHVK Ha KN1neHTe 1 oTBeyaeT Ha 3anpoc ARP HeBanuaHbIM ARP-
0OTBETOM, B KOTOPOM yka3aH IP 2 n MAC 1. OTtseT HanpasndeTtcda Ha IP 3, MAC
3

* MOXeT CZIOXUTbCS CUTyaums, Npu KoTopoi oTeeT ARP OT 310yMbILLUEHHWKA
byLeT NonyYeH paHee Ha KAveHTe 3, 1 OH ByaeT cumTaTb, YTo IP 2 nmeet
xocT ¢ MAC-agpecom MAC 1. B 3ToM cilyyae Tpaduk, npejHa3HauYeHHbIN
KAneHTy 2, byZeT Ha CaMOM Jene Hanpae/ieH KIneHTy 1;

* fanee 310yMbILLUIEeHHVK Ha KIneHTe 1 aHanornyHbeiM 06pasom MoxeT
nogmMmeHUTb ARP-0TBeT Ans KnneHTa 2, KoTopbli byaeT nckate MAC-agpec
KNeHTa 3.

Takmm obpasom, nocne ycrewHom nogMmeHsl ARP-0TBeTOB, Tpaduk Mexay
KAneHTamu 2 1 3 byzeT NpoXoAnUTb Yepes kaneHTa 1, Npy 3TOM y3HaTb 06 3TOM
KAneHTbl 2 1 3 He cMoryT. Cyxk6a Dynamic ARP Inspection no3sonsier
npeAoTBPaTUTL NOLO6HbIE aTaky, 3ab/ioknpoBaB ARP-nakeTbl, KOTOpPbIe coAep>KaT B
cBoem Tene IP-agpec unn MAC-agpec, KoTopble He MOTYT 6bITb MPUHATLI C JAHHOI0
NHTepderica.

LWar 1. MpeaBapuTenbHaA HaCTpoMKa

Ana koppekTHo pabotel Dynamic ARP Inspection Ha kommyTaTope AJTCMTEK
COrNacHoO NPUIOXKEeHHOW cxeme TpebyeTcs NMpovn3BecTu ciegyroLme
npeABapuTe/bHble HACTPONKN:

Co3pgaHue VLAN 100:

(als_sw) #vlan database
(als_sw) (Vlan) #vlan 100
(als_sw) (Vlan) #exit
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Hactpoiika VLAN 100 Ha abOHeHTCKUX nHTepdericax:

(als_sw) #configure

(als_sw) (configure) #interface 0/1-0/3

(als_sw) (configure) (interface ©/1-0/3) #vlan participation include 100
(als_sw) (configure) (interface ©/1-0/3) #vlan pvid 100

(als_sw) (configure) (interface 0/1-0/3) #exit

(als_sw) (configure) #exit

Hacrtpoiika VLAN 100 Ha uplink:

(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface 0/25) #vlan participation include 100
(als_sw) (configure) (interface 0/25) #vlan tagging 100

(als_sw) (configure) (interface 0/25) #exit

(als_sw) (configure) #exit

LWar 2. BkntoueHmne Dynamic ARP Inspection Ha VLAN

Cnyxb6a BktovaeTcs Ha onpegeneHHoOM VLAN, KOTOPbIX MOXeT 6blTb HECKO/IbKO.
Bce ARP-nakeTbl, BXOAdALLME Ha KOMMYyTaTop B 3TUX VLAN, 6yayT nepexBayeHsbl U
npoBepeHbl nepes oTrnpaBkon. s BKIOYEHWA NCMNONb3YeTCa KOMaHAA:

(als_sw) #configure

(als_sw) (configure) #ip arp inspection vlan 100
(als_sw) (configure) #exit

[Mocne BbINONHEHNS 3TOV KOMaHAbl Bce ARP-nakeTbl, BXOAALME HA KOMMYTAToOp BO
VLAN 100, 6yayT nepexBaTtbiBaTbCsA U 0bpabaTbiBaTbCA cyxb60i Dynamic ARP
Inspection. Mockonbky HU DHCP, HK pa3pelwatoLme npasuna ARP ACL eLle He
HacTpoeHsbl, NakeTbl ARP 6yayT oTbpackiBaThCs. [NpoBepka ARP-nakeToB Cy>60i
Dynamic ARP Inspection npon3BoAnTCcA Noc/ie NpuMeHeHNa BXOAHbIX NpasBun (port-
based VLAN B HalleMm npuimepe).

LWar 3. HasHaueHue AoBepeHHbIX MHTepdencoB
Ha poBepeHHbIX nHTepdericax npoBepka ARP-nakeToB He 6yaeT Npon3BoOAUTLCS.

Kak npaBwo, 3To nHTepderc nnm Heckonbko MHTepdencoB, KOTOPbIMU
KOMMYTaTOp COeANHSETCS C BblLLeCTOosALL el ceTbio NpoBanjepa.
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(als_sw) #configure

(als_sw) (configure) #interface 0/25

(als_sw) (configure) (interface ©0/25) #ip arp inspection trust
(als_sw) (configure) (interface 0/25) #exit

(als_sw) (configure) #exit

Bce ocTanbHble HTepdenchl byayT cUMTaTbCA HeZOBEepPEeHHbIMM (untrust),
AOMONHUTENIbHAA HAaCTPOiKa ANA HNX He TpebyeTcs. MNocsie BbINONHEHUS 3TOM
KoMaHZabl ARP-nakeTbl, npuxoadaiune ¢ nHTepdeinca 0/25, He byayT oTbpackiBaThCA
1N NpoBepATbCsa cnyxb6or Dynamic ARP Inspection, mMOCKOIbKY 3TOT NOPT CYMTAETCH
A0BEPEHHBIM.

Lar 4. Hactpoiika DHCP Snooping Ha KomMmyTaTope (onLMoHanbHO)

Mockonbky paspelleHrie ARP-nakeToB MOXeT ObITb NOAy4YeHO 1160 Ha OCHOBaHUM
cnuckoB goctyna ARP, nnb6o Ha ocHoBaHUK Tabanubl kaneHToB DHCP, Heobxoa1mo
HACTPOUTb XOTS 6bl OAHY 13 3TUX CYK6. ECn He ByaeT HacTpoeHa HY O4Ha U3
CNy6, To BeCb Tpaduk ARP Ha HegoBepeHHbIX (untrust) MHTepdencax byaeT
OTOpOLLEH.

MNoapobHee npo HacTporiky DHCP Snooping MOXHO NpoynTaTh B
COOTBETCTBYIOL e rnase. MNprsegem KOHPUrypauuo ANA Hallero nprmepa:

configure

ip dhcp snooping

ip dhcp snooping vlan 100

interface 0/25

ip dhcp snooping trust

exit

exit

N3 KoH}urypaumm suaHo, 4to DHCP Snooping BkiroveH rnobanbHo, BKIKOYEH Ha
VLAN 100, a Takxe 0/25 nHTepdelic NpuHAT JoBepeHHbIM (trust) ansa cnyxéel DHCP
Snooping. Tenepb npw nosiyyeHnn agpeca KimeHTom 1 (Ha cxeme), NonyyYeHHbIn |P-
agpec n MAC-agpec knmeHTa byaet 3anucaH B Tabanuy DHCP-kaveHTOB, a Dynamic
ARP Inspection paspeLmnT npoxoxaeHne naketos npotokosa ARP Ha 3ToM

NHTepderice oT AaHHOro kKaneHTa no ero IP n MAC agpecam.

War 5. Co3paaHue cnucka goctyna ARP (onuMoHanbHO)
B HekoTOopbIX cny4vasax HeobxoanMo HacTponTb Dynamic ARP Inspection 6e3

BktoyveHnsa DHCP Snooping, 3agas cnncok paspeweHHblx MAC n IP-agpecos
BPYYHYH0. /19 3TOro NCNonb3yoTcda crneymanbHblie cnnckn goctyna ARP.
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Huxe npuseseH nprMep paspelleHna otnpaskn ARP-naketos ¢ MAC-agpecom
08:60:6e:6f:5b:6¢ n IP-agpecom 88.147.23.16:

(als_sw) #configure

(als_sw) (configure) #arp access-list "LIST1"

(als_sw) (configure) (arp-access-list "LIST1") #permit ip host 88.147.23.16 mac host
08:60:6e:6f:5b:6cC

(als_sw) (configure) (arp-access-list "LIST1") #exit

(als_sw) (configure) #exit

[Nocne co3paHma CNCOK AOCTyMna He BVAET Ha npoxoxaeHne ARP-naketos. 14
TOro, YTO6bI OH NPUMEHWUICA, HY>KHO IBHO HaCTPOUTb MPUBS3KY K ornpeseneHHOMY
VLAN sBHoO. lNMpaBun B crincke AoCTyrna MOXeT bbITb HECKObKO, 0MYCTUMO
co3faBaTb TONbLKO pa3peLlatolme. HactpamsaTtb cnnckn goctyna ARP He
06sa3aTenbHO, Nockobky Dynamic ARP Inspection MoXxeT NCNONb30BaTb AaHHbIe U3
Tabanubl DHCP-knneHTOB Ana Nnposepk ARP-NakeToB, Kak yXe 6b1J10 CKa3aHo B
npeAblayLiem wware. Tem He MeHee HeobX0AMMO, YTObbI XOTHA 6bl OANH UCTOYHMK
paspeLleHns bbin HactpoeH — nnbo DHCP, nnbo cnnckn goctyna ARP. B
NPOTVBHOM c/lyyae Becb Tpadurk ARP Bo VLAN, 4519 KOTOPbIX BKAKOUEHa c1y>6a
Dynamic ARP Inspection, byzeT 610K1MpOBaH Ha HegoBepPeHHbIX (untrust)
nHTepdencax.

LWar 6. MpumeHeHne cnucka goctyna ARP Ha VLAN (onuuoHanbHO)

(als_sw) #configure
(als_sw) (configure) #ip arp inspection filter "LIST1" vlan 100
(als_sw) (configure) #exit

MNocne 3To HacTponKkm Bce ARP-nakeTbl, nepexBavyeHHble Ha HeJOBEPEeHHbIX
(untrust) noptax Bo VLAN 100, 6yayT NpoxoAnTb NpoOBepPKY COOTBETCTBUS MpaBuiam
crncka goctyna ¢ mmeHem "LIST1". K ogHomy VLAN MOXHO MprBA3aTh TOJIbKO OAVH
Cnncok foctyna. Ecnm naket nonageT noj 04HO 13 NpasBu CNMcKa JOCTyna, OH
byZeT cuMTaThCA pa3peLLeHHbIM 1 NpoBepKa 3aBepLlumnTca. Ecan nakeT He nogoriget
HU nog o4HO 13 npasu (Bkaoyaa DHCP), nakeT bygeT cunTaThCs 3anpeLleHHbIM U
byaeTt oToHpOLLEH.

EcTb ABa pexuMa NpuBa3Ky cnncka goctyna K VLAN. MepBblid, NpriBeeHHbIV B
npumMepe Bbille, paspeLlaeT NpojokeHne nposepkn ARP-nakeTa no tabamue
DHCP-knveHTOB. BTOpOW pexunm, static, Takyro NpoBepKy 3anpeLyaer:

(als_sw) #configure

(als_sw) (configure) #ip arp inspection filter "LIST1" vlan 100 static
(als_sw) (configure) #exit
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Mocne Takon HacTporky Bce 3anpeLleHHble ARP ACL nakeTbl 6yayT OTOpOLLEHb,
BHEe 3aBNCUMOCTW OT cocTosiHMA DHCP-Tabnuubl.

3apaHue pexxkuma sanuaaummv ARP-nakeToB

Banngauna ARP-nakeToB NMpon3BOAUTCA A0 NMPOBEPOK Mo cnmckam goctyna ARP un
DHCP. Pexxum Banngaumm ARP-nakeToB 3a4aeTcs rnobanbHO AN BCeW CNyXObl U
coctout n3 Tpex ¢pnaros: SRC MAC, DST MAC, IP. ®narn MOXHO ycTaHaBAMBaTb
He3aBUCMMO ApPYr OT Apyra, B Nt06oi KombunHaummn. Mo ymonyaHno Banngaums
nakeToB OTK/OYeHa. Ecnm nepexBayeHHbIN NakeT He NporAeT BaauAaumio rno
NIOH60OMY 13 BKIHOUEHHbIX MYHKTOB, OH ByAeT OTOpoLLeH, Aa/bHerLas npoBepka (No
cnuckam goctyna ARP vnam no Tabnnue knneHtos DHCP) He npoun3BoanTcs.

MprMepbl HACTPOVIKM BCEX TPEX MYHKTOB:

(als_sw) #configure
(als_sw) (configure) #ip arp inspection validate src-mac dst-mac ip
(als_sw) (configure) #exit

MpviMep HacTponkn Nposepkn Tonbko SRC MAC:

(als_sw) #configure
(als_sw) (configure) #ip arp inspection validate src-mac
(als_sw) (configure) #exit

MPOCMOTP HACTPOWKM:

(als_sw) #show ip arp inspection

Source MAC Validation..........couiuuiuunnnnnnnn Enabled
Destination MAC Validation..............couuun.. Disabled
IP Address Validation...........ceiveeeunnnnnnn Disabled
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N3meHeHune pe>knma normpoBaHus OT6pOLI.IEHHbIX nakeToB

Cnyx6a Dynamic ARP Inspection npu o6paboTke NakeToB MOXeT BbIBOAUTL B
CUCTEMHbIV 10T KOMMYTaTopa AaMmn OTOPOLLUEHHbIX MakeToB.. [10 3TUM AaMnam
MO>XHO BNOCNeACTBUM OonpesenTb NCTOUHVK aTaku. [10 ymondaHuto Bce
OTOpOLLEeHHbIe NMakeTbl 3aHOCATCA B CUCTEMHbI JIOF KOMMYyTaTopa. YTobbl
BbIK/TIIOUNTbL 3TY QYHKLMIO, BbINOMHUTE KOMaHAYy:

(als_sw) #configure

(als_sw) (configure) #no ip arp inspection vlan 100 logging
(als_sw) (configure) #exit

CoobLeHue cnyxbbl MOXET BbIrA4eTb CiefyoLwmmMm 06pa3om:

<5> arpinspection_control.cpp:384 [2000.01.01 00:14:30] MSG(18): 'ArpInspection: Got a invalid AR
p

packet from /16 in VLAN 999, Ethernet II: DST ff:ff:ff:ff:ff:ff SRC 08:60:6e:6f:5b:6c, packet is:
ARP REQUEST from 224.17.1.100 (08:60:6e:6f:5b:6c) to 172.17.1.1 (ff:.ff.ff.ff.ff.ff)"’

3apaHue nopora oTk/loUeHUst UHTepdelica

Y cnyx6bl Dynamic ARP Inspection ecTb AONONHUTENbHAA BO3MOXHOCTb, NpU
npeBbILLeHNN onpeaeneHHoro konnyectsa ARP-nakeToB Ha MHTepdelice cnyxba
MOXeT 3ab10KMpoBaTh MHTepdenc, TeM CaMbiM NpepBaB BeCb NOTOK Tpaduka. No
ncTeyYeHN onpeaeneHHoro BpeMeHu cnyo6a BOCCTaHOBUT MHTepdelnc, 1 OH
NPOAO/IXNT paboTy. NHTepdelic oTknrovaeTcs ¢unsmyeckm (shutdown).

Anst BKNHOUEHWS 3TON QYHKLUMM NCMONb3YyeTCst KOMaHAA:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #ip arp inspection limit rate <packets> burst interval <sec>

KomaHza yctaHaBnmBaeT nopor B packets naketos ARP, koTopble MOryT MPonTK 3a
seconds cekyHZA. Ecin konmyecTBo NakeTos 3a seconds CeKyHZ MpeBbICUT
yKasaHHoe 4ncno, To nHTepdeinc byaet 3a6nokmpoBaH. B MoMeHT 6/10kMpoBaHNS
NHTep¢erica HauHaeTcs OTCYeT BpeMeHW BOCCTaHOBNeHVA. Korga 3To Bpems
ncTevet, HTepdenc byset BOCCTaHOB/EH.
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1o yMOn4YaHuo orpaHnyeHre Ha Ko1n4yecTBo nakeToB ycTtaHoBneHo B 15 ARP-
NakeToB B CeKyHAy. Ero Takxke MOXHO OTK/IHUUTE KOMaHAOM:

(als_sw) #configure
(als_sw) (configure) #interface 0/1

(als_sw) (configure) (interface 0/1) #ip arp inspection limit none

B Cnydae OTK/IKYEHWUA, NMpu NpeBbllLUEHI KONYeClTBa NMNakKeToB B CEKYHAY,

nHTepdenc He byaet 610KMPOBATLCA.

Ans ynpaBneHust NHTepPBaNOM BOCCTAHOB/EHMS UCMONb3YeTCs KOMaHAa:

(als_sw) #configure

(als_sw) (configure) #ip arp inspection recovery interval <seconds>

Bpemsi BOCCTaHOB/MIEHWS yKa3blBaeTCs B CeKyHAaX, MO YMOAYaHMIO OHO paBHO 300
CeKyHZzaM, TO ecTb Yepes 5 MUHYT 3a610KMPOBaHHbIN HTepdenc BHOBb

NPOAOIKNT CBOK PaboTy.

npOCMOTp COCTOAHMA N CHETUUNKOB

Y cnyx6bl Dynamic ARP Inspection ecTb HeCKO/IbKO KOMaHJ, 415 NoyyYeHns
COCTOAHMSA N cyeTUMKoB. KoMaHAa HUXKe BbIBOAUT cocTofaHMe VLAN, npuBA3aHHbIX K
HUM CrMCKOB AocTyna ARP, pexxurma normpoBaHnsa oTOpOLLEHHbIX NakeToB, a TakXke

peXxnm npmnBA3Kn:

(als_sw) #show ip arp inspection

Source MAC Validation..........oeuuuuuuunnnnnnnn Disabled
Destination MAC Validation..............coeuuu.. Disabled
IP Address Validation...........ccciiiiiinnnnnnn Disabled

VLAN Configuration Log Invalid ACL Name

100 Enabled Enabled LIST1

Static

Disabled

CnepgyroLlas KOMaHza BbIBOAUT CHETUMKN 06paboTaHHbIX MAKEeTOB:

(als_sw) #show ip arp inspection statistics

VLAN Forwarded Dropped

100 4 2

OJTa KOMaH/a NoKasblBaeT KONMYeCTBO NPOnyLLeHHbIX 1 OTOPOLLEHHbIX NakeToB
ansa Bcex VLAN, Ha KOTopbix HacTpoeHa ciyxba Dynamic ARP Inspection.
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KomaHza HVXe BbIBOANT CHETUMKM 06paboTaHHbIX MakeToB AN1A ornpeje/ieHHOro
VLAN:

(als_sw) #show ip arp inspection statistics vlan 999

VLAN DHCP Drops ACL Drops DHCP Permits ACL Permits Bad Src MAC Bad Dest MAC Inval

OTa KOMaHZa Noka3blBaeT KOJINYeCTBO OTOPOLLEHHbIX MakeTOB COr/IAaCHO NMpaBuaam
DHCP (DHCP Drops) n ARP ACL (ACL Drops), nponyLLeHHbIX COrlacHO npasuiam
DHCP (DHCP Permits) n ARP ACL (ACL Permits), a Takxxe KOMYeCTBO OTOPOLLEHHbIX
NnakeToB, He NpoLueLLnX Baanaaumio no kaxgomy 13 tmnos (Bad Src MAC, Bad
Dest MAC, Invalid IP).

OuncTnTb cyeTUMKM cnyxbbl Dynamic ARP Inspection MOXHO KOMaHZOW:

(als_sw) #clear ip arp inspection statistics

Hactpoiku cnyx6bl 1 Bpems A0 BOCCTaHOBIEHNSA 3a6/10KMPOBAHHbLIX MHTeppencoB
noc/ie OUYNCTKN CTaTUCTUKN HE MEHSAKOTCS.
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F'MABA 19. QOS (QUALITY OF SERVICE)

19.1 BBegeHue B QoS

TepmurHOM QOS 0603HauaroT KOMMAEKC Mep A4S NOBbILLEHWSA KavecTBa
npesocTaBneHns yciyr B udpoBbix ceTax. MexaHn3m paboTbl QoS 6a3vpyeTca Ha
O6LLMX COrNaLLeHnax Mexay Npon3BOANTENSMI CETEBOTrO 060PYA0BaHNS U
OMUCbIBAETCA B HECKOIbKMX CTaHZapTax Ha PasIYHbIX YPOBHAX OpraHu3aumm
cetu. Kak npaBuio, KOMMyTaTopbl L2+ 415 MOBbILLEHNS KayecTBa YC1yr NCNOMb3YHoT
nHpopmaumto n3 tera 802.1q v IP-3aronoska nakera.

B knaccrnyeckom BapmaHTe pesybTaToM paboTkl MexaHn3mMoB QoS aBnsaeTcs
NOHOE NPOXOXAEHWe BbICOKONMPUOPUTETHOro Tpaduka (Hanprmep Tpaduka IPTV),
B TOM YMCJ/Ie 3@ CYET MoTepu HN3KOMPUOPUTETHOIO Tpapuka:

KOMMYTATOP

other

PrcyHok 60. O6wmin nprHUmMn paboTbl QoS

Ha3HaueHue npuopuTteTa Tpadumka no nNoassm nakeTra

Ha3HaueHVe npuoputeTa onpegeneHHOMY TpapurKy rno noasiMm naketa MoxeT ObiTb
Npov3BeseHO C MOMOLLbIO CO34aHNA NoAnUTUK QoS. Kak npasuio, npm onncaHnm
NONNTUKW yKa3blBaeTCs, K KakoMy Tpaduka oHa NPUMeEHSeTCs, U Kakne JeincTBuA
HeobXoAMMO NPOU3BECTU C TPaPUKOM. [ToNsa 1 AeNCTBUA MOTYT pa3nnyaTbCs y
Pa3HbIX NPON3BOAUTENEN.
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AoBepue meTkam 802.1p (CoS)

Pexxnm posepus metkam 802.1p (none PRI B meTke 802.1q nakeTa) Mpon3BoANT
NPNOPUTU3aALNIO BXOAALLEro Tpadmka Ha 0OCHOBaHUM 3Ha4veHUa meTkin CosS.
3HaueHue CoS B makeTax MoXxeT 6bITb BbICTaB/1€HO Ha aBOHEHTCKOM

ob0pyLOBaHNN NN Ha 060pyAOBaHUM YPOBHS gocTyna. [Mone CoS nmeet gaviHy 3
61Ta 1 MOXeT NPUHUMATL 3HaYeHns oT 0 Ao 7.

MonoxeHne metkn 802.1p (CoS) B NnakeTe N306paxeHOo Ha CXeMe HuXe:

DMAC SMAC VLAN Ethertype = Data ...

TPID PRI/CFI/VID

A —

802.1p | CFI VID

PucyHok 61. lNMonoxeHne meTtkn 802.1p B Tere 802.1q

AoBepue meTkam DSCP

Pexxnm pgosepus metkam DSCP (4yacte nonsa DS B IP-3aronoske, 3aMeHMBLLENO
cTapoe none ToS B nocnegHnx pegakuumax IP-3aronoska) nponssoanT
NPUOPUTU3aLINIO BXOAALLEro Tpadrka Ha OCHOBaHWN 3HadYeHna meTku DSCP.
3HaueHune nona DSCP MoxeT 6bITb BbICTABAEHO NPUNOXKEHUSMU KNNEHTa,
HEeKOTOPbIM abOHEHTCKMMUN YCTPOCTBaMU NN 060pYyAOBaHEM YPOBHSA J0CTYNa.
Mone DSCP nmeet gnanHy 6 6UT 1 MOXeT NMPUHUMAaTb 3HaveHns oT 0 A0 63.
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MonoxeHne meTkn DSCP B 3aronoske IP-nakeTa 1306paXeHO Ha CXeme Huxe:

Version DS Len ID Offset. TTL |« Proto| FCS ' IP-SA IP-DA  Data ...

/T~

DSCP FC

PucyHok 62. NonoxeHne metkn DSCP B 3aronoske |IP-naketa

19.2 QoS Ha kommyTaTopax AJICMTEK
Ha kommyTtaTopax AJ/ICUTEK nmeeTcs 8 BbIXOAHbIX OYepesein 415 KaxA0ro nopra.

STanbl 06paboTky nakeTa B kKommyTaTtopax AJ/ICMTEK MOXHO onuncaTtb ciesyoLwm
obpasom:

* Traffic Classifier. Npu Bxoze nakeTa oH KnaccnpuumpyeTcs B COOTBETCTBUN C
HaCTPOEHHbIMU nonnTrkamu QosS, pexmmy gosepusa metkam CoS v DSCP;

e Traffic Policer. Mo gaHHbIM Knaccndrkaymm nakeTa oH obpabaTbiBaeTcs
HaCTPOEHHbIMW NOANTUKaMK QOS 1 MexaHV3MaMu JoBepusa MeTKaMm, 1 emy
Ha3Ha4vaeTcs ornpeseneHHbI MPUoOpPUTET;

* B COOTBETCTBUM C MPUOPUTETOM, NaKeT rnepelaeTcs Ha BbIXOAHOM
NHTepderc (MX MoOXeT bbITb HECKO/IbKO), B COOTBETCTBUM C MPUOPUTETOM
nakeTy Ha3HauaeTcsa onpejeneHHas BbIXOAHas ouepelb;

* Scheduler. MNpwn oTnpaBke nakeTbl BbIBUPAKOTCA N3 OYepesel CornacHo
HacTporkam ovepean 1 anroputMmy nnaHmposaHus (Scheduling Algorithm).
MNoapobHee anropuTMbl MIAHUPOBAHWSA OMUCaHbI HAXE.
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fpadryeckm 3To0 MOXKHO N306pasnTb ClelyroLLe CXeMOIA:

TRAFFIC TRAFFIC

POLICER

CLASSIFIER

[a e
L
—
)
(@)
L
I
)
(%}

—

PrcyHok 63. MexaHn3m paboTtbl QoS Ha kommyTaTtopax AJTCMTEK

19.3 Ouepegu n anropTMbl N1AHNPOBLLUUKA

Bbl6opKa MakeToB 13 ovepeselt MOXeT MPOU3BOANTLCS ABYMS anropuTMamMu
nnaHnposLLmka: Strict Priority (SP) n Weighted Round Robin (WRR).

Mpw ncnonb3oBaHUM anroputMa SP nakeTbl OTNPAaBAATCS CTPOro rno npuopuTeTy
oyepean. Yem 60/bLLe HOMepP oyepean — TeM BbllLe MPUOPUTET, TO eCTb CHayana
OTMNPaBASATCA BCe NaKeTbl U3 ovepesmn 7, ecii OHW OTNpaB/ieHbl — MPON3BOAUTCA
oTnpaBKa 13 ovepean 6. ECnun Bce nakeTbl N3 oyepesen ¢ 7 no 1 oTnpas/eHsbl,
HauynHaeTcs oTnpasKka 13 ovepean 0 (HavimeHee NpuopuTeTHas ovepeb). Ecam
Tpaduk 6onee NPUOPUTETHLIX OUepeselt 3aHA1 BCHO NPOMYCKHYH CMOCOOHOCTb
nHTepderica, Tpadrk MeHee NPUOPUTETHBIX OUepeser He oTnpasaseTca n byaet
OTOpOLLEH.
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padurueckoe npeacTasneHve anroputma SP:

4
> [ ) TN
-

KOMMYTATOP

0 0

PucyHok 64. AnropunTm Strict Priority

Anroput™ WRR no3sosnsfeT marye pacrnpeaennts notepyn naketos. OTnpaska
MakeToB OCYLLECTB/IAETCHA COMIacHO Ha3HayYeHHbIM Becam ovepezeit. Bec
ornpezensieT, B KAKOM COOTHOLLEHN ByAyT OTNPaBAATLCA NakeTbl U3 oyepesen.

padurueckoe npeacrasneHvie anropyutMma WRR:

4
> [ >
-

KOMMYTATOP

0 0

PuncyHok 65. Anropntm Weighted Round Robin
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ANrOPUTM HaCcTpamBaeTCcs NPUMEHNTENbLHO K OTAe/IbHOW ovepean — AOMnyCTMO
HaCTPOUTb YacCTb oYepesent ¢ anroputMom SP 1 yactbe — c anroputmom WRR. Ha
CXemMe HMXe Ha oyepeasx € 7 no 4 HacTpoeH anropmTt™m SP, Ha ovepegax c 3 mo 0 —
anroput™ WRR):

KOMMYTATOP

0 0 3

PucyHok 66. Anroputmbl Strict Priority n Weighted Round Robin ogHoBpemeHHO

HacTpoliika ouepeaein U anropmTMoB NJIAHNPOBLLMKA OTNPABKMU
nakeToB

Mo ymMonyaHuMio Ha KOMMYTaTope Ha BCex ovepeasx BKAKUEH anroputm SP,
KOMaHZa BK/IH0OUeH s 0TobpaxaeTcs B KOHOUIypaumm no yMoI4aHuo.

BknouyeHue anropmutma SP

HactpouTtb Ha ouepeasx anroputm SP MOXHO KOMaHZA0M (BKKOYEH Mo
YMOTYaHWI0):

(als_sw) #configure
(als_sw) (configure) #cos-queue strict @ 1 2 3 456 7

B napameTpax 3Ta KOMaHAa NpUHMMaeT HoMepa ouepeseit, Ha KOTOPbIX HY>KHO
BKIOUNTL anropuTtm SP. MNocnegoBaTenbHOCTb HOMEPOB HE MMeeT 3HaYeHUS.
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BknroueHune anroputma WRR

Ana BkntoueHUs Ha ovepeasx anroputma WRR Heobxo4 Mo cHavana oTKIUNTb
Ha HUX anropunT™m SP:

(als_sw) #configure
(als_sw) (configure) #no cos-queue strict @ 1 2 3456 7

3aTeM yCTaHOBUTb ANS 3TUX oUepeseil BecoBble KO3POULMEHTbI 415 anroprutMa
WRR:

(als_sw) (configure) #cos-queue wrr weights 3 3 4 55 10 10 20

MNocneaHAA KOMaHAa 3ajaeT BecoBble KO3 PuuMeHTbl Ana ovepesein ¢ 0 no 7
rnocnegoBaTtesibHO. 3HaYeHus 3a4ar0Tcs B Anana3oHe oT 0 Ao 100. 3T 3Ha4veHus
ABNSAIOTCH BECOBbIMW KO3QdULMEHTaMN AN oUepeseln N ONpesenstoT, B KaKOM
COOTHOLLEHUW MakeTbl U3 KaXA0W oyepesmn byayT BbIXOAUTL C KOMMYyTaTopa. Mpwu
BBOZe 3HauveHVs Beca 0 419 onpejesieHHON ovepemn Ha 3TOW ovepesm HesBHO
BK/IOYaeTCsa pexunm SP.

CoBmecTHas HacTpoika SP n WRR

Ana coBmecTHOM paboTbl HEOH6XOANMO, aHANOTMYHO MpeablAYLIM MYHKTaM,
HaCTPOUTb Ha YacTu ovepejein anropnt™ SP, Ha yactn — WRR:

(als_sw) #configure

(als_sw) (configure) #cos-queue strict 4 5 6 7

(als_sw) (configure) #no cos-queue strict @ 1 2 3
(als_sw) (configure) #cos-queue wrr weights 3 34500 0 0

Mocne BbINONHEHNS 3TUX KOMaHZ oyepean ¢ 0 no 3 6yayT paboTaTb Mo anroputMmy

WRR ¢ BecoBbIMU KO3 PuLmeHTamu 3, 3, 4, 5. OcTanbHble ouepean, ¢ 4 o 7, byayt

paboTtaTb No anroputMy SP. BBoanTb Bec 0 415 ouepegein SP npm HacTpoiike BECOB
WRR Heob53aTe/IbHO, HE3aBNCMMO OT BBEZEHHbIX 3HaUEHWIA BECOB ANA ovepesel C
BK/IFOUE€HHbIM aNropuTMOM SP 3HaueHVs BeCOB He YYUTbIBatoTCA.

B HacTpolike CyLLeCTBYHOT ClesytoLLme 0CO6eHHOCTH:

* eCIn ANdA ouepean BKIOYEH anroput™M SP, To BeCoBOM KO3QPULMEHT He
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YUNTbIBAETCH, JaXe ec/ OH 3aaH;

* eC/in Anga ovepeamn BkAtoYeH anroput™ WRR, HO BecoBom KO3 puLmeHT
paseH 0, TO AnA oyepesm HesBHO BK/IKOYAETCA airopuTMm Strict;

* eC/in Anga ovepemn BkatoUeH anropnt™ WRR, Ho BecoBble KO3 PULIMEHTbI He
YyCTaHOB/IEHbI, 04epeAn NPUCBanBaeTCcs BeCOBOW KO3IPOULMEHT no
YMOTYaHUIO NCXOAA N3 HOMepa ouepean: Ana odepegein c 0 no 7 — Beca 1,
2,3,4,5,6,71n 8 CcOOTBETCTBEHHO.

19.4 Hactpouka nonntuk QoS

[aHHbI MexaHN3M Mo3BONSET MMBKO HAaCTPOUTb MpUopUTU3aL Mo Tpadurka No
nonsim naketa. Pabota Npon3BoOANTCS B HECKO/IbKO 3TamnoB.

CHavana naket knaccmouumpyeTcs nyTeM CpaBHEHUA HAaCTPOEHHbIX Ha
KOMMYyTaTope Npmr3HakoB C MOSMK NakeTa. 3a 3To oTBeYvaeT knacc Tpaduka (class-
map). Ecnm ans naketa HaZeH NOAXOAALLMIA KNACC, HAZ HAM BbINOAHSAOTCA
CBSi3aHHble C 3TUM K/1acCoM zencTBus. elicTB1S onunckiBatoTcsa B nonuTuke (policy-
map) NpYMeHNTeNbHO K KaXA0oMy Knaccy Tpaduka.

HacTpolika nogpasymeBaeT Co3jaHue KNaccoB ANA HYXXHOro Tpaduka, co3gaHune
NOSINTVK C AeACTBUSAMU A/19 BblIOPaHHbIX K1AcCoB U MPUYMeHeHre NOINTUK Ha
nHTepdencax.

Ha ogHOM MHTepderce MOXHO NMPUMEHUTb TONLKO OZHY NOANTUKY. OAHa U Ta Xe
NONTMKA MOXeT bbITb MPYIMeHeHa Ha HeCKONbKUX MHTepdercax. Tpaduk,
KOTOPbIi HE COOTBETCTBYET HU O4HOMY KnacCy NPUMeHeHHOW Ha nHTepderice
NONNTUKK, ByZAeT Hanpae/ieH Ha 06paboTKy MexaH13My foBepus MeTkam. B To xe
BpeMs TpaduK, KOTOPbIA NOMNan No4 onpeseneHHbl Knacc NpYMeHeHHon Ha
nHtepderice nonntnkn QosS, He byaeT 06paboTaH MeEXaHM3MOM J0BEPUS METKaM.
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Co3paaHwue KaccoB Tpadpuka M NOANTUK QoS

LWar 1. Co3aaHve Knacca Tpadpuka

Knacc Tpaduka co3gaeTcs C MOMOLLbI0 KOMaHAbI:

(als_sw) #configure
(als_sw) (configure) #class-map match-all "class1" ipv4
(als_sw) (configure) (class-map "class1") #

MNocne co3gaHusa knacca Tpadmka KOHCONbHbIN MHTepdenc NepexoinT B KOHTEKCT
HaCTPOWKM 3TOro kiacca. B HeM MOXHO 3ajaTh 415 Knacca NpU3HaKkK, KoTopble
byAyT NpoBepPSATLCA Y BXOAALMX NakeToB. CTpoka "class1" — nms,
naeHTUGNLMpYLoLLLee AaHHbIV Knacc.

B kauecTBe MP3HaKoB MOTYT 6bITb Bbl6paHbI caegyrouimne rnosd:

* 3HauveHue Tera 802.1q (match vlan <vid>);
* 3HauveHune npuopuTteta 802.1p (match cos <cos>).

B npumepe HMXe Kacc onucbiBaeT NakeTbl co 3HadeHneM 802.1q VLAN ID, paBHbIM
100 (VLAN 100 gomkeH 6bITb CO34aH Ha KOMMYyTaToOpe A0 TOro, Kak byJeT yka3aH B
Knacce):

(als_sw) (configure) (class-map "class1") #match vlan 100
(als_sw) (configure) (class-map "class1") #exit

MNprMep ncnonb3oBaHWA B KayecTBe npusHaka 802.1p CoS:

(als_sw) (configure) #class-map match-all "class2" ipv4
(als_sw) (configure) (class-map "class2") #match cos 2
(als_sw) (configure) (class-map "class2") #exit

CylwiecTByeT Npu3HaK, Mo KOTOpbIA NOAXOANT Ntob6on Tpaduk:

(als_sw) (configure) #class-map match-all "class3" ipv4
(als_sw) (configure) (class-map "class3") #match any
(als_sw) (configure) (class-map "class3") #exit
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|WOX€T6bWb3aAaHaKOM6MHaMMﬂﬂpM3HaKOB(HOAKﬂaGIBﬂpMMepeHOAHaAaeT
Tpadumk ¢ VLAN ID 100 n CoS 5 ogHOBpeMeHHO):

(als_sw) (configure) #class-map match-all "class4" ipv4

(als_sw) (configure) (class-map "class4") #match vlan 100

(als_sw) (configure) (class-map "class4") #match cos 5
(als_sw) (configure) (class-map "class4") #exit

LWar 2. Co3gaHvie NoNNTUKM 06paboTkmn Tpadpmka

Ana co3gaHns NoNnUTUKM 06paboTkm Tpadurka NPUMEHSIETCA KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #policy-map "policyl" in
(als_sw) (configure) (policy-map "policy1") #

Mocne BbINONHEHNS 3TOM KOMaHAbl ByeT co3iaHa NoanTuka ¢ nMmeHem "policy1".
MonnTrka npegnonaraeTt NPUBA3KY AeCTBUIN K KJ1acCaM:

(als_sw) (configure) (policy-map "policy1") #class "class4"
(als_sw) (configure) (policy-map "policyl1") (class "class4") #

nOCﬂeBHHOﬂHeHMﬂaTOMKOMaHAbH«%KOﬂbHHMLﬂﬂ€p¢emcHepEXOAMTBKOHTer

HaCTPOMKMN AeNCTBUM NONNTUKM C MeHeM "policy1" Ana onpeseneHHOro kaacca

Tpadpuka c MMeHeM "class4". B 3TOM KOHTEKCTe MOXHO 3a/aTb AeiCTBUSA, KOTOpble B

pamMKaX 3TOW NOAUTUKW 6y,D,yT npon3BoANTbLCA Haj NMakeTamMu, nognaswiiMu nos
yKa3aHHbIVI Knacc.

[lonycTuMble AeNCTBUS:

* assign-queue — Ha3HaYWTb NakeTaM BbIXOAHYH oyepe/b;

* mark cos — 3aMeHUTb 3HaveHVe 802.1p CoS B NakeTax Ha yka3aHHOe U
Ha3HaYNTb NakeTaM COOTBETCTBYHOLLYIO BbIXOAHYH o4vepelb;

* police-simple — orpaHMYNTb Ha BXOZE CKOPOCTb NPOXOXAeHUs Tpadrka
AAHHOrO Knacca;

e drop — OT6POCUTL NaKeTbl.
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[JencTtBna assign-queue 1 mark cos ABASOTCA B3aVIMOUCKIOYaOLWNMN B
npeenax AencTBUA ANA OAHOrO Kiacca. MNpu NonbITKe HACTPOUTL Nt060oe U3 3TUX
LeViCTBUIA NMpy paHee HaCTPOEHHOM ApyroM byzeT BbiBeeHa owwrbka n HoBoe
fericTBMe He byzeT go6aBneHo. B npegenax o4HOM NOAUTUKN, HO 4SS Pa3HbIX
K/J1aCCoOB NX HACTPOViKa AOMYCTMMa.

OrpaHu4yeHune ckopocTu police-simple nogpasymeBaeT BBOZ BepxHero nopora
CKOpPOCTW B K6BUT/C Ans Tpadumka BbIbpaHHOro Knacca, BBOJ 3HaveHUs burst ans
OrpaHNYeHnNs CKOPOCTU N YKa3aHNA ABYX AeNCTBUI: ANA TpaduKa HUxXe
orpaHnyeHns 1 ansa Tpaprika, NpeBbICUBLLErO OrpaHuYeHe. Bcero AocTyrneH oAnH
BapuaHT: TpaduK, He NpeBbICUBLLNIM OrpaHnYeHve, nponyckaeTtca (transmit), a
TpapuK, MPeBbICVBLLUVIA OrpaHnYeHe — oTbpackiBaeTcd (drop).

Huxe npriBeseHbl NprMepbl HACTPOWKWU AeNCTBUIA:

(als_sw) (configure) (policy-map "policyl1") #class "class1"
(als_sw) (configure) (policy-map "policy1") (class "class1") #assign-queue 6
(als_sw) (configure) (policy-map "policy1") (class "classi1") #exit
(als_sw) (configure) (policy-map "policyl1") #class "class2"
(als_sw) (configure) (policy-map "policy1") (class "class2") #mark cos 3
(als_sw) (configure) (policy-
map "policyl1") (class "class2") #police-simple 5000 64 conform-action
transmit violate-action drop
(als_sw) (configure) (policy-map "policy1") (class "class2") #exit
(als_sw) (configure) (policy-map "policyl1") #class "class3"
(als_sw) (configure) (policy-map "policy1") (class "class3") #
(als_sw) (configure) (policy-map "policy1") (class "class3") #drop
(als_sw) (configure) (policy-map "policyl1") (class "class3") #exit

Ecnnm Tpa(bVIK noagnagaet noj HeCckKoJ/ibKo KJ1aCCoB, 6y,D,yT BbIMOJ/IHEHDbI AGVICTBI/IFI
TOJIbKO 414 OAHOro KJlaCCa — AJid TOro, KOTOprI7I obin paHbLUe AO6aBﬂeH B
MOJINTUIKY. ,ﬂ,OI‘IyCTI/IMO MCMosib30BaTb O4HW 1N TE€ XKE KJ/1aCCbl B PAa3HbIX MOJITUKAX.

War 3. MpymeHeHMe NONNTUKN 06paboTKm Tpadpuka Ha MHTepdence

Ans TOoro, UTO6LI HACTPOEHHas NOANTVKA 3apaboTana, ee HE06XOANMO MPUMEHUTb
Ha NHTepdeice:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #service-policy in "policy1"

Tenepb BecCb Tpaduk, BXOAALLMI Ha nHTepderic 0/1, byaeT obpaboTaH cnyx60oi
QoS no nonntuke "policy1".
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[ocne onMcaHHbIX Bbllle HAaCTpPOoeK KOHbUrypauus KOMMyTaTopa npuMeT
CNesyroLnii BUA:
vlan database

vlan 100
exit

configure

class-map match-all class1 ipv4
match vlan 100
exit

class-map match-all class2 ipv4
match cos 2
exit

class-map match-all class3 ipv4
match any
exit

class-map match-all class4 ipv4
match vlan 100

match cos 5

exit

policy-map policy1 in

class class1
assign-queue 6
exit

class class2

police-simple 5000 64 conform-action transmit violate-action drop
mark cos 3

exit

class class3

drop

exit

exit

interface 0/1
service-policy in policy1
exit

exit
C AaHHbBIMN HAaCTPOMKaAMM MexXaHn3M byaeT paboTaTtb CneyroLM 06pa3om:

1. Tpaduky knacca "class1" (VLAN ID 100) 6yseT HasHauyeHa BbIXOAHas
oyepesb C HOMEpPOM 6.

2. Tpadwmky knacca "class2" (cos 2) byaeT Ha3HayeHa BbIXOAHasi ovepesb
HOMep 3, a MeTKa COs byzeT n3MeHeHa Ha 3. Kpome TOro, NpoxoxgaeHve
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3TOro Tpaduka byaeTt orpaHNUYEHO CKOPOCTbo 5 MbuT/C.
3. Tpadwmk knacca "class3" (VLAN ID 100, cos 5) 6yaeT otépoLueH.

19.5 loBepue meTkam CoS

MexaHn3M 3aelcTByeTca B C/lydae, eCv nakeTy He bblia paHee HasHaveHa
oyepelb MexaHM3MOM Knaccudumkaumm naketos. MHTeppeinc KoMmyTaTopa MoxeT
HaxXoAUTbLCHA B Tpex pexumax: goseprie metkam 802.1p (CoS) B nakeTtax, foBepue
meTkam DSCP B IP-3arosioBke rnakeToB 1 OTCYTCTBME A0BEPUA METKAM.

o ymonuaHuto BkatoueHo goseprie Metkam 802.1p. B 3ToM ciyyae npuv nonyyeHmnm
nakeTta Ha 6a3e ero meTtkn 802.1p no TabanLe COOTBETCTBUS BblbMPaETCs BbIXOAHAS
ouepeab. Ecnn naket He nmeet Tera 802.1p/802.1q, eMy Ha3HayaeTca oyepesb,
yKa3aHHas B Tabnuue cootBeTcTBUS 415 MeTkn 802.1p, pasHoi 0. 1o ymMonyaHuto
3TO oYepeab HoMep 1.

[pV OTKNOYEHHOM pexrMe LoBepus BCEM BXOAALLMM NaketaMm He3aBnCMO OT
meTok 802.1p nan DSCP Ha3HauaeTca oyepesb, yKkazaHHas B TabanLe COOTBETCTBUS
ana metkn 802.1p, pasHou 0. Mo ymonyaHumio 310 ovepeb Homep 1.

HacTtpouka aoBepus metkam CoS

HacTpolika 3aknto4vaeTcs B Ha3HauYeHU o6LLero pexmnma 4osepus 1
peaakTnpoBaHun Tabnnubl cootBeTcTBUSA 802.1p (CoS) 1 BbIXOAHbIX ouepesen. CoS
MOXeT NMPUHMMaTL 3HaveHna ot 0 go 7.

Lar 0. MpocmMOTp TeKyLLero coCToOsiHUSA

[MoCMOTpeTb TekyLee COCTOSIHVE pexnMa LOBepPUsS MOXHO KOMaHZAOM:

(als_sw) #show classofservice trust

Interface Trust Mode

0/1 Dot1P
0/2 Dot1P
0/3 Dot1P
0/28 Dot1P
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B 37Ol Tabnvue nepeymncieHbl Bce MHTepdenchl U TeKYLLMA pexnm AoBepus Ha
3TUX UHTepdercax. o ymonyaHuto yctaHosieH pexnm Dot1P — poBeprie meTkam
802.1p.

MocmoTpeTb Tabaunuy cootTBeTcTBUA 802.1p 1 BIXOAHbIX 04Yepeseit MOXHO
KOMaHAO0M:

(als_sw) #show classofservice dot1p-mapping

802.1p tag Egress queue

NoubhwN-—,
WwhN -2 -

B npumepe npmnBeaeHO COCTOAHKE MO yMonYaHUio. Hanpumep, naketbl ¢ CoS 0
nonazyT B oyepelb c HoMepom 1, a nakeTsl ¢ CoS 6 nonagyT B ouepesb 3.
PacnpegeneHve MoxeT 6bITb HAaCTPOEHO MPON3BOJIbHO.

LWar 1. 3aaaHue pexxuma gosepus

s cMeHbl pexXxnma 4oBepnAa UCMosib3yeTcd KOMaH4da:

(als_sw) #configure
(als_sw) (configure) #classofservice trust (dotip|ip-dscp|untrusted)

Pexnmsbl:

* dot1p — pexum gosepus metkam 802.1p. Ouepesb KaxAoro nakerta
onpejensieTcs 3HayeHMeM 13 Tabanubl cootseTcTBUA CoS 1 HoMepa
ouepeau;

* ip-dscp — pexum gosepus metkam DSCP. Ouepeab nakeTa onpegensercs
no Tabnuue cootBetcTBUA DSCP 1 HoMepa oyepean;

* untrusted — oTkAtOUeHMe pexmrma goBepus meTkam 802.1p. Bce nakeThl
MOMELLAKTCA B OAHY ouepelb N MMEeKT OA4MHAKOoBbIN NpuopuTteT. Homep
oyepeamn onpesensaeTca s3HaveHneM cooTeeTcTeusA a4na CoS 0. Mo
ymonyaHuio CoS 0 cooTBeTCTBYeT HOMep o4yepean 1, MO3TOMY BCe NakeThl
Npuv yCTaHOBKE 3TOro pexuma byayT noMeLLeHbl B oyepesb 1.
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O6paTtnTe BHMMaHMeE, YTO pexumm untrusted He BbIKItOUAET Cayxby. B 3ToM pexunme
BCe NakeTbl IMEKT OAMH NPUOPUTET, MOMELLIAKOTCS B O4HY ovepesb. UTobbl
N3MeHUTb HOMep o4Yepean Ans Bcero Tpadurka B pexxrmMe untrusted, Hy>XHO B
Tab/vLle COOTBETCTBMSA U3MEHUTbL HOMep o4vepean, cooTBeTcTBytoLein CoS 0.

LWar 2. 3apaHne pexkuma foBepus Ha UHTepdeiice (ONLMOHANbHO)

Ansa HTepderica MOXHO 3a4aTb pexunM AoBepUs, OTANYHbIV OT 3a4aHHOrO
rnobasibHO. HacTpoiku Ha MHTepdeice Heobsa3aTenbHbl U ABNAKOTCA bosee
NPUOPUTETHBLIMU, YeM rnobasbHas HacTpoKKa.

3a4aTb pexuvm goBepus 4ns UHTepdeinca MOXHO KOMaHZAOM:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #classofservice trust (dotip|ip-dscp|untrusted)

LWar 3. 3apaHne cooTBeTCTBUA 3Ha4YeHUs CoS HoMepy onpepesnieHHOMN
ouepeau

Tabnuua cooTBeTCTBUS OonpeAeneHHOoro 3HayeHna CoS 1 HoMepa oyepean MoOXeT
6bITb HACTPOEHa NMPOU3BOJIbHO. VI3MeHeHuns, cAeNlaHHble B KOHTEKCTe rnobanbHou
KOHOUrypaumm, KOCHYTCA BCex NHTepdercoB.

ANns peakTMpoBaHUs rnobanbHOM TabanLbl COOTBETCTBMA UCMONb3YeTC KOMaHAa
BUAA:

(als_sw) #configure
(als_sw) (configure) #classofservice dot1p-mapping <cos> <queue>

B 3TOl KOMaHAe HY>XHO yKasaTb XeslaeMoe COOTBeTCTBMe 3HaveHns CoS 1 Homepa
oyepeau, B KOTOPYHO ByAyT MoMeLLleHbl NakeTbl ¢ gaHHbIM CoS.
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Ana nprMepa ycTaHOBKM NOIHOEe COOTBEeTCTBME 3HaveHuin CoS HomepaMm
ouepegein:

(als_sw) #configure

(als_sw) (configure) #classofservice dot1p-mapping
(als_sw) (configure) #classofservice dot1p-mapping
(als_sw) (configure) #classofservice dotl1p-mapping
(als_sw) (configure) #classofservice dot1p-mapping
(als_sw) (configure) #classofservice dot1p-mapping
(als_sw) (configure) #classofservice dotl1p-mapping
(als_sw) (configure) #classofservice dot1p-mapping
(als_sw) (configure) #classofservice dot1p-mapping
(als_sw) (configure) #exit

NoubhwN -2
NoubhwN -2

Tenepb TabnnLa COOTBETCTBUSA NPUMET CNeayroLnIA BUA:

(als_sw) #show classofservice dot1p-mapping

802.1p tag Egress queue

NoubhwN -2
NoubhwN-—-2

Lar 4. 3agaHue cOOTBETCTBUSA 3HaUeHUsA CoS HoMepy onpeaenieHHOW
ouepeaun Ha UHTepoeiice (ONUMOHANBLHO)

Ans nHTepderica MOXHO 3ajaTb COOTBETCTBME 3HaYeHnsa CoS Homepy
onpejesieHHON ovepeau, KOTopoe byAeT OT/IMYHO OT rMobasbHOM HACTPOMKMU.
Hactpolika Ha nHtepdeiice He obsa3aTenbHa 1 BNseTcs 6onee NPUOPUTETHOMN, YeEM
rnobanbHas HacTporka. Echm Ha nHTepdeice ykasaHbl He BCe COOTBETCTBUSA, a
TO/MIbKO YacTb (Hanpumep, AN Cos 2 1 3), TO OCTaslbHasA YacTb Tabaunubl byaeT B35Ta
13 rnobasibHOM HaCTPOMKM.

3a4aTb COOTBETCTBME MOXHO KOMaHAOVII

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface 0/1) #classofservice dotip-mapping <cos> <queue>
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19.6 floBepue meTkam DSCP

MexaHn3M noxox Ha gosepue meTtkaM CoS nakeTos, TO/NILKO B JAHHOM C/ly4ae 3a
Ha3Ha4yeHVe BbIXOAHOW ovepean oTBeyaeT MeTka DSCP u3 IP-3aronoska. DSCP
(differentiated services code point) — 370 cTapwwue 6 6UT 8-My GUTHOrO NoNA
Differentiated services Field B IP-3aronoBke. MeTka MOXeT NPUHMMATb YMNC/IOBblE
3HayveHusa ot 0 g0 63.

HacTtpowka aoBepus metkam DSCP

HacTpoiika 3akntovaeTcs B 3a4aHnm pexurma gosepus metkam DSCP (rnobanbHO
NN AN OTAENbHBIX NHTEPPENCOB), a TakKe Ha3HaYeHU COOTBETCTBMA 3HaYEeHUI
DSCP 1 HOMepOB BbIXO4HbIX ouepesen.

War 0. MpocMoTp TeKyLL,ero cocTosHus

MocMoTpeThb TekyLee COCTOsIHME pexrMa A0BepPUSt MOXHO KOMaHJO0IA:

(als_sw) #show classofservice trust

Interface Trust Mode

0/1 Dot1P
0/2 Dot1P
0/3 Dot1P
0/28 Dot1P

o yMonyaHuo BKAIKOUEH pexnm gosepud metkam 802.1p (CoS).
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MocMoTpeTb Tabnunuy cooTBeTCTBUA 3HaUeHna DSCP n HoMepa BbIXO4HOW ovepean
MOXHO KOMaHAO0WM:

(als_sw) #show classofservice ip-dscp-mapping

IP DSCP Egress queue

@(be/cs0d) 1
6 1
7 0
22(af23) 0
23 1
29 1
30(af33) 2
44 2

45

w

60
61
62
63

[SSINSSIN S JOV)

War 1. 3aaaHue pexxuma gosepus

[na yctaHoBKY pexnma gosepusa metkam DSCP ncnonb3yeTca komaHaa:

(als_sw) #configure
(als_sw) (configure) #classofservice trust ip-dscp

JlaHHaa KOMaHZAa yCcTaHaBAVIBaeT A/1s BCeX MHTePPernCcoB KOMMYTaTOPa PexXnm
fosepus meTkaM DSCP. Mpw nonyyeHunn naketa no ero metke DSCP nakety
Ha3HayaeTcs onpejeneHHas BbIXOAHaa ovepeb U3 TabnuLbl COOTBETCTBUS,
npmBeseHHOW Bblle. B ciiyyae, ecnm nakeT He nMmeeT meTkn DSCP (Hanpuwmep,
nakeT He MMeeT 3aronoBka IP), eMy HasHavaeTCa BbIXOAHaA ovepesb, KOTopas
COOTBETCTBYET 3HaueHuto 0 13 Tabnumupl cootTBeTcTBUA 802.1p (@aHAaNOrMUHO
pexunmy untrusted).

LWar 2. 3apaHmne pexkmuma foBepus Ha UHTepdeiice (ONLMOHANBLHO)

Ana yctaHoBKW pexvMa fosepusa metkam DSCP Ha nHTepdelice ncnonb3yeTcs
KOMaHAa:

(als_sw) #configure
(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #classofservice trust ip-dscp
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OTa KOMaHZa MOXeT bbITb MoJsie3Ha B Clyyae, ecii He0bX0ANMO r106anbHO
BK/IIOUNTb OAVH PEeXUM AoBepus (Hanpumep, gosepurie metkam 802.1p), a Ha
ornpezeneHHoOM nHTepderice — pexum gosepurs metkam DSCP.

Lar 3. 3apaHne cooTBeTCTBUA 3Ha4YeHUs DSCP Homepy onpeaeneHHoM
ouepean

Ans peaakTpoBaHWA Ta6}'II/ILI,bI COOTBETCTBNA NCMOJIb3YEeTCA KOMaH4a B/ Ada:

(als_sw) #configure
(als_sw) (configure) #classofservice ip-dscp-mapping <dscp> <queue>

MNapameTpbl:

* <dscp> — 3HayeHume meTkn DSCP. [lonycTMO BBOAUTb YNCIOBbIE 3HAYEHUS
oT 0 f0 63, a TakKe CMBOJIbHbIE VMeHa (MprBeAeHbl B TabauLe HMXKe);
* <gueue> — 3HauyeHne o4vepean ana jaHHoro DSCP.

CMBOJIbHbIE KOHCTaHTbI 414 Ha3HayveHms DSCP:

CMBOJIbHAsA KOHCTAHTA YucnoBoe 3HaUeHue
be/cs0 0
cs1 8
af11 10
af12 12
af13 14
cs2 16
af21 18
af22 20
af23 22
cs3 24
af31 26
af32 28
af33 30
cs4 32
afad1 34
af42 36
af43 38
cs5 40
ef 46
cs6b 48
cs7 56
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Ana npyimepa U3MeHUM Tabnuy Ana Heckobkux DSCP:

(als_sw) #configure

(als_sw) (configure) #classofservice ip-dscp-mapping @ @
(als_sw) (configure) #classofservice ip-dscp-mapping 37 4
(als_sw) (configure) #classofservice ip-dscp-mapping cs6 6
(als_sw) (configure) #classofservice ip-dscp-mapping 32 3

19.7 OrpaHn4yeHue CKOpPOCTU NopTa Ha BbiXoje

B HEKOTOPbIX Ciy4HadaX MOXeT I'IOHa,ZI,O6I/ITbCFI OrpaHNYNTb CKOPOCTb NMOPTa Ha
BbIXO/JeE. ,U,J'IFI 3TOW uennm CayxmT cieayrowad KoMaH4a:
(als_sw) #configure

(als_sw) (configure) #interface 0/1
(als_sw) (configure) (interface @/1) #traffic-shape 5000

B A4aHHOM npuiMepe ckopocTb nHTepdeiica 0/1 orpaHmnyeHa 5 Moéut/c.
MunHMUManbHOe 3HaYeHne OrpaHnYeHnsa paBHoO 64 K6UT/C, MakCMManbHOEe PaBHO
CKOPOCTW rnopTa. ATOPUTMbI MIAHVPOBLLMKA 1 NOAUTUKK QOS byayT yunTbiBaTh
BbIXOZHYH MPOMYCKHYH CMOCOBHOCTL MopTa NMpw oTnpaske Tpaguika, B TOM Yncie n
YCTaHOB/IEHHOE 3TOW KOMaHAOW OrpaHnYeHmne CKOPOCTU.
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19.8 MpuMepbl TUNOBBLIX HAaCTpPoOeK

Kak npaswso, Ha KOMMyTaTope AocTyna cyliecteyet He meHee 3 VLAN: gna
yrnpaBneHus, 4na nHTepHeTa n Ansa unudposoro Tenesugenus (IPTV). Mpu aTom
06bIYHO MaKCMManbHbI NPUOPUTET AaeTcs ynpasagaroLemy Tpaduky (no VLAN) —
YCTPOWCTBO A0/IKHO OCTaBaTbCSA AOCTYMHbLIM MPW Nt060I Harpyske. [Ins 3Toro oH
HanpasnseTca B ovepeab HoMep 7. CrefyowyM No NpropuTeTy HacTpanBaeTcs
IPTV — Ha nsobpaxeHune He A0/KHO BAVATb NCNOAb30BaHWe HTepHeTa. [N Hero
06bIYHO NCNob3yeTca ovepeb 5 nanm 6. Ang MHTepHeTa 06bIYHO OCTaBNAETCS
oyepeb Mo ymosndaHumio (1), Kak camasa HN3KONPYOPUTETHaA 13 Tpex
NCNOoNb3yeMblX. PeannsyeTtcs 3To co3AaHneM ABYX K1acCoB ANSA BblAeIeHNSA
ynpasnstouiero tpadumka n tpadumka IPTV no VLAN ID 1 nonnTmku, B KOTOPOW ANA
3TNX KNaccoB Tpaduka HazHayaeTcs ovepesb. [TonnTrKa ¢ NnprnopuTm3aLmer
Tpadurka npnmMmeHsieTcs Ha uplink-kommyTaTopa.
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MprMep KoHUrypaumm:

network mgmt_vlan 1000

vlan database

vlan 222,640,1000
vlan name 222 "IPTV"
vlan name 640 "INET"
vlan name 1000 "MGMT"
exit

configure
mcast_vfm 222 forward_registered
cos-queue strict @ 1 23456 7

class-map match-all mgmt ipv4
match vlan 1000

exit

class-map match-all iptv ipv4
match vlan 222

exit

policy-map qos_policy in
class mgmt

assign-queue 7

exit

class iptv

assign-queue 5

exit

exit

interface 0/1

description "CLIENT"

vlan pvid 640

vlan participation include 222,640
vlan tagging 222

exit

interface 0/28

description "UPLINK"

vlan participation include 222,640,1000
vlan tagging 222,640,1000

vlan participation exclude 1
service-policy in qos_policy

exit

exit
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'MABA 20. PABOTA C AATYHUKAMW

20.1 TemnepaTypHbI AaTUNK
HacTpoWka TemnepaTypHOro gatumka

KommyTaTop moxeT otrnpaensate SNMP-trap coobLieHns 0 BbIXoe TekyLLero
3HaYeHNsA TeMnepaTypHOro Aatumka 3a HVXKHIOH 1 BEPXHIOH FPaHnLibl
YCTaHOB/IEHHOrO TEMMNepPaTypHOro Anana3oHa. [1o yMon4aHuio Ha KOMMyTaTope
oTkAtoUeHa oTnpaBka SNMP-trap coobLeHnin 06 N3MeHeHU COCTOSHNSA
TemmnepaTypsl.

War 1. MpocMoTp TeKyLLero cocTosHus

[na npocmoTpa TekyLLero 3Ha4YeHns TeMnepaTypbl Ha naaTe UCNob3yeTcs
KOMaHAa:

(als_sw) #show box temperature

Temperature sensor 132 C
SNMP Trap : disable
Lower threshold 1 0C
Upper threshold : 45 C

Temperature sensor — TekyLLas TeMnepaTypa B rpagycax Llenscus;
SNMP Trap — HacTpolika otnpasku SNMP-trap coobLeHunii;

Lower threshold — HWXHASA rpaHMLa TemnepaTypHOro ANana3oHa;

Upper threshold — BepxHas rpaHuua TemnepaTypHOro AvanasoHa.

LWar 2. smeHeHne HMXKHEW rpaHULLbl TEMNepPaTypHOro AnanasoHa

Ana n3meHeHusa MCrMoJib3yeTcd KOMaHA4a:

(als_sw) #configure
(als_sw) (configure) #box
(als_sw) (configure) (box) #temperature threshold min 15
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War 3. smeHeHne BepxHel rpaHULbl TEMMNEpPaTypHOro gmnanasoHa

Ana n3meHeHusa MCrMoJib3yeTcd KOMaH4a:

(als_sw) #configure
(als_sw) (configure) #box
(als_sw) (configure) (box) #temperature threshold max 37

LWar 4. BkatoveHue otnpaBku SNMP-trap coo6LieHwniA

Ansa BkaoyeHUs oTnpaBky SNMP-trap coobLLeHnIA NCNob3yeTca KoMaHAa:

(als_sw) #configure
(als_sw) (configure) #box
(als_sw) (configure) (box) #temperature snmp-trap

LWar 5. MpocmMoTp M3meHeHU

I'IpOBeleM nM3mMeHeHna C NoOMOLLbI KOMaHAbI:

(als_sw) #show box temperature

Temperature sensor 132 C
SNMP Trap : enable
Lower threshold : 15 C
Upper threshold : 37 C

MNpwn gaHHOWM KOHOUrypaumm SNMP-trap coobLieHme byaeT oTrpaBaeHoO B C/yyae,
ecnv TemnepaTypa onycTuTcs Huxe 15 rpagycos Lenbcns, nnbo Bo3pacTeT BbiLle
37 rpafycos. TekyLee 3HayeHVie TemMnepaTtypbl 1 3HaUeHMe Nopora 3anmcbIBaeTCs
B SNMP-trap.
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Komnarua AJICMTEK — BeayLLNiA pOCCUINCKMIA pa3paboTUmK 1 MPOU3BOANTENb
obopygoBaHua ana ceteit TDM, NGN 1 IMS. 3a 22 roga paboTbl KOMMNaHueln
AJICUTEK ycTaHoBneHo 6onee 2,5 MUAIMOHOB NMOPTOB KOMMYHMKALIMOHHOMO
obopyAoBaHMs. HayuHbI LWITAT KOMNAHWUK cocTounT 13 200
BbICOKOKBaIMPULMPOBAHHbIX NHXEHEPOB, MPOrpaMMMICTOB, CXeMOTEXHUKOB 1
KOHCTpyKTOpOB. AJICUTEK BbinycKaeT NOJIHbIN CAeKTP Kak CTaHLMOHHOro XxDSL n
Ethernet o6opysoBaHus, Tak 1 aBOHEHTCKMX YCTPOICTB.
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